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RRC AHannUTUKa B BU3HEC npoueccax
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ObnayHble TeXHO/1I0Mnu

/’ | Private KoHTponb paboTbl
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PeweHuna ana MO Microsoft
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RRC [JaHHble Hay4YHbIX UcceaoBaHUM
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RRC  Bopbba c mowweHHWYecTBOM B BaHKOBCKOW chepe

ATaKu Ha ~ MoLeHHWY

NHTEPHET- ecTBa no
OaHKUHT KapTam

[onrocpoyH PaboTta c
ad cucTtemamm
aHa/INMTUKa Antifraud

[lopo3pute
NbHaA
aKTUBHOCTb




RRC  AHanu3 paboTbl KOMMEpPYECKNUX MHTEPHET PECYPCOB

AHanums
A0encTsmnmn
Nno/sib30oBaTens

CtaTuctuUKa no
NOKYMNKam

CtaTuctukKa no
nepexogam




[Tomepbl AaHHbIX

JNlorn nobbix ycTpoucTB uau npunoxeHun B popmare plaintext

— ﬁ DaHHble nony4yeHHble no cetu — SNMP, Syslog
[aHHble nonyyeHHble NpUAoXKeHuem B tobom popmarte

NHdopmauma nonyueHHasa c nomoubio Web-login
MHpopmauma nonyuyeHHas OT KOHHEKTOPOB U/IN areHTOB

”'ll-l; ApxuBbl cuctem moHuTopuHra — Cisco MARS
Jllo6ble nobbix noros, Aarxke 6e3 nona BpemeHuU n Aatbl —

Pe3ynbratbl paboTbl cKpunTa




APXUTEKTYypa NPUNOKEHNA
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YcTaHOBKA

MNoaopeprkka Buaeo no AOMUHUCTPaATOP
yCTaHOBKa > noboi OC >> YCTaHOBKe >> ntoboro ypoBHs >

You have been logged out. Log in to return to the system.

USERNAME

PASSWORD




HacTpounka

[MpocTo yKasaTb
nyTb K 10ram

acTpoMKa

Apps
Apps
Edit permissions for installed apps. Create a new app, or browse Splunkbase for apps created by the
community.

Knowledge

@, Searches and reports

> View and edit saved searches and reports. Set permissions. Set up alerts and summary indexing
/ Event types
- View and edit event types. Set permissions
0/ Tags
Create, view and edittags. Set permissions
Fields
<

View and edit fields. Set permissions. Define event workflow actions and field aliases. Rename
sourcetypes.

Lookups

Create, view and edit lookup definitions. Create and list lookup tables. Set permissions

User interface
Create, view and edit views, dashboards, and navigation menus

m P

Advanced search
Create, view and edit search macros. Set permission for search macros and search commands

All configurations
See all configurations across all apps

B 2

Hactpoutb

OXuaaHue

AAHHbIX Ha
nopTy

[Nob6aBuTb
NPUIOXKEHME
yepe3s Web

System

System settings
Manage system settings including ports, host name, index path, email server, and system logging

by
10) Server controls

am Restart Splunk

@ Licensing
Manage license volume, stacking, and pooling. View licensing alerts. Designate this host as the license
manager or a license slave.

Data

ﬁ Data inputs

Add data to Splunk from scripts, files, directories and network ports.

< Forwarding and receiving
. Configure this hostto send and receive data

Indexes
Create new indexes and manage index size preferences

Deployment

Distributed search
Set up distributed search across multiple Splunk instances.

Deployment

View deployment client and server status.

>

Users and authentication
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[MpocToTa
Koppenauyua CoxpaHeHue
BbINONHEHMUA
No BpemeHu 3anpocos
3anpoca

Search

&
" 24,081 matching events

[~ Hide @, Zoom out

2,000
T000 --

7:20 AM

Thu Feb 23

2012

Field discovery is: [0
[<] Hide

3 selected fields
@ host (18
1 source (21

1 sourcetype

7 interesting fields
@ eventtype (45

@ index (2

# linecount (70

1 punct (=

@ splunk_server (2
# timeendpos (15

7 timestartpos

View all 266 fields

Edit

00 ) 1 ] 8 ] 6 5o - Lt e - |

Linear scale v

7:25 AM 7:30 AM

24,081 events in the last 15 minutes (from 7:19:00 AM to 7:34:33 AM on Thursday, February 23, 2012)
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(% Export
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< Options

20120223073432.619612
PercentProcessorTime=19
PercentUserTime=9
wmi_type=CPUTime
st=panda ~ | sourcetype=WMLCPUTime ~ | source=WMLCPUTime ~

1330004072.03 88 1.16.0.0 TCP_REFRESH_HIT/20@ 412 GET http://www.askmehelpdesk.com/amhd_imgs/style2/menu_divider2.gif “"doc@demo"
DIRECT/www.askmehelpdesk.com image/gif DEFAULT_CASE-DefaultGroup-Demo_Clients-NONE-NONE-DefaultRouting
<IW_ref,5.0,0,-,-,-,-,0,-,-,-,-,-,-,-,IW_ref,-> - http://www.askmehelpdesk.com/

osi=ironport.safeweb.acme v | sourcetype=cisco_wsa_squid v | source=/var/log/ironport_web.log ~

1330004072.03 87 130.253.37.97 TCP_REFRESH_HIT/20@ 822 GET http://www.askmehelpdesk.com/amhd_imgs/style2/footbg.gif "doc@demo"
DIRECT/www.askmehelpdesk.com image/gif DEFAULT_CASE-DefaultGroup-Demo_Clients-NONE-NONE-DefaultRouting
<IW_ref,5.08,8,-,-,-,-,0,-,-,-,-,-,-,-,IW_ref,-> - http://vww.askmehelpdesk.com/

si=ironport.safeweb.acme ~ | sourcetype=cisco_wsa_squid v | source=/var/logfironport_web.log ~

I

1 bar = 1 minute

2,000

10 next» 10 per page v

1330004072.03 87 27.1081.11.11 TCP_REFRESH_HIT/208@ 449 GET http://www.askmehelpdesk.com/amhd_imgs/buttons/collapse_thead.gif "doc@demo"

DIRECT/www.askmehelpdesk.com image/gif DEFAULT_CASE-DefaultGroup-Demo_Clients-NONE-NONE-DefaultRouting
<IW_ref,5.08,0,-,-,-,-,08,-,-,-,-,-,-,-,IW_ref,-> - http://www.askmehelpdesk.com/
osi=ironport.safeweb.acme ~ | s ==cisco_wsa_squid ~ | source=/var/log/ironport_web.log ~

Thu Feb 23 ©8:34:32 2012 Info: ICID 74393@ REJECT SG BLACKLIST match sbrs[-18.8:-3.8] SBRS -10.8
st=ironport.mailacme ~ | sourcetype=cisco_esa v | source=/varflog/cisco_ironport_maillog ~



OnoBelleHunA

N3 OTobpaxkeHue
. OTnpaskKa
COXPaHEHHbIX Ha paboyem o
yBeJOMNEHN N
3anpocoB cTone

Administrator | App v | Manager | Alerts | Jobs | Logout

OnoseleHUs

splunk> Windows Management

Search Overview ~ Performance Manag - Y M t Searches & Reports ~ Setup

& Help | About

Search

Lsource:wineventlog:* "Type=Error" earliest_time=-24h

« 26 matching events

B0 8 D S (EE0S

Your timerange was substituted based on your search string

= Hide =, Zoomout &L Z for} £ Linear scale » 1 bar =1 hour
5 012 7:00 AM s
I | I | | il —]
12:00 PM 6:00 PM 12:00 AM 6:00 AM
Wed Feb 22 Thu Feb 23
2012

26 events in the last 24 hours (from 7:58:59.000 AM February 22 to 7:59:00.103 AM February 23, 2012)

Field discovery is:
[<] Hide

(% Export + Options pre n 2 3 next» 10 per page v

©2/22/2012 ©3:48:01 PM

LogName=Application

L host (2 SourceName=Microsoft-Windows-Winlogon
EventCode=4005

EventType=2

@ sourcetype (3 Type=Error .
ComputerName=panda.techservices.splunk.com

3 selected fields Edit System Management 2m ago

In the past 24 hours, your Windows Event Logs recorded:
& source (2

24 interesting fields
# Category (1

L CategoryString

@ ComputerName

1 dest (2

1 dvc (3

TaskCategory=None
OpCode=None
RecordNumber=20687
Show all 13 lines

st=panda ~ ourcetype=WinEventLog:Application ~ ce=WinEventLog:Application ~

2 02/22/12 12:42:10 PM
10.000 PI4 LogName=Application

SourceName=Sophos Anti-Virus
EventCode=1

1304 Warnings




OTyeTbl

Paccbinka [pocToTa Noboe
pdf, csv, RSS reHepauuu NpUIOXKeHue

Summary | Actions

[

Cisco Security Events by Geo

Real Time | Last 24 Hours

tool by ammap.com
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Splunk.com Documentation Splunkbase Blogs Developers

splunkbase

Home Answers Apps

Do More with Splunk
Apps and add-ons extend the capabilities of Splunk and make it
easier to use. Download a few or share your own creations.

Share
your apps & add-ons

Learn
about apps & add-ons

See all »

Recent Uploads

5 T8 Splunk App for Windows m
votes | [ESNEUEY
’ windows splunk-supported perfmon
windows-event-logs Jan 18 splunk 6.4k
15 Splunk for Unix and Linux *nix

splunk-supported | performance unix

linux Nov 07 11 splunk 6.4k

20 Google Maps O
votes . )
geclocation commands | geo
custom-module May 3111 ziegfried ¢ 5.8k

@ upload an app

Recent Uploads

votes

Mcnonb3oBaHME rOTOBbLIX MPUNOKEHUN

FAQ

Sign Up

Q, Search Splunk Apps

badges

Login

@ ask a question tags users

Featured

Cisco Security Suite

The Cisco Security Suite app is an umbrella app
providing a single pane of glass interface into data provided by
the other apps and add-ons in the Cisco ... More »

See all »

P8 Splunk for Excel Export L

) © 2\
feviows, export excel spreadsheet add-on =

vesterday araitz ¢+ 5.6k

Field extractions for Microsoft |IAS

Feb 04 southeringtonp ¢ 4.3k

Splunk for Cisco CDR

cdr

-,

cisco

Feb 02 nick « 13.1K

B Splunk App for Enterprise Security
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XML Script AO




JlononHuTenbHble BO3MOXKHOCTU

Time Line

Search | Actionz -

* Apr 1, 2009 - Jun 30, 2008 -
EX
@ 56,401 matching events ] save search il Build report
Timeline: §p zoomin @ zoom out  Scale: — linear E log
1,000 1,000
100 100
10 I 10
April 2005 hay 2005 Jurne 2009

KOHCTpYyKTOp
RegExp




[1oKymeHTaumnA

Splunk Storm
CepBuc aHann3a paboTol
06/1a4HbIX NPUNOKEHUMN

Splunk for WebSphere Application
Server

AHann3 gaHHbix WebSphere

Splunk

JOKymeHTaumA,
6a3a 3HaHU

Splunk App for Enterprise Security

NakeT UHPOpMALMOHHOWM
be3onacHocTun

Splunk MySQL Connector

Splunk App for Web Intelligence

MpunoxeHne ana ny4eHusa
Beb6-TpaduKa

MySQL KOHHeKTOop

JR——

MSE Splunk App for Microsoft Exchange

i*nii i' Splunk App for Unix and Linux

Habop aHanntuku ans
Unix u Linux

AHanuzatop MS Exchange

TR

Bepcus calitTa Ha pycckom fsbike - http://ru.splunk.com ]



http://ru.splunk.com/

JInueHsnpoBaHue

Splunk cxknmaert

= nocrynmsewimne gaHHblIE
Maximum indexing volume per day | SOOMB U(III;LISTC;t;d 40 10Tn pa3
icense
[ Universal, real-time indexing © .
o S S - YunTbiBaeTCA TO/IbKO

Real-time and historical search . . 06BEM MHAEKCOB Mo
‘ BERORIES s 2 3a@aHHbIM NOAAM

Knowledge mapping ® ®
| Dashboards . . MpobHasa AMLEeH3MA Ha

Monitoring and alerting . 500 M6/peHb peiicteyeT
] Distributed search . 60 ,£I,Hel71

Data forwarding and receiving ® .

He BkntovaeTr

' Role-based access controls . pacnpenenéHHbIi

single sign-on | ° MOMCK, MOHUTOPUHT U
' Developer APIs . . ONOBELLEHWS

Community Apps . . OrpaHunyeHa NoKaAbHbIM
‘ Enterprise Apps . ncnoib3oBaHnem 1 He

Standard support . noanepKMUBaeT pél60Ty
. Enterprise support i . pAAa NMPUI0KEHNN




Bonpochl

Mpaduueckni
nHtTepdenc
Co3paHune

bonee He pabounx cTonos

npusa3aH K Flash,

Ha nety
NCnonb3yeTcs
. HTML 5

YBennyeHune

Ysenunyenue KonmyecTsa
CKOPOCTM NOUCKA O4HOBPEMEHHbIX
B 10 pa3 nonb3oBaTeNien B

10 pas3

Cnacubo 3a BHMMaHue!

Mpouecc
pkuzeev@rrc.ru yrpaBneHms
Skype — zerottl 6oMbWMMK

A ob6bEéMamu

+7 985 9994824 AaHHbIX CTan

6onee NErkum
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