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YIPO3bl WEB-NMPUNOXEHUW



HACTOPAXUBAKLWAA CTATUCTUKA

0%

BCEX aTaK coBeplLuaeTcsa Ha
ypoBeHb \Web-npunoxeHuu

Gartner

(3%

noaBeprrvucb atakam B Te4eHue
nocriegHNx ABYX JeT Yyepes
YA3BMMOCTU Web-npunoxeHunmn

Ponemon Institute
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YA3SBUMOCTU CTOAT AOPOI'O
WHCTUTYT PONEMON | OGBHA YKPALEHHASI 3ANIUCb CTOWUNA B CPEQHEM $318

Sony
YKpaOeHHbIX 3anmcen

({ MIH.

Kpaxa
NHdopmaLmn

Sony Mpamble nagepxu
CynebHble U3gepxku Sony
$1-2 mnpa. $171 MnH.

CHmxeHune
0oxoa0B

= 23 OHSA NPOCTOA CETU
» [loTepsa 3aka34ynkoB
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http://mashable.com/2011/05/22/psn-costs-infographic/
http://8.mshcdn.com/wp-content/uploads/2011/05/sony-pns-network-cost.jpg

YIPO3bl, UCXOAOALUNE OT XAKEPOB

’ CRPUNTBISUOKCI/IONTbI ‘ IP-ckaHnpoBaHune ‘ HENIEBOEICKaANPOBaRNE ‘

06Lume CKPUNTbI U UHCTPYMEHTbI XaKepos MouncK onpeaeneHHbIX yA3BMMOCTEN NpK
NMOMOLLM CKPUMNTOB HAa MHOTUX CaiTax

MoWCK yA3BMMOCTEN onpeaeneHHoro cainTa

W

BbICOKOKBa/IMPULINPOBaHHbIEXaKePbI ‘

BOTHETbI |

CKpMI‘ITbI BbIMONHAKOTCA 3apa*XeHHbIMU MallUHaMU 1
OCYLWLeCTBNAKT aTaky

CnoxkHble, LieneHanpasieHHble ataku (APT).
HeTopon/iMBo 1 akKypaTHO, YTO6bI 060MTH 3aLUTY.

AAHBapb MioHb [ekabpb
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OBLWUE OAHHBIE O
MYKONOS WEB SECURITY



NMPOBJIEMbI NMPU UCINMOJIbSOBAHUA
WEB APPLICATION FIREWALL

* Heobxogumbl rmybokn 3HaHUS O 3alluULLaeMbIX
npunoxeHuax (n WAF, u agMmnHuctparopy)

* [1pn n3amMeHeHNN NPUNoXeHna (Hanpumenp,
obOHoBneHue) Tpebyetca uunkn HacTponkn WAF
Tak, YTOOblI HE HApPYLINTb PaboTy NPUIOXEHNS

* HacTo CrnoXxHO HanTu rnyboKyro TEXHUYECKYHO €
MHJOOPMAaLMIO MO NPUNOXEHUIO AN ero
3aLlnThI

*MHorve npunoXxeHna NOCTaBNATCS «U3
KOPOOKN» N TPYOHO OTCEXUBATb HanM4une B
HUX YA3BUMOCTEN N NX YCTPpaHeHne

* Y93BMMOCTb K atakam «HYyneBoro» AHA

[eHepaums 60MbLUOro KONmM4ecTBa NOXKHbIX
TpeBor
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®A3bl BEB-ATAKU

da3a l da3za 2 daza 3 daza 4 Pasa 5

PekorHocumpoBka YCTaHOBMeHue Peanusauyus AsTomaTtmnsaumsa [llogoepxaHue
BEKTOpa aTaKku

Web
Application
Firewall
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NMPEUMYLLECTBA MYKONOS

- YXyALlaeT «9KOHOMUKY» aTaku, genas ee oveHb 3aTpaTHOU
ONs Xakepa no BpeMeEHU U yCUNUAMm

- B otnnyme ot WAF 3alymLlaeT OT atak «HyneBoro aAHA»

- B otnnyne ot WAF npaktnyeckn He reHepupyeT NOXKHbIX
TpeBor

- OBHapy>XnBaeT araky eLle Ha 3Tane PeKorHOCUUPOBKA U
BrIOKMPYET 3M10YyMbILLSTIEHHUKA

- MnHumanesHas HacTpouka — paboTaeT «M3 KOPODKU»

- lHHOBaUMOHHaga TexHonorua Intrusion Deception — HeT
aHasrioroB Ha pblHKe

M Copyright © 2012 Juniper Networks, Inc.  www.juniper.net JU ﬂ I per
a Juniy tworks company
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NMPEUMYLLECTBA MYKONOS
BE3OIMNACHOCTb HA OCHOBE OBMAHA 3J1TOYMbILWWIEHHUKA

Threat: None
SOUICE sgeMap(ti rcej B Active: 2 days ago

First: 2 days ago

O6HapyxeHune OTcnexusaHue

“JloByLuKKN” OtcnexuBaetca IP, [MoHnMmaHue ApantmnBHas
obHapyxuBatoT napameTpsbl BO3MOXXHOCTEN U peakums,
yrpo3bl 6€3 NOXHbIX 6paysepa, OC u HamMepeHUn BKItovatoLLas
cpabaTtbiBaHui CKpMMTOB aTaKkyrLlero BGr1OKMPOBKY
npegynpexaeHue n
obmaH
T e om T T
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OBHAPYXEHUE YEPE3 OBMAH 3/1OYMbILWWIEHHUKA

No6GaBneHue «NOBYLUEK»
B KOA4 CTPaHULbI

Query String Parameters
fgenericelectronics/Taction=listing&id=28debug=false

[MepumeTp
cetun
.---. Hidden Input Fields | M
#.--* ‘<i:.] ut type="hidden" walue="0" name= ized"> “ “ D “ _
I < "regisver ]
. E <div class="1o ogin line™>»
KJ'II/IeHT F|rewa” <div class="login label™>Email Address:</div> warks compar Ba3a
OaHHbIX

= "recoverPassword.aspx">
ButhUserFile /usr/local/www/public html/.htpasswd
AuthType Basic
AuthName "Administration Cnly™

y,
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OBHAPYXEHUE YEPE3 OBMAH 3J1IOYMbIWWNEHHUKA
HNoGaBrneHune noByLWeK B KOO CTPpaHUUbI

http://www.juniper.net

3anpoc .__. M —
A=
=T T —
Knnent  Firewall Web-cepBep Basa

MNepumeTtp AaHHbBIX
cetu
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OBHAPYXEHUE YEPE3 OBMAH 3J1IOYMbIWWNEHHUKA
HNoGaBrneHune noByLWeK B KOO CTPpaHUUbI

KnueHt  Firewall

MNepumeTtp
cetu

http://www.

juniper.net/

?action=listing&id=2

M«-

13

I
<=) NS
[

Web-cepBep Basa
AaHHbIX
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OBHAPYXEHUE YEPE3 OBMAH 3J1IOYMbIWWNEHHUKA
HNoGaBrneHune noByLWeK B KOO CTPpaHUUbI

/http://www.juniper.net/ A
?action=listing&id=2 &m4=true
<input type="hidden”...>
fake cookie “phpbsess”
C fake name “Apache v

._-. M
A=

=T T —

Knnent  Firewall Web-cepBep Basa

MNepumeTtp AaHHbBIX
cetu
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OBHAPYXEHUE YEPE3 OBMAH 3J1IOYMbIWJIEHHUKA

Mpumep. AMynauUua yasBUMOro mexaHmsma ayTeHTuukaumm

http://www.juniper.net
/.htaccess

3anpoc .__. M —
A=
=T T —
Knnent  Firewall Web-cepBep Basa

MNepumeTtp AaHHbBIX
cetu

Copyright © 2012 Juniper Networks, Inc.  www.juniper.net _J U ﬂ | per
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OBHAPYXEHUE YEPE3 OBMAH 3J1IOYMbIWJIEHHUKA

Mpumep. AMynauUua yasBUMOro mexaHmsma ayTeHTuukaumm

/ﬂO)KHbIﬁ oTBeT \

<files "backup.sql">

AuthUserFile /www/root/.htpasswd
AuthType Basic

AuthName "Database backup"
require valid-user

\</fi|es> /

T T T T S
Rl | R —

Knnent  Firewall Web-cepBep Basa

MNepumeTtp AaHHbBIX
cetu
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OBHAPYXEHUE YEPE3 OBMAH 3J1IOYMbIWJIEHHUKA

Mpumep. AMynauUua yasBUMOro mexaHmsma ayTeHTuukaumm

http://www.juniper.net
/.htpasswd

3anpoc .__. M —
A=
=T T —
Knnent  Firewall Web-cepBep Basa

MNepumeTtp AaHHbBIX
cetu
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OBHAPYXEHUE YEPE3 OBMAH 3J1IOYMbIWJIEHHUKA

Mpumep. AMynauUua yasBUMOro mexaHmsma ayTeHTuukaumm

/ﬂO)KHbIﬁ oTBeT \

kostenba:d8HYPcCGtdMWw
Gagne:fhAOHA3cP9Nhc
ehganm:wydEzOpLi9urc
Robt-CCN:8k6Ef1MvjLnp2
Barton:1Zssf1HtwMFxk

\bengay:xwabfeX?ZrZQ /

T T ::::
E-:-' OS“ D A —

Knnent  Firewall Web-cepBep Basa

MNepumeTtp AaHHbBIX
cetu
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OBHAPYXEHUE YEPE3 OBMAH 3J1IOYMbIWJIEHHUKA

Mpumep. AMynauUua yasBUMOro mexaHmsma ayTeHTuukaumm

http://www.juniper.net
/backup.sql

3anpoc .__. M —
A=
=T T —
Knnent  Firewall Web-cepBep Basa

MNepumeTtp AaHHbBIX
cetu
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OBHAPYXEHUE YEPE3 OBMAH 3J1IOYMbIWJIEHHUKA

Mpumep. AMynauUua yasBUMOro mexaHmsma ayTeHTuukaumm

HeoBxoauma aeTopusauma | 22

Jna goctyna Ha cepeep juniper.net:80
TpEBYETCA yKa3aTe WMA NOAEI0EATENA W Napok,
CooBuweHwne cepeepa: Database backup.

MMH NonNeE30BEATENR G ag n e
Mapons: Password

L o | S —

] [ ]
Knnent  Firewall wesomen \Neb-cepBep Basa

MNepumeTtp AaHHbBIX
cetu
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OBHAPYXEHUE YEPE3 OBMAH 3J1IOYMbIWJIEHHUKA

Mpumep. AMynaUUA ya3sBUMOro mexaHmama ayTeHTudmkaumm

Blocked

Your connection has been bloclked from this server.

I —— '"“ I

Knnent  Firewall wesomen \Neb-cepBep Basa
MNepumeTp AaHHbIX
cetun
Copyright © 2012 Juniper Networks, Inc.  www.juniper.net JUﬂ | per
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OTCNEXUNBAHUE ATAKYIOLWWEIO HE TOJIbBKO HYEPE3
IP-AOPEC

Bo Bcex bpaysepax cyLecTByeT BO3MOXHOCTb
COXPaHATb pPasfMyHble KOHTPOSbHbIE AAHHbIE

Copyright © 2012 Juniper Networks, Inc.  www.juniper.net _J U n | per
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NMPUMEP. «OTNEYATKU» BPAY3EPA

XapaKTepucTukm Kon-Bo out OavH u3 X
6 naeHTUdULmMpyrowen OGpaysepoB C TEM 3Ha4yeHue
PRVRERE uHdopmaLmm e 3Ha4YeHuem
Mozilla/5.0 (Windows NT 6.1; WOW64)
User Agent 9,82 ilE AppleWebKit/537.1 (KHTML, like

Gecko) Chrome/21.0.1180.89
Safari/537.1
text/html,application/xhtml+xml,applicati
on/xml;g=0.9,*/*;q=0.8 windows-

3aronoBku HTTP_ACCEPT 12.74 6846.06 1251,utf-8;9=0.7,*;9=0.3
gzip,deflate,sdch ru-RU,ru;g=0.8,en-
US;q=0.6,en;g=0.4
Noapo6HOCTM 0 NnaruHax 1.84 3.58 no javascript

Time Zone 1.83 3.56 no javascript
Pa3pelwleHune akpaHa u

rny6uHa uBeta 1.83 3.6 110 el Sl

CuctemMHblie WpndThi 1.83 3.56 no javascript
BkntoueHbl nu Cookies? 0.41 1.33 Yes

OrpaHuyeHHbIN TecT 183 356 no javascript

supercookie

[aHHbIn Habop NapamMeTpoB ABMSETCA YHUKaANbHbIM
cpean 2 500 000 aHanornyHbix cuctem (https://panopticlick.eff.org)

Copyright © 2012 Juniper Networks, Inc.  www.juniper.net _J U n | p er
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PEATMPOBAHUE U OBMAH 3J10YMbILWJTEHHUKA

BapuaHTbl peakuun MWS

Xakep,
YyesioBeK

Botnet

LleneBoe
CKaHUPoO-
BaHue

CkaHupo-
BaHue
IP

CKpunTbI U
3KCNNOUTbLI

[MpenynpexneHne

BrnoknpoBka

Beog CAPTCHA

3amegneHne coegnHeHus

Cumynaumsa cbos
NPUIOXKEHMS

[MpuHYyOnTENbHLIN BbIXOA
(log-out)

* - [InA Kaxporo Buaa yrpo3 AoCTynHbl BCe BapunaHTbl peakuuu. YKa3saHHble peakuuu Haubornee YMeCTHbI ANnA YKa3aHHbIX BUOOB Yyrpo3

Copyright © 2012 Juniper Networks, Inc.  www.juniper.net
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PASBEPTbIBAHUE
MYKONOS WEB SECURITY



TPU TUNA BHEOPEHUA

10, ycTaHaBnnBaemoe
Ha cepBep 1nu
BUpTYyarbHas MallnHa

Cepeep MWS1000 c
npegHacTpoeHHbim 10

[na nposaiinepos
ycnyr web-XoCcTuHra

Web-cepsep  ba3sa
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PASBEPTbIBAHUE MYKONOS WEB SECURITY
PEXWM REVERSE PROXY

Paboraet
Kak Reverse

proxy

INTERNET

lMpoBepka
paboTbl, Yy

**

---<—>5 = ﬂ

I . [
Juniper Firewall BanaHcupoBLWMK Myn CepBep CepBep 6a3bl
Harpysku web-cepBepoB  NMPUNOXEHUN AaHHbIX

Copyright © 2012 Juniper Networks, Inc.  www.juniper.net _J U n | per
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PASBEPTbIBAHUME MYKONOS WEB SECURITY
PEXWM TRANSPARENT PROXY

INTERNET
PaboTtaeTt kak
1 Transparent
proxy

= n

Myn CepBep CepBep 6a3bl
web-cepBepoB  NpuUOXeHUN OaHHbIX

Grrrnnnnnnnnd

[poBepka
paboTbl

7
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MHCTAIINALUNA MYKONOS WEB SECURITY

Text Mode Setup Utility 1.19.9 (c) 1999-ZBH6 Red Hat, Inc.

| Choose a Tool |

Authentication configuration
Backups

Initialize Appliance

Logging

Network Configuration
Restart Appliance

send Support Bundle

services

<Tab>-<Alt-Tab> between elements i Use <Enter> to edit a selection

Juniper

NETWORKS




NMOAPOBHOCTU O PABOTE
MYKONOS WEB SECURITY



OCHOBHbIE KOMIMOHEHTbI MYKONOS

- HTTP/HTTPS npokcu-wntos

- Moaynb 6e3onacHocTu (Security Engine) n 6a3a npodunen
- [MpaBuna pearnpoBaHust moaynsi 6esonacHocTn

- Web-koHcornb Ang ynpasneHus

- [porpammHble npoueccopbl Mykonos

M Copyright © 2012 Juniper Networks, Inc. ~ www.juniper.net JU ﬂ I per
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TUlMbIl MPOLUECCOPOB

- [lpoueccopbl Honeypot

- [1poLieccopbl 06HapyXeHnsa Nog03PUTENBHON aKTUBHOCTU

- [lpoLieccopbl oTCneXxnBaHUAa aTakyroLlero

- [lpoueccopbl pearnposaHugd

Copyright © 2012 Juniper Networks, Inc.  www.juniper.net _JU n I per

32 NETWORKS




AOONONMHUTENIbHbIE MNMOJNIE3HbIE BO3SMOXHOCTU

- 3allMTa He BCEro pecypca, a ero pasaernos Ha BbIOOp C
NepcoHanbHbIMKU HacTpoMKamMu ANis KaXaoro pasaena

- [lpoBepka OoCcTynHOCTM web-cepBepa

- TepmuHupoBaHme SSL, pabota kak HTTPS-npokcu

- BanaHcupoBKka 3anpocoB Ha Web-cepBepbl (komOMHaLUS
round-robin, MeHbLUEero Kormm4yecTsa cecCun 1 MeHbLUeEN
3aEPXKKN)

- Pabota B KIfacTtepe AJi4d noBblilLEHNA NMPON3BOAUTEIIbHOCTN

33 NETWORKS
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KITACTEP CEPBEPOB
MYKONOS WEB SECURITY



POJIU CEPBEPOB MWS B KINACTEPE

select Appliance Mode |

ObpabatbiBaeT Tpaduk )

ynpaenseT apyrumm
cepepamm MWS B

Master \ Knacrtepe )
Dedicated Master
Traffic Processor

cepeep MWS 6e3 |de the appliance
Knacrepa

{ OT1aenbHbIN

/ BblaeneHHbIN
cepep MWS
Ons ynpaereHns
KrnacTtepom, He

BbINOHAET c T
06paBOTKY epBep Knacrtepa,
\ Tpacuka OCYLLECTBNAET UCKIIOYUTENBHO

0bpaboTky Tpaduka

Ha Master n Dedicated Master pacnonaraetcsa 6a3a
OaHHbIX, YepPe3 HMX BLIMOSTHSETCA YyrnpaBreHne Knactepom

M Copyright © 2012 Juniper Networks, Inc.  www.juniper.net J U n I per
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OTKA30OYCTOUYUBOCTDb

HauynHasa ¢ Bepcuun 4.5 4OCTYMNHO co3daHue 0TKa3oyCTONYMBLIX
KoHdurypauum Ha 6aze MWS1000 (active/passive)

|
ObpabaTbiBaeT Tpaduk,
XpaHnT 6a3y OaHHbIX,
KOoTopasa 3epkanupyeTca Ha
pe3epBHbI MWS1000

the appliance will be running 1in.

Standalone

Master

Dedicated Master
Traffic Processor

i

Dédicazza_hA-Masterjs
. XpaHuT 6asy gaHHbIX, KoTopas

3epKanupyeTcd Ha pes3epBHbIn
Master-cepBep. [ns obpaboTku

Tpadomka Hy>XeH MUHUMYM oauH TP

Copyright © 2012 Juniper Networks, Inc.  www.juniper.net JU ﬂ I per
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PA3BEPTbIBAHUE MYKONOS WEB SECURITY
PABOTA KITACTEPA

Mykonos Mykonos
Traffic Dedicated
Processors Master

INTERNET

B >E—E 5

CepBep CepBep 6a3bl
NPUNoXeHUn OaHHbIX

Juniper Firewall BanaHcupoBLMK
Harpys3ku
Myn
web-cepBepoB

Copyright © 2012 Juniper Networks, Inc.  www.juniper.net J U n | per
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PA3BEPTbIBAHUE MYKONOS WEB SECURITY
PABOTA KITACTEPA

INTERNET
Mykonos
Traffic
m) Processors

I > Teae Qﬁ
Juniper Firewall BanaHcupoBLMK CepBep CepBep 6a3bl
Harpys3ku S NpUNoXeHUn AaHHbIX
Myn
i web-cepBepoB
Mykonos
Dedicated
Master

Copyright © 2012 Juniper Networks, Inc.  www.juniper.net J U n | per
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MHTEP®EWNC
MYKONOS WEB SECURITY



WEB-UHTEP®ENUC HACTPOUKMU

A mykonos

£ Configuration A Autoresponses I8 Reports I system Status  #® Llicensing @ Updates

nfiguration
Designed for technical and non-technical users alike, Basic Mode allows you to configure virtually every part of Mykonos Web Security.

Designed for a good "out-of-the-box" experience, the Configuration Wizard guides you, step-by-step, through the Mykonos Web Security configuration process.

Designed for seasoned users of Mykonos Web Security, the Expert Mode provides clean, no-frills access to every possible configuration parameter.
Unless you are ABSOLUTELY CERTAIN of what you are doing, we recommend using the Basic Mode or Configuration Wizard instead.

This option lets you import or export a complete "snapshot" of every configuration parameter available in Mykonos Web Security, and can aid with certain types of deployment.

M i 12 Juniper Networks, Inc.  www.juniper.net JU n I per
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WEB-UHTEP®ENC HACTPOUKU
OCHOBHOM PEXUM

¥ Configuration A Autoresponses iB Reports [E System Status @ Licensing & Updates

asic Mode
b Global Configuration
rvices
Processors
A Applications
% Configuration Wizard

B Expert Mode

@ Import / Export _ Services Processors Applications

Application — ldentification Application — Traffic

Default Responses Error Handling

Genera General network settings

ncident Monitoring

Security Monitor Server ports

Session Management

M Copyright © 2012 Juniper Networks, Inc. ~ www.juniper.net _JU n I per
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WEB-UHTEP®ENC HACTPOUKMU
SKCMNMEPTHbIU PEXUM
*’mykonos

% Configuration £ Autoresponses fE Reports [F1 System Status @ Licensing # Updates

You are logged in as mykono!

This interface provides no-frills access to every possible configuration parameter available in Mykonos Web Security.
Unless you are absolutely certain of what you are doing, we recommend using the Basic Mode or Configuration Wizard instead.

» B Configuration
Display 1DD|Z| records Filters: Changes Errors

Category Parameter Value

App/Traffic Servers [collection:1]
App/Traffic Use 551 Backend False
Apps,/Example Catch-All App/App/Server ports HTTP server port

Listening Interface IP Address

Apps,/Example Catch-All App/App/Traffic

Apps/Example Catch-All App/Pages/Example
Catch-All Page/Patterned Based Page/Traffic

M Copyright © 2012 Juniper Networks, Inc.  www.juniper.net _J U ﬂ I per
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WEB-UHTEP®ENC MOHUTOPA BE3OMNACHOCTM

*"mykonos

Intrusion Deception

Dashboard: Last 30 days

Security Monitor

All Applications

System " Detected Attacks

& Detected Hackers

" Deployed Counter Responses

Dashboard High 8
Medium 124

Low I 276

Most Frequent Attacks

count

High 8
Medium 17

Low I -5

60

B85 Slow Connection

40 Force Captcha Validation
2 Block User
3 Warn User
6 Strip Inputs

Top Countries

1. Missing All Headers
2. Application Cookie

3. Query Parameter Manipulation
4. Link Directory Spidering
5. Hidden Parameter Manipulation

Malicious Incidents

Shortcuts

N myianos

a Juniper Networks company

[1842)
(653)
{261)
{167)

60)
{60)

complexity last 7 days

AVG PEAK

Copyright © 2012 Juniper Networks, Inc.

(2 weeks ago)
(3 weeks ago)
{1 day ago)

{1 week ago)

(2 weeks ago)

#& Top Hackers —
1
2
3
4.
5

Detected Hackers by Day last7 days

22

www.juniper.net

43

1. Israel

2. United States
3. Mexico

4. Japan

5. Hong Kong

All Sessions by Day last 7 days

39
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NMOOPOBHbLIN NMPODUNb ATAKYIOLLEIO

Kaxkgomy atakyrowiemy
Ha3Ha4yaeTcd UMS

Hidden Parameter Manipulation Medium

lizgal Response Status High
Password Cracked Extreme
Protected Resource Requested MCTOpMﬂ VIHU‘M'D‘eHTa High
Apache Password File Requested Medium

Apache Configuration Requested Medium
Hidden Parameter Manipulation Medium
Query Parameter Manipulation Low

Copyright © 2012 Juniper Networks, Inc.  www.juniper.net _JU n I per
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NMPUMEP.

OTCNEXUBAHMUE 3J1IOYMbIWNEHHUKA

Chrome 21.0.1180.79
121.31.182.217 Chrome 21.0.1180.79

121.31.182.217 Chrome 21.0.1180.79

121.33.239.142 Unknown Unknown
221128114115 Unknown Unknown
66.108.5.107 Internet Explorer 6.0
75.138.178.141 Unknown Unknown
75.138.178.141 Internet Explorer 8.0
75.138.178.141 FireFox 14.0.1

75.138.178.141 Unknown Unknown
75.138.178.141 Unknown Unknown
75.138.178.141 Unknown Unknown

Windows 7
Windows 7
Windows 7

Unknown
Unknown
Windows XP
Unknown
Windows 7
Macintosh 05
Unknown
Unknown
Unknown

IN - Gujarat
CN - Guangxi
CN - Guangxi

CN - Guangdong

TH - Unknown

US - New York

US - Massachusetts
US - Massachusetis
US - Massachusetts
US - Massachusetts
US - Massachusetts
US - Massachusetts

((Tl)

121.31.182.217

Nanning Guangxi,

Lula 8019
Rosalinda 3374
Lottie 4004

Carlos 5723
Vilma 1639

Maura 3108
Cristina 258

Deanne 7575

Locations

121.31.182.217
164.77.196.78
58248 217 209
50.22.206.184

Smolenskaya Krasnodar Russian Federatio
Nanning Guangxi China

Santiago Region Metropolitana Chile

Guangzhou Guangdong China

Dallas Texas United States

Requests: 190
Errors: 1

[Mpodomnb Rosalinda3374. bes nonHomn

el OUMCTKM PC atakyroLwwmnim pacnosHaeTcs
[axe npu cMeHe IP-agpeca n pabote
yepes Elite proxy

N

a Juniper Networks company
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OOuvH 1 TOT Xe
aTakyowmnin. Kaxgbin pas
npoun3Bogunach nornHas

o4dmnctka PC

165
18
T
11

5

08MS2012 12:29:41
08M82012 01:11:06
08182012 01:29:18
08M8/2012 01:04:28
08M8/2012 01:13:26
08M82012 01:11:06
08M82012 01:11:06

1 hour ago

20 minutes ago
31 minutes ago
32 minutes ago
34 minutes ago

08M92012 12:25:41
0BMN92012 01:11:12
08M8/2012 01:28:21
08182012 01:29:13
08/M18/2012 01:13:40
08M8/2012 01:11:27
08182012 01:11:06

10f3

8 minutes ago

15 minutes ago
30 minutes agoe
31 minutes ago
34 minutes ago

[Mo3Bonger
NpoaHanM3npoBaThb
KOrga Cc Kakoro agpeca
paboTan aTakyoLnin

Juniper
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AOAHHbIE MO UHUUWOEHTY

Beibop nHunageHTta

Password Cracked

Apache Password File Reguested
Apache Configuration Requested
Hidden Parameter Manipulation
Query Parameter Manipulation
Query Parameter Manipulation
Password Cracked

Apache Password File Requested
Apache Configuration Requested
Hidden Parameter Manipulation
Query Parameter Manipulation
Common Directory Enumeration

A

Password Cracked (High)

Last Time: 13 hours ago
First Time: 13 hours ago

Mmykonog

a Juniper Networks com

Security Monitor

Details

—= alue
username Barton
password trapper

Joanne 3813
Joanne 3813
Joanne 3813
Joanne 3813
Joanne 3813
Joanne 3813
Shane 2545
Lorena 5622
Lorena 5622
Lorena 5622
Lorena 5622
Lorena 5622
Jan 3572

url hitp:/i/demo.mykonosso ftware.com:80/backup.zgl

referer hittp://demo. mykonossoftware. com/backup.sgl

incidentCount 1
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Medium
Low
Low
High
Low
Low
Medium
Low
Medium

[ICR YU T N R O N " O

=
=

13 hours ago
13 hours ago
13 hours ago
13 hours ago
13 hours ago
13 hours ago
081672012 03:48:36
081672012 00:50:50
08M6/2012 00:49:34
08M6/2012 00:49:13
08M6/2012 00:32:22
08M6/2012 00:29:27
08M14/2012 16:50:30

13 hours ago
13 hours ago
13 hours ago
13 hours ago
13 hours ago
13 hours ago
08162012 03:48:36
08162012 00:50:50
08M62012 00:49:34
08162012 00:49:13
08162012 00:32:37
08162012 00:30:48
08152012 16:50:35

10f3

[leTann nHumMaoeHTa
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Hacker Detection & Prevention Scorecard Mykonos System Report
05AuG2 1o 11-AugH2 http:/iwww.mykonossoftware.com/
Incident Detail for 66.129.224.36 from 01-Aug-12 00:00 to 14-A
Created User Agent Request Content Respanse Content Executive Summary Attackers Detected Attackers Blocked Incidents detected
03-Aug-12 1111 Mozila'S.0 (Winds NTE1 POST /7acts cart HTTPI1LY HTTPIT.1 200 OK il - - -
. woxr.\:u 4 Tna" host damo. xmmnwﬂ Date: F1, 03 Aug 2012 15:11:45 GMT Sincs Deployment (19-Apr-12 to 17-Aug-12) 182 46 5530
xdorwanded-for: €6.129.224 36 Content-Type Wexihimi; charset=UTF-8
ITTPIL Y Ex V w 1 GuT
et i e Bl th 10 e WN1 SR ESVENT | Last Month (01-Jul-12 to 31-Jul-12) 52 18 971
myk-por: 80 Pragma no-cache
e B Last Week (05-Aug-12 o 11-Aug-12) 9 2 128
conrecacn Hose
user-agent Mozita'S 0 Wincows NT 6.1; WOWEL: rv-14.0) <IDOCTYPE HTML PUBLIC “JAVIC/DTD M
Gecko20100101 Frefox/14 0.1 oy TRt >
aceapt taanhemi Q=09."" <ntmi>
=08 <head>
accept-anguage: en-uxeng=0% <ttie>Gerenc
codin el Elect Nt 0 :
o e M3 SR oy AL Incident Types (Top 5) Incident Volume by Hacker (Top 5 )
cockie: PHPSESSID=1tus% b -3 texthemt charset=UTF.&™>
PHPSESSID_s~043800222230 3058053074 Ssebca <dink rel="SHOJ Number of Incidents Number of Incidents
CONBNT-yFe ADPICAON XAwaw-IOrM-urencoded <tink ral="syle]
content length: 28 tpe=Tmuicss™> 0 25 50 75 100 0 25 50 75 100
wrmyk-sccess-log-d. CE2CBISE-97CO-4ASS-8CER-82907ED1AS13 <l rele"stylel
tRAtCss™>
2= tyoe= Query Parameter .
e S e Manipulation Luisa 5808
type=Tmtfavascnpt” sc="BLEZNCIGXCaud A .
> pache Configuration
oo gl et Isabella 4926
“body>
<civ cass="stf Missing All Headers Deann 6484
03A0g-12 1111 MozilasS.0 (Windows NT 6.1 POST NPacton=cart HTTPIL1 HTTPI.1 200 OK
WOWSS; re14.0) host demo. mykoncssoftware com Date: Fni, 03 Aug 2012 15:12:00 GMT Protected Resource G
xforwanted-for 66 129.224.35 Contart-Type twxthimi, charset=UTF-8 Requested race S411
onyk-request-info: hep, HTTPI1 1, B0 Expires: Thu, 19 Nov 1581 08:5200 GMT
oy i L LI, PO O, by Password Cracked Caitlin 7881
mkuse-s% tHse Server Microsoft IS
wemykosst: false Contert-iength: 8564
ceorection dose
uSar-agant Mogia'S O (Wingows NT 6.1 WOWEL. nv 14 0) <IDOCTYPE HTML PUBLIC "/W3C/OTD H
Gecka/20100101 Frefow14.0.1 org/TRAhmidistrict o™
:om:t N> S R - Fwmad> Last week's incident activity Incident Source Countries (Top 5)
ACCApt-BNguage’ an-us.eng=05 <tile>Gereric
accept-encoding. Gip. ceflate Electronca<hitie> 100
referer NI idemo mysonossoltware coms 7schionecant <rrets MIp-equ 25
cockie: PHPSESSID=Mu9SoAqiZnucguhiupbmamel: teathemt charset=UTF8™> 90
¥ 1aSecS 074 <tk rei="SHO)
ve sopk <tk relestyle] 80 .
contentlangth 29 type="Tauaticss™ 70
*myk-access-log-id: 80SICESA-3189-4803-3C2C-4SEEDLBEFSA2 <l rel="zzyle]
texticss™> 60 15
@2« <script type=" Low
> RCOSCTES TyPRT MMXGIRSCIEE SU=" 50
type="extiavascnpt’ sro="/9LpZNCIGXCaul Medium 40 10
>iscrion
i U W High 30
<voty> 5
<ty casen"sd 20
10 — 0
0 Israel United India Bulgaria
HeTtannsaumsa nHUMOEeHTOB o "
no IP aﬂ,pecy Weekly Report
Threat level of Attackers Low Medium High Total
Number of Attackers 6 1 2 9
O0600LeHHble AaHHble Respanses Deployed Blacking Non-blocking Nane Total
Number of Responses 2 17 0 19
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Xapaktepuctnkmu MWS1000:
Dual Intel Quad Core (2.4GHz) CPU, 48GB RAM, 4 x GE NIC,
2 x SFP+ 10GE (optional), 1RU

[pumep: =

Cepsep Dell R200 (dual core 3Ghz, 4GB RAM, 1 SAS 5400
rom HDD):

- 1 cepBep — 250 MbuT/c

1 mactep + 1 TP — 311 Mout/c, 4500 3anpocos/c (+30%)
1 mactep + 2 TP — 420 M6wut/c, 6600 3anpocos/c (+30%)
1 mactep + 3 TP — 630 M6wut/c, 9200 3anpocos/c (+50%)
1 mactep + 4 TP — 830 MouTt/c, 12000 3anpocos/c (+30%)

CpenHsaga 3agepxka — 5...40mc
M - . Copyright © 2012 Juniper Networks, Inc.  www.juniper.net JU ﬂ LBQ!‘
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[lporpammHo-annapatHbiv komnnekc MWS1000:

Mykonos Web Security Hardware Appliance —

MWS1000 SW Sold Separately $40 000
MWS100MB Mykonos Web Security 100Mbps Licenses $25 000
[Nogaepkka Nopgaepxka MWS1000
SVC-COR-

MWS100MB Juniper Care Core Support for MWS100MB $5 500

ISO-06pa3 nnn VM, nognucka Ha 1 nnn 3 ropa:

Mykonos MWS Software - 100Mbps for one
geographic site. Including support and updates.
MWS-SL-1 One year term $17 500
Mykonos MWS Software - 100Mbps for one
geographic site. Including support and updates.
MWS-SL-3 Three year term $47 250
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