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Investigator — OTBeTbl Ha BaLX BOMPOCHI
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Investigator — AHann3 ceccnu

MetWitness Investigator EE .

! Collection Edit View Bookmarks History Help

All Data =0 Demo Collection > Sessions for MSM 1M @ ﬂ' _

o Welcome 8 Analyst] 8@ Collection @ [HcEpreaes] < » Demo Collection Content - Session 1 M

. =) | £33 8 LS = S ) E=d 68 R AL
e o [O[0 flislll e E ISl et :
NetWitness Reconstruction for session ID: 1 { Source 10.21.3.39 : 6141, Target 65.54.228.5

Time Service  Size Events Displaying1-10of1 * EynrSEREVAELGT to 11/14/2008 17:50:39 Packet 6,165 bytes Payload Size 3
2008-Mov- IP/TCP/ 6.02 00:]]:0A:A4:3C:98 — Pr 12048/6/1122 Flags Keep Assembled AppMeta NetworkMeta Packet Count 49
1417:50:37 MSNIM KB §p.1A-70-BE-69:00

-:"k 10.21.3.39 > Todd: Hey! Just wanted to let you know that | am recording this conversation with NetWitness
65.54.228.55 Investigator.

(7] 6141 —> 1863 (msn im)
li~] payload: 3439

l"ﬂ medium: 1

fa tcp.flags: 26

l"a streams: 2

J'u packets: 49

A ]
"E lifetime: 2 Todd: | wanted to demonstrate how NetWitness extracts meta data from network packets.
wp action: sendto

bl email:

Chris W.: Okay thanks for the heads up. Whats going on?

m

chris®investigator.demo
,p action: login Chris W.: When you say meta data, you mean all the useful stuff like usernames, e-mails,
bl email: todd@invest.demo computers, and files right?
a action: sendfrom
bt 2mail: -
chris@investigator.demo

Todd: Exactly! We also reconstruct the content so it is very easy to read.
country.dst: United States

latdec.dst: 38.000000
longdec.dst: -97.000000

Chris W.: You mean the days of viewing packets as hex dumps are over?

9 j' Todd: Ha! That aption is there if needed but | prefer quickly reading the conversation as

Live Capture b Line Rate: =—/———| 0/0Mbs Packets Captured:



Investigator — Hasurauua

[ Collection Edit View Bookmarks History Help

Last 24 Hours of Collection Time = Frenzy 50005 > HTTP > comman document formats a0
d g Welcome 0 renzy

EEEEEEEC SERSO - —_—

<2011-01-11 13:05 2011-01-1213.04 >

uoR|oY)

-

‘ ) Threat Source

netwitness (8,863) - malwaredomainiist-files (108) - sans (8) - matwaredomainlist-ip (5) - zeustracker-ip (1)

& - Threat Category (4 item :

informational (8,863) - suspicious (312) - malware (277) - botnet (1)

(c J/ Threat Description

:209.33.220.8 stormpages.com (56) ~rfi:1 11,221 42 24 Ipkpm.com (156) - exploik kit: 1 78 63.173.115 sdrfdajndgaw ipq.co (1 1) - obfuscated iframe directs to exploit 58.64.186.92: www. momonata.com (7) - le
exploit211.234.117.132 (6) - koobface (4) - trojan carberp calls home 213.5.71 .51 teencantryit.us (2) - trojan: 216 97,231,190 forumz.zhaishen.com (2) - 2:usofrance frir: 16276 (1) - default account: edimax (1) -
default account: osicom (1) - default account: vxworks (1) - directs to trojan:198.77.71,192 adgallery whitehousedrugpolicy.gav (1) - exploit kit 83 69,226 221 www topvarun biz (1) - obfuscated script directs to
exploits:119.6.39.38 www.vastses com (1) - obfuscated script doanioads trojan using java 62.146.15 33 www hacher-uhren de (1) - redirects to exploits 67.202 87.234 www realinnovation com (1) - redirects to

mebroot:212.92.23.189:www.the

otelvictoria hu (1) - trojan:195.122.131.1 6 rapidshare com (1) - zeus v1 config file193.104.146.12 (1) [more] [ Bbl6°p ,ﬂeﬁCTB"ﬂ > L
-
npaBou KHOIMKU )

Apply IEQUALS Drill
Apply IEQUALS Drill in New Tab

4

@ - Decoder Source

frenzy (8,863

_

Bbibop
MeTagaHHbIX

1° »- Feed Description [open

Apply as Root Drill in New Tab

wm - Service Type | i«
' HTTP(8,863)

CentralOps Whois for IPs and Hostnames

* o, Hostname Aliases te Google
= download java net (787) - Ixfeeds. mozdla.com (353) - newsrss bbc.co uk maven aifresco.com (342) ~ distwso2.q
mirror.ash fastserv.com (286) - hp< arc. georgetown edu (284) - mirrors net Space com (251) = insignia.chumby.con COOQ'Q KQYWOfd Search

www.tuaw com (20%) - api facebook.com (1 72) - mirror. atianticmetro.net (165) - fip= e 111 1) - mirror cogentco.com (39) [n

- so 1P Add Coogle Malware Diagnostic for IPs and Hostnames
x > urce ress .

10.21,355(1,159)-10.21,3.76 (8 ~10.21.346(377)-10.21.2.33(246)-10.21.3.38(221)-1021.2
10.21.262 (145)-1021.2.109(137)-10.21.440(121)-10.21.3.14 (120)-10.21.2.81 (120)-10.21 4 246 (

192)-10.21.1.5) (191)-10.21.4.2 McAfee SiteAdvisor for Hostnames
-10.21.2.80(114)-10.21.4.13

MyNetWatchman IP Incidents

L L L U LN S

NBTSTAT
Capture "
-  ERp UneRote: i—0 /0 Mb5 Packets Captured: 0 Y SANS B Histary
SamSpade

Edit Custom Actions...




Investigator — AHann3 ceccnu

: Collection Edit Yiew Bookmarks History Help

All Data =  Demo Collection > Sessions for HTTP @0 i
Qe Welcome € Frenzy:50005 Qe ection & W

A OO EEE R INEE

Q referer: hitp. | /www.netwitness com/ samplepage
,'a client: Mozilla 4.0

N alias ip 64.78.4.164

M. alias host. www.netwitness com

£§ content: text/htmi

. £§ content image /jpeg
Session content N oo e os 4_{ Session Details

Uoneyo

= £§ content image /jpeg
preV|ew @ country.dst: United States
‘ City dst Sunnyvale
@ latdec dst 37.36970)
@ longdec dst -122.021400

2008-Nov-14 17,56:47 26.95 KB rETEIE TR
B8 10.21.3.35 -> 64.754.164
(%) 8240 -> 80 (htp)
L~ ] payioad: 25803
l° medium: |
i~ ] wep flags: 30

[ *] action: get
(W directory: /samplepage
filename: nw-header jpg
extension: Jpg
lir ] referer: http:/ [www,netwitness.com/ samplepage

3 client: Mozilla/4.0
'8 alias Jp: 64.78.4.164
LN alias host waw. netwitness com

content image/jpeg
[™ ] country.dst: United States
‘ ity Ost Sunnyvale

Capture 8%
- = ) LneRate: — 0 /0 Mbs Packets Captured: 0




Investigator — AHann3 coaepXmMmoro

i Collection Edit Yiew Bookmarks History Help

Al Data = Demo Collection > Sessions for RTP

% Mg Welcome 0 Frenzy50005 0 Demo Collection o

T L N EE Iaalelalalmld@
g

Time Service

2008-Nov-14 1 7.52:57 P/ UOP | RTP 27147 K8

PasHble npegcrtaBneHus
coanpxumoro: txt, hex,
pkt, native...

<

Demo Collection Content - Session 3

20

Events
= 001 A'70:8E£69.0D -> 00:04F2:05:6C.CO
N 64.57.248.132 -> 10.21.3.40

29108 -> 2236

-] payload: 223428

L~ ] medium: |

UA] streams: 2

L~} packets: 1299

L~ | lifetime: 65

“ country.src United States

(™ ] city.stc: Lawrenceville

(™ ] lasdec sre: 33.954300

(™ ] longadec src: -84.010101

Displaying 1 - 1 of |

F—Y

o1 | hex

SleCETIZ]:

CCITT u~Law, 8.000 kHz, 8 Bit, Mono
Side 1 Discussion

CCITT u-Law, 8.000 kHz, 8 Bit, Mono
Side 2 Discussion

Capture

Bocnpousaeneﬂue
coiepPpXxXUmMoro

W —=

If the above is not visidle, you can open it here: Judio way

-~ - F"o Line Rate: —— () [ 0 Mbs Packets Captured: 0




Investigator — KOHTEKCTHbLIN MOUCK

: Collection Edit Yiew Bookmarks History Help

Last 24 Hours of Colection Time = Frenzy:50005 > china > Content Search @0

d M Welcomne

| lololnl e nlmln—|

rr'. ‘ NETWITNESS  Searchingror Pause
o

Search Options: C aniitive

VORS00

(¢ [Sessions 2538675210 258823 99%) Searching session 25582985

N - TCP HTTPL K 10.21.4.21 -> 60.28210.17]
OpenSSL/0.9.8e-fips-rhelS PHP/5.2.11 mod_apreq2-20090110/2.7.1
Tue, 11 Jan 2011 02.59.49 CMT Server. Ap

_perl/2.0.4 Perl/vS.8.8 Server at passport.maxthon.cn Port 80< /address> < /body></htmi> HTTP/1.1 302 Found Date

2011-Jan-1021:59:33 - 11 97 K8

NMouck cogepxumoro.
R / TCP  HTTPL K 10.21.4.104 <> 60.28.210.17 ] nomep)KMBacha Ta'OKe

OpenSSL/0.9.8e-fips-rhel5 PHP/5.2.11 mod_apreq2-20090110/2.7.1 mod,_pe 1 302 Found Date

Tue, 11 Jan 2011 03.00.44 CMT Server: Ap perynapﬂble Bblpax(e““ﬂ E

2011-<Jan-102200:4) -~ 11 .69K8

NN ¢ TP HTTPL G 1021 421 -> 60.28.210.14]
> <hr> <address>Apache 2.2.14 (Unix) mod_apreq2-20090110/2.7.1 mod_perl/2.0.4 Perl/v5.8 8 Server at passport.maxthon.cn Port 80< /address> </body></htmi> HTTP/1.1 302 Found
Date Tue, 11 jJan 2011 04.09 14 CMT Server. Ap

-

201 1-jan-10 23:09:12 10.72 K8

N - TP MTTP MK 10214104 -> 602821014
> <hr> <address>Apache/2.2.14 (Unix) mod_apreq2-20090110/2.7.1 mod_perl 2.0.4 Perl/v5.8.8 Server at passport.maxthon.cn Port 80< /address> </body></H
Date Tue, 11 Jan 2011 04:09:57 CMT Server: Ap

2011-Jan-10 23:09,55 -- 10.10 K8

N o TCp HTTPL K 10.21.4.21 -> 60.28210.7]

OpenSSL/0.9.8e-fips-rhel5 PHP/S.2.11 mod_apreq2-20090110/2.7.1 mod_perl/2.0.4 Perl/v5.8.8 Server at passport.maxthon.cn Port 80</address> </body></mmi> HTTP 1.1 302 Found Date

P oasw

Tue, 11 Jan 2011 04:24.07 CMT Server. Ap

2011-Jan-10 23:24:04 —- 11.97 KB i
Septure 2 x|
- + 3 UncRote: i— 0 /0 Mb5 Packets Captured: 0
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Eventeizs
Percant: 6,29
. e
. HrTe
. smTe

AOL IM Detectiong

ﬁ Event by | Country [»] Top ' s =l
) Overatl Detections
2,500

) 2,000
19755
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roToBblM K BOSMOXXHbIM Yrpo3am

Bl China
- Moldova, Republic of
I Private

. 443

. so

. 25
50104

=] 1046

0110106 20110108

20110110 2110112 20110114

[} Detection Map | Source IP > Top 25[»
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RRC  Spectrum — UHCTpymeHTanbHaA naHes b

NETWITNESS
% SPECTRUM
HactpauBaemas npubopHas naHenb

obecneynBaeT HenpepbIBHbIN aHanus3
yrpo3 B pearibHOM BpeMeHH!

- CEONAFS
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Spectrum — lNpnoputesaymna yrpos

v NETWITNESS

MHOI'OCTOpOHHMM dHalIn3 pUCKa ® SPECTRUM
obecneyuBaer CaMyH MNMOJIHYH OLEHKY U

npuoputTeTu3aunio nNoao3pUTEsSiIbHbIX

. adm LOCOUT

Date Range 2011-01-14. To ;2011-01-19. (ECy service HTTP

File NexiCen Communny Sandbox Source Address Alias Host Destnation Address Destination Country Date Ar¢
A N N N 19216325251 wow02w)25.west263.¢n 125.65.76.2 China 2011-0
—_——— 61.185.36.158 China 2011-0

- 2 z

e ! File Details 12565.76.2 China 20110
P s 593811111 China 20110
R ] ook.exe 192.168.221.129 Private 2001-0
— was the most important file found in this event 61.18338.158 China 20110
— b Score 100 593811111 China 2011-0
— Size 741 12565.76.2 China 20110

o MIME Type applcation exe 12565.76.2 China 20110
—"_p— Hash £a000¢a99692¢ceel784069742565069 593811111 China 20010
PE Covntrv of O 61.188.38.158 China 20110

t Country © s C
—— PE is AL Y r 30K) 59.38111.11 China 2011-0
LR — (&0 $9.38,111.1 China 2011-0
— s 59.38.111.11 China 2011-0
61.188.38.158 China 2001-0
—— 59.34.197.165 China 2011-0
59.34.197.165 China 20110
— 59.34.197.165 China 2011-0
—
e p—
¢ -
o INyyqwun aHanu3s spegocHoro MO
BMecCTe C BOSMOXHOCTAMMU aHalnin3a

- ALL | Deselect ALL Atz 1o seiezed 7“’ NetWItness
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Informer — ABTOMaTU3auUKMA U ONOBELLEHUE

INFORMER

[ Dashboard [ Define (L) Schedule [ View J®Tools %+ Visualize {3 Admin (@ Help

Search

MNetWitness Informer Admin [ preferences | logout]

MHCTpyMeHTaNbHble o
2011 displaying in realtime |7}
January 2011 aHe pa
naHenn n rpadukm
Sun  Mon Tue Wed Thu Fri Sat Haostnames in HTTP by Sessions from 3:00 PM to 4:00 PM /m 12:00 PM
26 27 28 L 30 31 1
2 3 4 5 G 7 B I
o JEl v 2 13 4 s
16 17 18 19 20 21 22 2.00K
23 24 25 26 27 28 29 b
30 3 1 2 3 4 5 1.50K
Al
ert Summary | Recent Alerts | Recent Reports ik -
Hostnames in HTTP by Sessions
Top 10 Alerts Iiww.facebook.com o
¥ Value: 353
400 S500.0:0
300 12:00 pm 1:00 pm 2:00 pm 3:00 pm 4:00 pm
Top Countries from 12:00 PM to 4:00 PM Top Chinese Cities from 3:00 PM to 4:00 PM
204 w 3.00 I
T.00K
6.00K gt
104 o
5 g
g b .
o =
OnoseweHnaun = . - y 4 . o P e i
o g 00"" b o2 . 3| ¥ o
Country Destinatiof oT4yeTbl et Flye ) W
o

YnobHo
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onoBseLleHuns

CEF, SNMP,
Syslog, SMTP, MNoapasneneHuns Kagpbl, OpUCTbI,
MHTerpauuna c UTn Nb XO3ANCTBEHHUKMU

SIEM




Visualize — noTpsacatowaa HarnAaHOCTb
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RRC Visualize — uHtepdenc

]

NetWitness Informer Admin [ preferences | logout]

INFORMER VISUALIZE

[:]Dashboard | ; Define () Schedule [ View /2 Tools %, Visualize {O; Admin @) Help

oGnd ® Timeline v: ,,.-_.'- ’ a~] ‘_,k: .
Qo mE W ngA - AR A —f ==

Filter: none . -
MY i G AT P

Tmi.:.s:cme v LBH‘ -‘ ;g k A i r‘“ ’g_}T

s S SEMEI s o

. L s . »

country.dst (i B &1 Y ‘ : 3 : n ¢ 2N EA’- - m ‘
*“EmmA. 8 [ ACImE e Y Ty R

w

ad.username.src

ad.computer.src o 7 41 > — - g T w !gl
time : B .l“ - } 4. ) T -.ﬂ‘ a m [
ZRETRECR * N M fwu~“—n~'sk“%=

; ur; " Aq’-m@LM-AgkL-m%'n'
p | T mak ]I" | U e '!“' = = 1
u" LM CES T R [ L I ey
Gl -lﬂ"*“l- 12 QRN | B laella .
*'-4 F ﬂ SRl TR ey Ty R
— Q!Qi_?"-w..r..lﬂe .w”*"]
e 7 Y e - 0 i

ALpec NCTOYHMKA KnueHt Copeprumoe




RRC Visualize — copTnpoBKa no BpemeHu

INFORMER VISUALIZE

[: | Dashboard Define () Schedule [ View /2 Tools %, Visualize {0} Admin Help NetWitness Informer Admin [ preferences | logout]

Cheesewhiz
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201 Fram: dschrutenwElve com

200 To: {meelz@stnple:.cumh—,‘

20d Subject: Motivated, high perfarming sales rep looking o make a mave
more

200

Dwiight C usEomer Accounts.xls

2o Dear Hiring Manager:

2% My name is Dwight Schrute. For the past 10 years, | have been Assistant (to the) Regional Manager at the Dunder Mifflin paper company here in

200 Scranton, PA. Over the course of my career there, | have consistently been the number 1 sales rep in the office, exceading my guota on an annual
zo0 basis by an average of 175% each year. Unfortunately | feel that my ability to contniue to grow and succeed has hit a brick wall at Dunder Mifflin. |
am looking to make a move. In addition to my sales talents, | can confidently say that | expect many of my customers will be willing to follow me to

200
whatever company | end up at. To demonstrate the level of product | can move, | have attached a sample of my customer list.

200

200 | look forward to hearing from you to schedule an interview. You will not regret meeting with the Schrute!
Regards,

Dwight K. Schrute

[Mocne 3TOro B ero naaHbl BXOAUT 3aHATb Y KOHKYPEHTa YA06HY0 BaKaHCUIO




Portable

Tactical

Usage:
Incident
Response

Tactical
Operations

NWAS0 “Eagle”

Features:
*Briefcase form-factor
*Encrypted/Removable
Drives
«2TB Retention

Throughput
Saturated Storage

100Mbps
1TB/day

AnnapaTHoe obecneyeHune

Branch
Fixed Capacity

Usage:
Remote Office

Managed Services
Small Security teams

NWA200 Hybrid

NWA100 Broker

Features:

*1U form-factor
*Fixed capacity
*Distributed visibility
*8TB Retention

250Mbps
2.5TB/day

Service Provider
Unlimited Scalability

Data Center
High Performance

Usage: Usage:
Enterprise Monitoring National Monitoring
SOC Operations Large SOC
Operations

NWA1200/2400

NWA100 Broker

S EMC

Features: n :
NetApp Features:
*1U & 2U form-factors +1U & 2U form-factors

rBandwidth Scalabile -Bandwidth Scalable

*Distributed visibility Dictri R
12 or 24TB Retention Distributed visibility

»12 or 24TB Retention
'DAS & SAN StOI’age 'DAS & SAN storage
Available Available

1Gbps 10Gbps
10TB/day 100TB/day

40Gbps
400TB/day
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