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OCHOBHbIe uenn TeCTMpoBaHUA

[MTOCKO/IbKY OCHOBHOM aKLUEHT NPU UCNONb30BAaHUMN CUCTEMbI AENAETCA Ha
3awmTy CYB/, TO0 B NnepByto oyepenb bblin OTMeY€eHbl Camble NONY/SpPHbIe
N3 HMX Ha cerogHAWHMN AeHb — MS SQL, Oracle, IBM DB2 n MySQL

OAHUM U3 Hanbonee KPUTUYHbBIX MPUNONKEHUIN ANA AeATe/IbHOCTU
opraHusauui, paboTatowmx c aaHHbIMK CYB/, ssnsietca 1C — nosTomy 4YacTb
TecToB npuLwnack 1 gaHHoe MO

MHormne ncnonb3yeT NopTanbl ANA BHEWHUX U BHYTPEHHMUX KOPMNOPATUBHbIX
pecypcos, aaxe y 1C ectb Beb6-cepBUCHI, MOITOMY Mbl TakXe A06aBuan Ha
CTeH, camyto nonynapHyto ceasky Apache + PHP + MySQL

TpagMUMOHHO BeCbMa YA3BMMasA, HO paboTatoLwan Ha MHOrMx cmctemax 6es
BegoMa agmuHuctpatopos MS IIS B cBaske Web + Ftp

CucTtembl aBTOMaTU3MPOBAHHOIO NPOEKTUPOBAHUA YKe AaBHO obpenun
CTaTyC CUCTEM CNOCOBHbIX «OCBOUTbL» Nt0ObIE MOLHOCTU U Nepuoa, Koraa
ANA XpaHeHUs CBOUX AaHHbIX OHU A0BO/IbCTBOBAINCH /I0OKA/IbHbIMMU
Tabnnuamm n bubnmotekamu B npowsiom — SAP + Oracle



Cnuncok «ntobumbix» CYB/

— User Defined Data Interfaces
| lgnore | Last Packet |

| |service Type | 3| X |Interface Type | Service.
Http TCP Default Si... - 192.168.9.... - Hitp - || [F] None

=

3]
.

Db2 TCP Default Si... - 192.168.9.... - Db2 v None

|

MySql TCP Default Si... - 192.168.9.... - MySgl |w| | None

Http v | TCP v

Oracle
MsSql
Sybase
Db2
Informix
Teradata
SybaselQ
MySql
Netezza

| Progress




«ObnavyHaa» 1C

3anyck 1C:NpeanpuaTua X
WHPopMaUMoHHEIE 633k

laey 1C:
WHpopMauroHHaA 6asa . Liflpeanoismie

&g KoHeuryparop

HotasuT...
WameruTe. ..
Ynanre

Hacrpoiika...

Srvr="10.10.10.1" Ref="Test";

LofasneHne UHPOPMAUWOHHOM B3kl Tpynnel

UKamuTe CTPOKY A0PECa UHPOPMAUMOHHON Ga3b);
testserv.lan|

BriGepuTe BAapUaHT UCMNONE30BaHUA NPOKCU:
() He Wcnonb30BaTE NPOKCU
( Mcnonb30BaTh SETOMATUYECKOE ONPEAEAEHWUE NPOKCU
() Yxa3aTh HACTPONKK NPOKCH
Agpec: Mopr:
MNonezoBarens: MNapone:

BrifepuTe cnocof ayTeHTUPUKaUMM NOAB30EATENA BE6-CepBEpa:
(") BbIfiipaTh SETOMATHYECKM

(®) 3aNpaWMEATE UMA W Nap0AkL

< Hazag Danee > OTmenHa

Hofasnenne HHPOPMaUHoHHON Gasbl/rpynnb!
Ykamure napamMeTpel 3anycka:
BapuaHT ayTeHTHPHKaWWK (onpeqeneHua nonbsosarens):

(®) BbI6WpaTh SETOMATUYECKM
() 3aNpalwMBaTh UMA M Naponb

CropocTe COBAUHEHWA: 06bHanA

JLlonoAHuTeNEHEIE NapaMETPbl 3anycka:

OCHOBHOM PEXMM 3anycKa:

(®) BoifUpaTt aBTOMATUYECKU
() TOHKMIA KAueHT
ef-KNHEHT

1 ToneTbii KAWeHT

Bepcua 1C:MpeanpusTus:

<Hazan || [oroso OTmeHa

JofagneHue MHPOPMAUMOHHON Ga3bl/rpynne!

YK SHUTE HAUMEHOBEHUE WHPOPMEUMOHHON 633kl
WHpopMauroHHaa Gasa #2

Beifiepure TN pacnonokeHWa WHPOPMAaUMOHHOM Ga3b!:

| 7 'Ha aaHHom KOMMBKTEPE UK H3 KOMMBIOTEPE B NOKANBEHOM CETU

(®Ha cepsepe 1C:MpeanpuaTis

(" )Ha Bef-cepeepe

< Hazaa Danee > OTmeHa




SCUBA — Imperva ADF

SCUBA Version 1.5

[ DBConfig | TestConfig | Output Config | About | License |

DB Type: |DB2 b4

Host: |192.168.9.9 Port: |50000 |

DB Name: }J_PK

CJw

User: |db2admin Password: {nn""

Test Connectivity




MHCTPYMEHTbI ANA TeCToB

SCUBA — ckaHep yassumocten CYB/, ot Imperva

Retina, X-Spider, Nessus, Acunetix — ckaHepbl yA3BUMOCTEN
NeXpose — ckaHep ysa3BumocTen ¢ aunHammkom (flood)

SQL Stripes — cuctema MOHUTOPUHTA

ERPSsan — ckaHep ysa3sumocTten SAP

[MToMMMO BCETO BbilLE NEPEYNCAEHHOTO, MO3BONAIOLErO NOMYYNTb
HEeKOTOpble AaHHble B aBTOMAaTU3MPOBAHHOM pexnme, 6bl1 MICNONb30BaH
PAA YTUAUT U MHOXKeCTBO CKPUNTOB Ha Perl HanMcaHHbIX NOA KOHKPETHbIe
334341 UAn nonynsapHble yA3BUMOCTM...

Cnucok Tectupyemoro MO — MS SQL 2008/2005, Oracle 11g Express, IBM
DB2 9.7.4 Express, Apache 2.1, PHP 5.0, MySQL 5.1, 1C 8.2, SAP R3 4.6D r8



KoHpurypauma cteHaa

CteHp, cocToan n3 AByx yCTpomncTs oT Imperva — wnto3 x2500 m
cepsep ynpasneHna m150, ncnonb3oBanocb Tpm noacetTn — ogHa AnA
ynpaB/IeHNA cCepBepPOM, BTOpadA AnA paboTbl cepBepa M LWAK3a U
TpeTbA ANA 3alMaeMbIX CEPBUCOB

Xouy 06paTUTb Balle BHUMAHME Ha TO, YTO Mbl MCMO/1b30BAN LLUHO3
B PEXXMME NPO3PayHOro MocTa, T.e. PaCCMOTPEH CaMbli
ONTUMa/IbHbIN BapUaHT, Korga Ana BHeAPEHUS YCTPOMCTBA He
TpebyeTcsa BHOCUTb HUKAKUX U3MEHEHUA B pabouyto ceTeByro

I/IH(I)paCprKTypy

CepBMCbI 6binn YCTAaHOBJ/1IEHbI KaK pea/ibHbIX, TAK U HA BUPTYa/IbHbIX
MallnHax, ocoboi pPa3HUUDbI B TECTAX, KPOME OXKNOAEMbIX
BPEMEHHDbIX 3a4ePHKEK Mbl HE 06H3pY)KI/1fIM




PaboTa Komnaekca

Mo ymon4yaHuto paboTa KOMNAEKCA OrPaHUYMBAETCA YCTAHOBKOM U
HACTPOMKOM CaMMX YCTPOMCTB 6€e3 Harpy3Kku 3aLuLaemMblX KIMEHTOB
Kakum-nnbo gononHutenbHbim MO, HO CyLLECTBYOT CUTYaUuUmn, Npu
KOTOPbIX, YCTAaHOBKA KAMeHTa (B Hawem cayyae — Imperva Agent)
ABNAETCA €AUMHCTBEHHbIM BapUaHTOM AN1A NONYYEHUA TEX NN UHBIX
AaHHbIX , HANpUMmep — 3arpysKa Ll

Imperva Agent — pelleHne KAMEHTa B BUAE CepBMca C BECbMa
CKPOMHbIMN TPeboBaHMAMM K LLe1eBON CUCTEME, E€r0 NPUCYTCTBUE B
HeMn He 3ameanaeT paboTy 1 He 3aTPyAHAET B3aUMOAENCTBME
Pa3BEPHYTbIX CEpPBUCOB

AQMWUHUCTPUPOBATb KOMMIEKC MOXKHO Yepe3 3alULLEHHDbIN BeD-
NHTEepPenc, KOTopbIN AOCTYNEH Yepe3 cneumanbHble NopThl
ynpasnenma. CtTaHAapTHbIN AocTyn No SSH, a Tak»Ke oTaebHbIN
KOHCO/IbHbIN NMOPT, NOAAEPKMBAOLLNE PEXMMbI Native unix - ons
OCHOBHbIX CUCTEMHbIX HAaCTPOEK



e YCTaHOBKA areHTa

e

cv C:WProgram FilestiimpervalRemoteAgentiRemoteAgentCli.exe
2> Automatic

See the User Guide for more information.

Your choice [Automaticl: 2

Monitor only local database activity, or monitor both local database
activity and network database traffic:

1> Local
2> Both

You can change this setting in the agent’s Data Interface tab in the GUI.

Your choice [Bothl: 2
The default password for the gateway user ’imperva’ is ’secure’.

Enter the Gateway login password: 00066€

The agent was successfully registered to the Gateway.

Press any key to continue...




RRC NuTtepdenc Impcfg

Configuration target:
Management server status:
Setting markers:
Navigation:

not applied)

Management s
'secure' user password:
'system' (database) password:

Your choice: I




[1lpaBnNa N MOIUTUKU

Koraa Ha B pyKM NONagaeT «KpacuBasa BeLLb» — NepBbiM A€10M NPUXOANT MbIC/b O
TAKOM NOsIeE3HOU PYHKLUUN, KaK KOHPUTYypaLma Mo YMOAYAHUIO. Xo4eTcA
pacnakoBaTb annianHC 1 NpoBeas Haya/ibHOe KOHPUTYPUPOBAHME NOyYnTb Bonee
MmeHee pabouyto cuctemy, Tak Mbl U NOCTYNUM

Cobpann N HaCTPOWUAM CTEH/, MO OMNUCAHUIO, IAHHOMY PaHee, U 3anyCcTUu
npeaBapuTe/ibHOEe CKaHUPOBAHME TECTOBOM 3aLLMULLAEMON MALLIMHKN N3 ABYX
noaceTei — BHellHen (Nnogpa3ymeBaem MHTEPHET) U NOACETU YNpaBaeHuUs, Yepes
KOTOPYIO Mbl TOXKE MOXeM MoCTy4YaTb Ha 3aLULLLAEMYIO MALLIUHKY

Ha cnepylowem cnange npuseaeHbl pesynbTaTbl CKAHUPOBAHUA OAHOM U3
Nporpamm, ec/iv 3aMeTuUTb B LIeIOM, TO NepBoe BneyaT/IeEHUEe O NOINTUKaX
6e30MacHOCTM MO YMONYAHUIO — O4YEHb XOpOoLLee, U3 NOACETU YNPaBAEHMA, KOTopan
CYNTaETCA JOBEPEHHON, BCE COEAMHEHMNA MO NOUCKY CPEeAHMUX N BbICOKUX NO
OMacHOCTW YA3BMMOCTEN pa3peLlatoTcsi 3TO BUAHO B CKaHepe U annaiiHC NpocTo
NHOOPMUPYET HAC, O TAKUX MOMbITKAX, U3 OOLLLECTBEHHOM CeTU — BCE AiaHHble
coeIMHEHMA OTCEMBAKOTCA LWI/O30M, 6e3 Kaknx-1Mbo A0NONHUTENbHbIX HACTPOEK




PaboTa Wwnto3a No yMmoa4aHuMto

‘ Paiin MNpaeka Bua Mpogune Ckanuposanuwe Cepeuc OkHo Cnpaeka

DS B &&ELAL|D 1| 1 = |

| [+ v
‘ E]e" CkaHupyemele xoctel (1)
E]:‘; 192168.9.3 [ SECURITY-NOTE ][ 128)
-‘-o Cucrema
E--e 21/tcp-FTP

MoaospeHne Ha CepLe3HYD YAIBMMOCTE
YpnaneHHoe BbinonHeHne komaHg (ms04-035)

OnucaHue

'-f—l'“‘,? 25/ tep - SMTP Ya3BuMOCTE 0BHapyeHa npu BbinonHeHu Domain Name System (DNS)
L YnanenHoe BbiNoaHeHKe KoMana (ms04-035] npeobpaszosanns B Windows Server 2003 SMTP KoMNOHeHTe.

80 /tcp - HTTP YaaneHHbI aTaKkyiowmii MOXET 3aCTaBuTb cepsep obpaboTaTe
yacTuyHel DNS 3anpoc, 4Tobbl BEINOAHUTE NPOM3BONBHEIM KOA Ha

123/ udp - NTP YA3BMMON cucTeME ¢ SYSTEM npusunerusami, YAssuMOCTb TaKoKe

135 / tep - RPC Windows cywecTsyeT B Microsoft Exchange Server 2003 Routing Engine

KoMroHeHTe Ha Microsoft Windows 2000 Service Pack 3 unm Ha Microsoft

137 / udp - NetBIOS Name Windows 2000 Service Pack 4.

139/ tcp - NetBIOS

445 / tep - Microsoft DS
912 / tep - VYMware Authentication
1044 / tep - RPC Windows YcTaHosuTe obHOBNEHMe:!
1068 / tep - RPC Windows http: //www.microsoft. com/technet/security /bulletinMS04-035.mspx
1540 / tep - rds
1541 /tep - 1ds2
1560 / tcp - asci-val
3306 / tep - MySOL
3389 /tcp - MsRDP
“@ [NogMeHa aaHHbI
& Mneopmauna RDP
& YpanénHoe ynpaeneHue
6129 / tep - DameWw are Mini RC

PeweHue

CkaH1poBaHWe [':Iﬂssumocru] Weropua cxanuposanun]

119216899 [ 1 S (i Y.

YaayHble NonbITKU CKaHMUpPOBaHUNA N3 ,EI,OBGpEHHOﬁ cetTn



PaboTa Wwat03a N0 YMONYAHUIO

(-4 192.168.9.9 [ SECURITY-NOTE ](128)

e
e
L.oa?

&5 bk & bbb § bbb 4

Cucrema
21 /tep-FTP
25 /tcp - SMTP

.47 YnaneHHoe BeINOAHeHWe komana (ms04-035)

80 /tep-HTTP

123/ udp - NTP

135 / tep - RPC Windows
137 / udp - NetBIOS Name
139/ tcp - NetBIOS

445 / tcp - Microsoft DS
912 / tcp - VMware Authentication
1044 / tcp - RPC Windows
1068 / tcp - RPC Windows
1540 / tcp - rds

1541 / tep - rds2

1560 / tcp - asci-val

3306 / tcp - MySOL

3389 / tcp - MsRDP

=8 [101ena AaHHbIX
‘g Wreopmauma RDP
‘. YnanéHHoe ynpasneHue

6129 / tcp - DamewWare Mini RC

4

YAzBUMOCTL

MoameHa AaHHbIX

Onucaxue

Kpatkoe onucanue

Ya3BMMOCTb NO3BONAET aTaKkyroweMy NoAMEHATE OTKPbIThIE K04 A0BEPEHHDBIX
CepBEpOB M MPOBOANTL aTaku TUNa “JenoseK-nocepeamnHe”,

Noapobuoe onucanne

TMpu Mcnonb3oBaHMM NpoTokona Remote Desktop Protocol (RDP) & Microsoft Terminal
Server 3aKpbiTbie K04 RSA xpanaTca 8 mstisapi.dll n ucnonesyrotcs ana noanucsisaHua
CEDTMWKBTOB, YTO NO3BONAET 3N0YMbILUNEHHMKEM neﬁcrsynoumn YAaneHHo, NOAMEHATL
OTKPBITHIE KNIOYW A0BEPEHHLIX CEPBEPOE U NPOBOAMTL 8TaK1 TUNa "JenoseK-
nocepeanHe”.

[Ang ycnewHoi SKCNAYaTaLwm 3n0yMbIWAeHHUKY HeoBX0auMa BOSMOXHOCTE
NepexBaTbiBaTh TPAUK MEXAY TEPMUHANBHLIM CEPBEPOM U TEPMUHANBHBIM KIMEHTOM.

Knioy ucronb308aHHbI ANA noanuc CEDTMWKBTB:

-——-BEGIN RSA PRIVATE KEY-——

MIIBPQIBAAIBAIfgbQVfCZMgu2H 1GgkGXmx3XPY9/r /nfO/+OlhrZWPOIUVS8ppr
tofinfXvhyCIPstfukoewbtNyTSDer 1e0j0CBQDAIHtbAKBf8z/nEWEQx 70bUQsX
eQc13Q17Crg6x SkksdOknxKaF 2416 JkzzILPIEIn6 frmPiT4aGUIFhYAWFWHEdoy
GaeHAIEAB5VvxIhX8FVXiKOrRirB6pXkMRbB 3/oH8TvSVyApvT8CIQCTscvEW 2gD
RXjW SWNGX4NSsNS +Qw1jtI6bWrED013dgwIhAKbZfTYPTIDhuGOtYS6NghnIhWGZ5
XCaS5finNF0joQ5 1AiBuBd S5gKaod 15DMI/X /CQNa83 7sxhxZzdcO9I8BWu8 /dQIh

AKs 1m+bWOTFDH7GXSpFQHVKnM+10/Dq5VzZnvhXDhfA

-——END RSA PRIVATE KEY-——

Ya3BuMbie Bepon

Windows 2000
Windows XP

Windows 2003 Server
Windows Vista
Windows 2008 Server

Y CTH

Wcnonb3oBaHue ya3BMMOCTH YAaneHHo: Aa
Wcnonb3osanue YASBMMOCTW NOKanNbHO: Aa

basosasn ouerka no cucreme CVSS v2

CVSS Base Score: 5.1
(AV:N/AC:H/Au:N/C:P/I:P/A:P)

CKaHUpoBaHUE [’:Jﬂasumocm] Weropua cxaHuposaHm]

1192.168.9.9

YaayHble NonbITKU CKaHMUpPOBaHUNA N3 ,EI,OBEpEHHOI\/’I cetTn




PaboTa Wwnto3a No yMmoa4aHuMto

XSpider 7.7 Demo Build 3100

J Oaee [8asea Aes faicest Mgaiesiaaiesd Maadaen (eii Misasss

D@ B AadL(>H a1 |o
Bl v

oS r 1a Oifo -
=4 Rgaieasdiod sifan (1) g’}
=-5% B [ SECURITY-NOTE ] (12 : 192.168.9.9
o Mehddia
F L Ve Eididiacey
oo 80/tep-HTTP K SECURITY-NOTE
L. g -AiRSaTS1IAAIE TRACE (ile6 +iiid 13 143300 DNS caidna):
0 137 / udp - NetBIOS Name Aadiy iocessa: < 1ifidé
=@ 445/ tcp - Microsoft DS
© l.g MAC-a388K T 128
w0 312 7 top - VMware Authentication i i | S e oo st
.o 1044 7tep - RPC Windows ladaiaodu réaieaisaiey
.0 1068 / tep - RPC Windows 1a+a36i Aesiedaaiey: 13:19:42 17.08.2011
e 1540/ tep - rds LD
© 1541 /tep-1ds2 A28y néaiedaaiey:  00:09:22
-0 1560/ tcp - asci-val Adaney: 7.7 Demo Build 3100
feo 3306 / top - MySOL = —
- 6129/ tcp - DameWare Mini RC A ik

g 03384 6idaaeaizd

fisaieatasias | Oiicasimos | Erdiasy Reaicaiaaies

[192.168.9.9 I l l 4

[onbITKK CKaHMUpPOBaHUNA N3 Hebe3onacHon ceTn — KPUTUYHbIE YASBUMOCTHU OT(I)I/U'IprOBaHbI



Tectbl CYB/

[NoCKONbKY OCHOBHOE Hanpas/eHne Hawero TectuposaHua CYB/ — BTopbImM
NYHKTOM B HaLlLUUX TeCTax CTOA/IM UMEHHO OHU, MasleHbKaA pemMapKa, A1A TeCToB
6blM NPUMEHEHbI MONUTUKN NpeaJiaraemble CUCTEMOM Kak ONTUMAJ/IbHbIE ANA
3alWUTbl HAWMX CEPBUCOB, T.€. MHE He HYXHO Obif10 TPAaTUTL OONbLLIOE KOIMYECTBO
BPEeMEHW Ha OCTaBJ/IEHNE KapTbl NOTEHLMANbHbIX YA3BUMOCTEN

Xo4yy OTMEeTUTb camble BarkHble TecTbl B 06nacTtu 3awmtbl CYB/l - 3170 co3gaHue
3anpoca, N03BOIAIOLErO N3BJieYb Nt0bble CMCTEMHbIE AaHHble, 0OONTM NPOBEPKY
NONb30BaTeNs NPU AOCTYN K oNpeaenéHHbIM Tabnmuam, a TakKe AnA HEKOTOPbIX
CYB/[ (Hanpumep, Oracle) nonyunTtb Aoctyn K $pannoBon CUCTEME U NPOU3BECTH
3arpy3Ky HEKOTOPOTro UCMOAHAEMOro Koda, A8 NONYYEHUA NOMHOTO A40CTyna K
cucteme

TectupoBanucb Kak bl cozgaHHblie Hamm, Tak U bl co3gaHHble 1Cn SAP R3 -8
obounx cnyyaax HU OAMH U3 LeNeBbIX 3aMPOCOB, SKCNAYAaTUPYHOWMX KPUTUYHbIE
YA3BMMOCTU He BOLLE 3a rPaHMLbl 3aLLMLULIaeMOro W/an3om Imperva nepumeTpa,

Ha Hall B3rnAA - 3TO OT/INYHAA NepcneKTnBa 3abbiTb 0 NOCTOAHHbIX 06OHOBNEHUAX U
natyax ana CYB/l, KOTopble NOPOi CHUXKAIOT €€ NPOU3BOAUTENIbHOCTD, a TaKXKe
NONYYUTb BE/IMKOZIENHYIO CUCTEMY MOHUTOPUHIA U ONoBeLLeHUsA



Main

Admin | Preferences | Tasks | X Logout | ? Help

T I R

Quick Filter

? Tips

% Basic Filter || Saved Filters
|_| & By Severity -
[7] [ informative
[ Urow
[ Hmedium
] WHign
=] By Event Type
|| hitp
[[] sal
[ network
[] fie
= By Alert Type
[] &4 Firewall
= & Signature =
7] B protocol
[ E Profile 3
[El ﬁ Worm :
[ =€ Correlation I
[ S custom
By Alert Number
[= By Server Group
@ 1921689
[ By Service
] %8 nysqpez1889%)

(W) Hitp (192.168.9.X)

1 ¥ orack (152.168.9%)
] %8 pb2 (192.168.9.X)

] %8 yssaL (192.168.9.%)

= By Application

Default Oracle Application (O
Default MySgl Application (My
[ @ Default MsSqgl Application (Ms
[ 8 pefautt DB2 Application (Db2] _

(7 Apply  J(_ESave [ xClear ]
% Advanced »

Violations (filtered)

00:25:13 ..4158 [
00:24:41 ..4156 [
00:06:33 ..2894 [
00:06:30 ..2893 i
00:01:46 ..2243 [
00:00:30 ...1798 [
00:00:30 ...1797 il
00:00:30 ...1796 [
00:00:30 ...1795 [l
00:00:30 ..1794 [
00:00:30 ..1792 i}
00:00:30 ..1791 [
00:00:30 ...1790 [
00:00:30 ..1789 [
00:00:30 ...1788 [
00:00:30 ..1787 il
00:00:30 ...1786 [
00:00:30 ..1784 [
00:00:30 ..1783 i
00:00:30 ..1782 [}
00:00:30 ...1780 [
00:00:30 ..1779 [}
00:00:30 ..1777 i}
00:00:30 ..1775 [
00:00:30 ..1774 [
00:00:30 ..1773 il
00:00:30 ..1771 [}
00:00:30 ..1770 [
00:00:30 ...1769 [
00:00:30 ...1768 [
00:00:30 ...1767 [}
00:00:30 ..1766 [
00:00:30 ...1765 [
00:00:30 ..1764 [
00:00:30 ..1763 i
a3t ..1756 [l
a3t ..1613 il
a3t ..1612 [l
a3t ..1611 i
a3 ..1610 i
a3t ..1609 [l
ar23i1  ..1608 [
a23n1  ...1607 il
a23111  ..1606 |
a23n1  ..1603 il

< |

5858888808

&
BEEREBEERE & b dbdbdbdbdbdh db db db db db db db db db db b db db b o b o o o b b AERE TR

$E858885888885888

LLBBLLLLLBB LB 3888

192.168.10.227
192.168.10.227
192.168.9.9
192.168.9.9
192.168.9.9

192.168.10.227 j
192.168.10.227 j
192.168.10.227 j

192.168.10.227

192.168.10.227 j

192.168.10.227

192.168.10.227 j
192.168.10.227 j
192.168.10.227 j
192.168.10.227 j
192.168.10.227 j
192.168.10.227 j
192.168.10.227 j
192.168.10.227 j
192.168.10.227 j
192.168.10.227 j
192.168.10.227 j
192.168.10.227 j
192.168.10.227 j
192.168.10.227 j
192.168.10.227 j

192.168.10.227

192.168.10.227 j

192.168.10.227

192.168.10.227 jpk

192.168.10.227 j
192.168.10.227 j
192.168.10.227 j
192.168.10.227 j
192.168.10.227 j

192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.217
192.168.9.217
192.168.9.9
192.168.9.9

192.168.9.9
192.168.9.9
192.168.10.227
192.168.10.227
192.168.9.255
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.1689.9
192.168.9.9
192.168.9.9

192.168.9.9
192.168.9.255
192.168.9.
192.168.9.255
192.168.10.227
192.168.10.227
192.168.10.227
192.168.9.255

172.18.10.176

|
Suspicious Response *
Suspicious Response
Unauthorized Access

Unauthorized Access
Unauthorized Access

Excessive Attempts o
Excessive Attempts o —
Excessive Attempts o
Excessive Attempts o
Excessive Attempts o
Excessive Attempts o
Excessive Attempts o
Excessive Attempts o
Excessive Attempts o
Excessive Attempts o/
Excessive Attempts o
Excessive Attempts o
Excessive Attempts o

Excessive pts o

] Event 8883620053359001770: E:

Attempts of Datab

Login

Details l

= =2 Excessive Attempts of Database Login

Event 8883620053359001770: Exc Attempts of D:
| Key | Value

Violation Type sqgl

Severity High

Policy Name SQL Correlation Policy

Alert Number 2004

Violation Description Excessive Attempts of Database Login by|
Violated Item User: jpk

Immediate Action None

Number of Login Attempts 13

Allowed Number of Attempts 5
Event Details: -
| Event Time o | Gateway
August 24, 2011 12:00:30 AM Y impervact |
Server Group [Service [Application

Y 192.168.9. Y ooz Y efautt DB2 Appiication
| Connection User [DB Application [0S Us,

Y 192.168.10.227:46371 — 192.168.9.9:50000 ¥ jpk db2jccawt-eventqueue

Excessive Attempts o
Excessive Attempts o
Excessive Attempts o|
Excessive Attempts o
Excessive Attempts o

m

Excessive Attempts o
Excessive Attempts o
Excessive Attempts o
Excessive Attempts o
Excessive Attempts o
Excessive Attempts o
Excessive Attempts o
Excessive Attempts o
Excessive Attempts o
Excessive Attempts o
Excessive Attempts o
Unauthorized Access
Unauthorized Access
Unauthorized Access|
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access
Unauthorized Access.
Unauthorized Access|
Unauthorized Access ~
»

| Affected Rows
0

|Error Code
0

El Datab

| Response Size
0 Records

and Schemas:

| Response Timg¢
3 msec.

|Error Message

[Database
ik

:gjchema
ik

El Privileged Operations & Stored Procedures:

|Operation
No data found
El Table Groups:
| Table Group Name

No data found

[l Source Application Details:

Application Name
Application User
Web Session ID
Source URL

Web Client IP
Web Event ID

=] Additional Info:
Normalized Query
<

[Objects Type

[Black List [ Sensit|

db2jccawt-eventqueue

None
N/A
N/A
N/A

N/A (login)

m

User: admin | Vers:

sieea




Tectbl CYBZl — MoHuTOp/DB2

Main _Admin | Preferences | Tasks | X Logout [ ? Help

SECORESPHERE
e e e
Quick Filter . . Violations (filtered) [ ? ] Event 6775268904659847872: Excessive Attempts of Dat
RN Det B
5 Ti 1 | T P v . 1P iolati i | A
2 T T E']rg}; ! D% LM' {33‘ {Typer | Squrge ¥ |Usernamer De§t > | Violation Desg:nptnon v g o2 Excessive Attempts of Database Login &
i HMI_ : 54l (30) Event 6775268904659847872: Excessive Attempts of Dat| | &
L | By Severity 19:55:34 ..7872 l &é g 192.168.10.227 db2admin 19216889 Excessive Attempts of Database Login by db2admin 1| |Key — Tvalue | -
By Event Type 19:55:34 ...7873 l % g 192.168.10.227 db2admin 192.168.9.9 Excessive Attempts of Database Login by db2admin Violation Type sql
By Alert Type 195534 7859 ] & =2 192.168.10.227 | db2admin 192.168.9.9 Excessive Attempts of Database Login by db2admin Severity High ; ;
5 ) N = Policy Name SQL Correlation Poli
29! & 10, acmin JZ. 9. XCessive empis oT Database Login by agmin
By Alert Number 195534 7866 ] % =2 192.168.10.227 db2ad 192.16899 E Attempts of Database Login by db2ad Alert Namber Y
By Se“’f” Group 195534 7863 ] ¥ <2 192.168.10.227 db2admin 192.168.9.9 Excessive Attempts of Database Login by db2admin Violation Description Excessive Attempts
Eysies W [ 19: L7657l @B 8 19216810227 db2admin  192.168.9.9 Excessive Attempts of Database Login by db2admin {| Violated item User: db2admin
] s P = = - : = Immediate Action None
. Oracle (192.168.9.X) 19:55:34 ..7875 | & <2 192.168.10.227 db2admin 192.168.9.9 Excessive Attempts of Database Login by db2admin e 2%
M % = 7 i 3 umber of Login Attempts s
| ‘{9‘5 MsSQL (192.168.9.X) 19:55:34 ...7864 I % g 192.168.10.227 db2admin 192.168.9.9 Excessive Attempts of Database Login by db2admin Allowed Number of Attempts 5
1 CQ’ 19:55:34 ...7868 l % g 192.168.10.227 db2admin 192.168.9.9 Excessive Attempts of Database Login by db2admin :
v %8 pb2 (192.168.9.%) - — . - - Event Details:
e 19:56:34 ..7871 l {3& g 192.168.10.227  db2admin 182.168.9.9 Excessive Attempts of Database Login by db2admin [Event Time
0 % Http (192.168.9.X) 195533 7856 I ¥ 2 192.168.10.227 | db2admin 192.168.9.9 Excessive Attempts of Database Login by db2admin August 23, 2011 7:55:34 PM ‘
0 % MySql (192.168.9.X) 19:55:33 ...7851 i {QZ. g 192.168.10.227 db2admin 192.168.9.9 Excessive Attempts of Database Login by db2admin [server Group [ Service [ Applicatic|
-cc- - = = ; ik | LARRNCAK)
B ok 195533 7854 | @B <8 192.168.10.227 db2admin  192.168.9.9 Excessive Aftempts of Database Login by db2admin - Fr— T o0z T petaut
By Share Group 19:55:33 ..7853 I {3;. g 192.168.10.227 db2admin 192.168.9.9 Excessive Attempts of Database Login by db2admin r — =l
By User Name 195533 7858 ] {0 & 19216810227 db2admin 15216899 Excessive Attempts of Database Login by db2admin 1| |<2nEction [z 2R
By Source IP 19:55:33 | ...7861 I % =g 192.168.10.227 | db2admin 192.168.9.9 Excessive Attempts of Database Login by db2admin 7192168,10.227:43284 — Y db:
By URL 195533 7852 ] 8B <C  192168.10.227 db2admin  192.168.9.9 Excessive Attempts of Database Login by db2admin 1| 1 2.9:5000 _____|dbsowm |evig
By Session ID i 19:55:33 ..7862 [ & L 192.168.10.227 | db2admin 192.168.9.9 Excessive Attempts of Database Login by db2admin 1 ;‘ ected Rows ,ge:pm’:e Size
i | ecoras
By Remedy Incident ID 533 7857 | B <2 192.168.10.227 db2admin  192.168.9.9 Excessive Attempts of Database Login by db2admin - = =
By Violated ftem g : v . 1| |Error Code |Error g9
T — 19:55:33 ...7850 [} {QQ g 192.168.10.227 db2admin 192.168.9.9 Excessive Attempts of Database Login by db2admin 0
&
zy G"’t‘am" DESCIR0 195533 7859 [l 9@ =2 19216810227 db2admin 19216899 Excessive Attempts of Database Login by db2admin
F] By Gateway
:55: 5! .168.10.. i .168.9.! i i i
Generated by ThreatRadar 19:55:33 | ...7855 I % =g 192.168.10.227 db2admin 192.168.9.9 Excessive Attempts of Database Login by db2admin
By File Folder 19:55:33 ..7860 [l {0 =8  192.168.10.227 db2admin  192.168.9.9 Excessive Attempts of Database Login by db2admin
[ By File Parent Path 19:55:31 ...7843 i % LS 192.168.10.227 db2admin 192.168.9.9 Excessive Attempts of Database Login by db2admin
By File Name 19:55:31 ..7848 I {?fé g 192.168.10.227 db2admin 192.168.9.9 Excessive Attempts of Database Login by db2admin
By File Extension 19:55:31 | ...7846 I % =g 192.168.10.227  db2admin 192.168.8.9 Excessive Attempts of Database Login by db2admin
19:55:31 ..7844 i (Qé g 192.168.10.227 db2admin 182.168.9.9 Excessive Attempts of Database Login by db2admin [l Databases and Schemas:
195531 7847 | @ <8 192.168.10.227 db2admin 192.168.9.9 Excessive Attempts of Database Login by db2admin Pim?ase | gsged' 1
ad|
19:55:31 ...7845 l % =g 192.168.10.227 db2admin 192.168.9.9 Excessive Attempts of Database Login by db2admin é]p |
5 5 3 3 Privileged Operations & Stored Procedures:
-cc. I
19:55:31 ...7849 l % g 192.168.10.227 db2admin 192.168.9.9 Excessive Attempts of Database Login by db2admin Operation _ Objects
No data found |
= Table Groups: ‘
| Table Group Name _|Black Lis|
No data found 1
= Source Application Details: |
Application Name db2jccawt-ev
Application User
Web Session ID None
Source URL NIA
Web Client IP N/A
[ 7 Apply ][ Save ][ % Clear ] Web Event ID N/A -
% Advanced »/|| ¢ | e ] NIRSR . »

Main > Monitor > Violations User: admin | Version: 8.0.0 8265 Release Enterprise Edition | © 2010 Imperva Inc.




Main

Admin | Preferences | Tasks | X Logout | 7 Help

Ve[ ek [ o]

Quick Filter

Filter

By Severity

By Event Type
By Alert Type
By Alert Number
By Server Group
By Service

[

(o ez e el ex )

% Oracle (192.168.9.X)

[

1 ¥ yssaL (192168.9%)

%8 om (192.168.9.X)
%3 itp (19216895
vl & MySql (192.168.9.X)

By Application

By Share Group

By User Name

By Source IP

By URL

By Session ID

By Remedy Incident ID
By Violated tem

By Violation Description
By Gateway
Generated by ThreatRadar
By File Folder

By File Parent Path

By File Name

By File Extension

HE DB ®BBD BB R EE

Basic Filter || Saved Filters

[z Aeply )(ESave

)((*Clear

% Advanced »

Violations (filtered)
441> Pl
Timew [0 » [[l~ [{84 ]
24%: sqi (11)
822111 ..4375 [
a2/ | ..4373 1]
8211 4362 1]
822111 ..4356 [1)
822111 ..4354 1]
82211 ..4321 [0
82211 ..4185 1]
822111 ..4183 3]
821 4173 [
821 4167 1]
822111 ..4165 1]

&
&
)
)
]
)
]
&
A
)
&

Typew |Source IP =

ST T I TIETIETICT]

192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77

.

[username~ .pest. IP »

192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9

192.1689.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9
192.168.9.9

EViolation Description «

Untraceable Database User
Untraceable Database User
Untraceable Database User
Untraceable Database User
Untraceable Database User
Untraceable Database User
Untraceable Database User
Untraceable Database User
Untraceable Database User
Untraceable Database User
Untraceable Database User

192.168.9.X
192.168.9.X
192.168.9.X
192.168.9.X
192.168.9.X
192.168.9.X
192.168.9.X
192.168.9.X
192.168.9.X
192.168.9.X
192.168.9.X

[ Server Groupw .Violate

NA
NA
NA
NA
NA
NA
NA
NA
NA
NA
NA

(e’

Y 192.168.10.77:62829 —
197.168.9.9:3306

Affected Rows
0

| Error Code

[l Databases and Schemas:
| Database

| Operation
No data found
El Table Groups:
Table Group Name
No data found

Application Name
Application User
Web Session ID
Source URL

Web Client IP
Web Event ID

[ Additional Info:
Normalized Query
Query Group:

El Privileged Operations & Stored Procedures:

=l Source Application Details:

< | 1w

_!| Event 378484028635874356: Untraceable Datab User
Details ] &
o
-
15 Untraceable Database User %
Event 378484028635874356: Untraceable Database User | @
Key | Value -
Violation Type sql
Severity Informative|
Policy Name SQL Profile
Alert Number 57
Violation Description Untraceabl|
Violated Item NA |
Immediate Action None
Event Details:
|Event Time
August 22, 2011 7:17:55 PM
Server Group [ Service iAppIicatio
Y 192.168.9.X Y mysal Y Defautt|
Connection | User (Raw User)

Y connected user |
user)

:Response Size
Records

| Error Message| =

[Sche

| Obje_cts

[Black Lisi

Main > Monitor > Violations

User: admin | Version: 8.0.0.8265.Release.Enterprise Edition

| © 2010 Imperva Inc.



Tectbl CYBZl — MoHutop/Web

Main

Admin | Preferences | Tasks | X Logout | ? Help

i ) e

By Severity

By Event Type

By Alert Type

By Alert Number

By Server Group

By Service %

1 ¥ orack (152.168.9%)
1 %8 yesaL (192.168.9%)
¥ pb2 (192.168.9%)

& Http (192.168.9.X)
] A MySaql (192.168.9.X)
By Application

By Share Group

By User Name

By Source IP

By URL

By Session ID

By Remedy Incident ID

By Violated tem

By Violation Description

By Gateway

Generated by ThreatRadar
By File Folder

By File Parent Path

By File Name

By File Extension

(SrApply  J( ESave ) XClear ]

% Advanced »

Violations (filtered)
4412345 M

Time ¥ EID - J]ﬂv | @A iijev :Source P EUsernamev EDest‘ P >

248 http (50)

19:58:25 ..7962 [
19:58:25 | ..7963 [l
a22i1  ..4783
822111 ..4781 [
a22i1  ..4774
822111 ..4766 ||
822111 | ..4766 ||
822111 ..4766 ||
822111 | ..4766 [
arz211  ..a766 i
822111 ..4766 ||
az2i a7 i
az2i1 4171 i
a22i11  ..4771 [
822111 | ..4771 (]
822111 | ..4771 | []
822111 ..4771 [
arz2i1 4171 i
arz2i1  ..4767 J§
82211 ..4767 ||
822111 | ..4767 [
822111 ..4767 ||
822111 | ..4767 | []
ar22i11  ..4767 i
822111 ..4769 ||
ar2i1  ..a769 i
822111 | ..4769 []
822111 ..4765 ||
a22111  ..4765 i
822111 ..4765 ||
a22i1  ..4766 i
822111 ..4766
822111 ..4766 ||
822111 | ..4766 ||
822111 ..4766 ||
822111 ..4766 ||
822111 ..4766 ||
a22M11  ..4766 ||
822111 | ..4766 ||
ar2i11  ..4766 i

< [

&é&

el et sttt el sl ol st sl s st sl bt o

i v v v v e v et v v v v s s s s s s s oo

192.168.10.227
192.168.10.227
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77
192.168.10.77

:Violation Description

192.168.9.9 Suspicious Response Code

192.168.9.9 Suspicious Response Code

192.168.9.9 Suspicious Response Code

192.168.9.9 Suspicious Response Code

192.168.9.9 Suspicious Response Code

192.168.9.9 Malformed HTTP Header Line 3

192.168.9.9 Abnormally Long Header Line request header name
192.168.9.9 Malformed HTTP Header Line 2

192.168.9.9 NULL Character in Header Name at [[#S]I[[#0])[[#0]]|
192.168.9.9 llegal Byte Code Character in Method [[#21)[[#0][[#:
192.168.9.9 NULL Character in Header Name at [[#0])[[#0][%0]]|
192.168.9.9 Unknown HTTP Request Method [[#22]J[#3N[# 11
192.168.9.9 lllegal Byte Code Character in Header Name
192.168.9.9 NULL Character in Method [[#22])[[#3])[[#1]}[[#0TA[[
192.168.9.9 Malformed URL

NULL Character in Header Name at

192.168.9.9 Abnormally Long Request method

192.168.9.9 llegal Byte Code Character in Method [[#22])[[#3]][}#
192.168.9.9 Unknown HTTP Request Method [[#18]J[[#111[[#0114[
192.168.9.9 Malformed URL

192.168.9.9 Abnormally Long Request method

192.168.9.9 NULL Character in Method [[#18])[[#11)[[#0N4[#0N[H
192.168.9.9 NULL Character in Header Name at

192.168.9.9 llegal Byte Code Character in Method [[#18]J[[#11[E
192.168.9.9 Abnormally Long Request method

192.168.9.9 llegal Byte Code Character in Method

182.168.9.9 NULL Character in Method

192.168.9.9 Abnormally Long Request request version
192.168.9.9 Unknown HTTP Request Method sqlexec in URL inf
192.168.9.9 Malformed URL informix

192.168.9.9 llegal Byte Code Character in Header Name [[#1]][[?
192.168.9.9 llegal Byte Code Character in Header Name [[#S]J[[#
192.168.9.9 Abnormally Long Header Line request header name
192.168.9.9  Malformed HTTP Header Line 4

NULL Character in Method [#2][[#0N[[#211[[#01[[0]
192.168.9.9 NULL Character in Header Name at [[#1]}[[#1]}[[#0]}|
192.168.9.9 Malformed HTTP Header Line 1

192.168.9.9 Abnormally Long Request method

192.168.9.9 NULL Character in Header Name at

192.168.9.9 llegal Byte Code Character in Header Name [[#1]][[# ~
»

m

] Event 6775268904659847962: Custom Rule Violation

Details ” Response ]
B Custom Rule Violation

Event 6775268904659847962: Custom Rule Violation A
|Key | Value

Violation Type http

Severity Medium

Policy Name Suspicious Response Code|
Alert Number 82

Violation Description Suspicious Response Code|
Violated Item Custom Violation
Immediate Action None

Matched Patterns
Event Details:

Event Time

August 23, 2011 7:58:25 PM
[server Group. [service [Appiication_
Y 192.168.9.X T Hitp Y Defautt Wi
| Host | Connection y
192.168.9.9 Y192.168 10.227:43520 — 192.168.9.9:8
[user §§ssion

Y ua

|Response Code _[Response size
400 39 Bytes

GET/ HTTPNM.A

Host: 192.168.9.9:3080

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 6.1, WOWE4) Apple'
rome/13.0.782.112 Safari/535.1

Accept: text/html, application/xhtml+xml,application/xml;q=0)

Accept-Encoding: gzip,deflate,sdch

Accept-Language: ru-RU,ru;q=0.8,en-US;q=0.6,en;q=0.4

Accept-Charset: windows-1251,utf-8;q=0.7,*,9=0.3

[l Parameters:

sielea /S

| File Name [ Value

No data found
[ Cookies:
| File Name
No data found
[ Enrichment Data:
{User Defined Field
No data found

User: admin | Version: 8.0.0.8265 Release E

erprise Edition | © 2010 Im



Tectbl CYB — MoHuTop/SQL User

@iIVIPERW , 7f‘1ain Admin
d ThicaiRadar

X/ €71t Atert 2004: Excessive Attempts of Database Login by jpk

u Ale Actions: None 5
# | Ale n ~
Policy: i
01:23:40 € violation 168 | _Aggregated from 00:00:30 (0 hour(s), 10 minute(s)), 1194 alerts (last updated 00:09:34)... £ =
00:25:15 3 Suspicious Response Code
[ By Immediate Action urs (2)
By Alert Ty | 00:16:36 5 Multiple 0 T
] By Alert Flag E 00:09:34 1184 Excessive Attempts of Database Login by jpk ’
[ By Alert Number fay (19 — — — —— e — ¥
B By Server Group | :
] By Service (-] E ggregated by: Statistical Information:
(‘13“: T * i ct value > Key Value
MySq ) g 10( 0S Hosts 1
&3 < 1 ou : o
i = ’ P Source Applications 1 =
<08 F = E Server P SQL Users 4
B Oracle (192.1 & - g £ < Source P = a
{9} | 82 2 Suspicious Response Code ables o
8 Db2 (192.168.9.X 81 | 119 Attempts of Databa
3 -} a ed Ac Violations:
¥ ssaL (1921889 = 4 o
o i : Erios
] By Application I | - .
By Share Group R % 2 SQL Users Distribution X
By User Name 2 x £ 1
By Source IP . = E
[ By URL == u :
[ By Session ID o i
nt ID |
[ medy Incident ID 011 (
Generated by ThreatRadar IJ
By File Folder = E
By File Parent Path =
[# By File Name = H
& By File Extension ° H intruder, 714
e ﬂ admin, 105

30 Multiple Abno|
6 Multiple Mal 2 root, 150
24 Multiple Malfo
18 I‘.’Iul}lple NU {205
36 Multiple NU
=] H 2 Ur 0
i
o
O |
| T
|z Apply  |( SiSave | XClear ||| * = E ice: _
% Advanced /|| ¢ [ - .

https://192.168.10.77:8083/SecureSphere/ui/main.htmiZ ‘User admin | Version: 8.0.0 8265 Release Enterpi




Tectbl CYB — MoHuTop/SQL User

@iIVIPERW , 7f‘1ain Admin
d ThicaiRadar

X/ €71t Atert 2004: Excessive Attempts of Database Login by jpk

u Ale Actions: None 5
# | Ale n ~
Policy: i
01:23:40 € violation 168 | _Aggregated from 00:00:30 (0 hour(s), 10 minute(s)), 1194 alerts (last updated 00:09:34)... £ =
00:25:15 3 Suspicious Response Code
[ By Immediate Action urs (2)
By Alert Ty | 00:16:36 5 Multiple 0 T
] By Alert Flag E 00:09:34 1184 Excessive Attempts of Database Login by jpk ’
[ By Alert Number fay (19 — — — —— e — ¥
B By Server Group | :
] By Service (-] E ggregated by: Statistical Information:
(‘13“: T * i ct value > Key Value
MySq ) g 10( 0S Hosts 1
&3 < 1 ou : o
i = ’ P Source Applications 1 =
<08 F = E Server P SQL Users 4
B Oracle (192.1 & - g £ < Source P = a
{9} | 82 2 Suspicious Response Code ables o
8 Db2 (192.168.9.X 81 | 119 Attempts of Databa
3 -} a ed Ac Violations:
¥ ssaL (1921889 = 4 o
o i : Erios
] By Application I | - .
By Share Group R % 2 SQL Users Distribution X
By User Name 2 x £ 1
By Source IP . = E
[ By URL == u :
[ By Session ID o i
nt ID |
[ medy Incident ID 011 (
Generated by ThreatRadar IJ
By File Folder = E
By File Parent Path =
[# By File Name = H
& By File Extension ° H intruder, 714
e ﬂ admin, 105

30 Multiple Abno|
6 Multiple Mal 2 root, 150
24 Multiple Malfo
18 I‘.’Iul}lple NU {205
36 Multiple NU
=] H 2 Ur 0
i
o
O |
| T
|z Apply  |( SiSave | XClear ||| * = E ice: _
% Advanced /|| ¢ [ - .

https://192.168.10.77:8083/SecureSphere/ui/main.htmiZ ‘User admin | Version: 8.0.0 8265 Release Enterpi




TecTtbl cBA30K Web

3aTem Mbl N1aBHO NEPELL/IN K TeCTUpPOBaHMIO cBA3ok Web npunoxkenui, 3gecb
6onee BCEro NPUMEHSANCA PEXMM aBTOMATU3UPOBAHHOIO CKaHUPOBAHMUA U
OTC/IEXKMBaNACb aKTUBHOCTb Kak B MOHUTOPE Ha cepBepe ynpasaeHua Imperva Tak
M Ha LLeN1eBbIX XOCTax, NOCPeACTBOM MOHUTOPUHIA JI0rOB TECTUPYEMbIX CNYKO

Web cepBepa aake He 3aMeTUIN HeEOBObIYHOM aKTUBHOCTM, KPOME YBE/IMYEeHUA
Konn4yectBa hits, a nonb3oBatenu ftp nbiTatowmecs BbINOAHUTb 3aNpeLWEHHbIE
KOMaHZbl NOC/ie BHECEHMA Napbl HAaCTPOeK bosiee A0 cepBepa AOCTy4aTbCA He
mornu, scakne «urpbi» ¢ SELECT B KOHTeKcTe PHP HUMKaKnxX pe3ynbTatoB He
NpUHeCn

TaK *Ke Npu BHeAPEHUM He cneayeT 3abbiBaTb O ONTUMaA/IbHOM, Ha Hal B3rNaj,
cny»kbe — pagap yrpos, KOTOpbI NO3BONAET B peasibHOM BPEMEHM NOAYYaTb
NHPopMaLmnIo U CBOEBPEMEHHO HN1OKMPOBATb TPAPUK «HEPHBIX» ip aApPecoB
rnobanbHoOM ceTu, y3108 TOP, aHOHMMHbIX MPOKCU-CEPBEPOB, Y3/10B 3aMEYEHHbIX B
dULLINHIE M ip agpecos C NOA03PUTENBHOM aKTUBHOCTbIO




@iIVIPERW

Papap yrpos

Main  Admin Preferem;esf

SPHERE

lanagement

Policies | Audit | Reports | Monitor

Tasks

Logout |

Help

Learn More »

All Services

Enabled | License Expiration | License Type

X

1. Cantreach ThreatRadar servers. It seems like the Management server cannot access

www.imperva.com over hitps. Please consult your network administrator.

=

reatRadar > Dashboard
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Main _ Admin | Preferences | Tasks | X Logout | ? Help

e ot i

Quick Filter . Alerts (filtered) | X0 5. 1| Alert57: Untraceable Database User
3 TRET - N
5 ?Tos|iiyo o |©~ | [l v |Updated » | # = |Alert Description | ACQAIOH.S: che ) g
E Basic Filter || Saved Filters B Last Hour (1) ‘ Folicy: St %
|_|'& By severty = E]GCLLS‘OZ HOE,-S (3)01.23,:3 24 | Muttiple violations from 192.168.9.9 } _ Aggregated from 8/22/11 (0 hour(s), 9 minute(s}), 11_alerts (last updated 8/22/11) | &l
[C] (3 informative ‘ 2005 " | 00:25:15 |3 Suspicious Response Code |
71l ow 2003 o i 00:16:36 5 Multiple violations from 192.168.9.9 \ 11 R Eas E e R e e e e S
=0 2004 I 00:09:34 1184 Excessive Attempts of Database Login by jpk |
1 W mediom B Yesterday (19) ‘ Ak ks o Ml e . . EAAe —
il | High 2002 e i 8123111 2 Unauthorized Access to Service netbios-dgm c‘
e a7 e I 8123111 1 Unauthorized Access to Service microsoﬂ-terri Alert aggregated by: Statistical Information:
[ By Immediate Action 86 e I 8/23/11 4 Unauthorized Access to Service netbios-dgm c| [Distinct value for: [Value ] [Key [Value
T None s0 o W 8231 100  Multiple violations from 192.168.9.9 1 [ Server Group 192.168.9.X ' 0S Hosts o
o 85 e I 8/2311 2 Unauthorized Access to Service dns on port 53| Ps 1 2
[[] @ Block 34 e l 8/23/11 2 Unauthorized Access to Service microsoft-tern S ea ArrhCationg 0
83 e 8123111 2 Multiple violations from 192.168.9.9 saL User';p 0
BBy Alert Type 82 I 82311 2  Suspicious Response Code S i
[] B2 Firewall 81 l 8231 119 Excessive Attempts of Database Login by db2admin
= ~ 79 e 231 24 Distributed Unauthorized Access to Service: port UDF " N
[ & signature 78 |© = 47 | Multiple violations from 192.168.9.9 Violation: ]
] = Protocol =|| 76 e l 33  Distributed Unauthorized Access to Service: pc | Source IP | Server IP
i 77 e I Unauthorized Access to Service dns on port 53 192.168.10.77 192.168.9.9
{57 Profiie 5 o | 28 Multiple violations from 192.168.9.9 192.168.10.77 192.168.9.9
] & Worm 7 -] l 42 | Distributed Unauthorized Access to Service: port UDF| 192.168.10.77 192.168.9.9
= : 72 o i 48 | Muttiple violations from 192.168.10.217 ' 192.168.10.77 192.168.9.9
] =5 correlation N2 o il 214 | Multiple violations from 192.168.10.217 I 182.188.1077 192.188.9.9
[ (23 Custom B 74 e I 2 Unauthorized Access to Service netbios-rpc or ' 192.168.10.77 192.168.9.9
Hss o N 562 | Multiple violations from 192.168.9.9 I 192.168.10.77 192.168.9.9
El By Alert Flag B Aug 22, 2011 (21) 192.168.10.77 192.168.9.9
[ Important 70 e I 8/22/111 1 Unauthorized Access to Service netbios-ssn ol 192.168.10.77 192:1689.9
F v 53 e I 8/22/111 129 Distributed Unauthorized Access to Service: pc 192.166.10.77 192.168.9.9
[ Acknowledged 56 o [ s2211 288  Multiple violations from 192.168.10.77 192.168.10.77 192.1€8.9.9
B ® Dismissed 69 e I 8/22/11 2 Unauthorized Access to Service netbios-ssn ol
S 68 ;] 82111 6 Suspicious Response Code
tone 62 e l 8122111 12 Multiple lllegal Byte Code Character in Header I\
By Alert Number ‘ 61 e I 8122111 36 I‘.‘lultfple lllegal Byte Code Character in Method
CllBy Server Grotp % —1 59 - I 8122111 24 Multiple Unknown HTTP Request Method from
= 65 n 822/11 6 Multiple Abnormally Long Header Line from 192.168.1
¥ rfﬁ 192.168.9.X 60 | 822111 30 Multiple Abnormally Long Request from 192.168.10.77
= 63 | 8122111 6 Multiple Malformed HTTP Header Line from 192
ity Service 58 | @221 24 Muttiple Malformed URL from 192.168.10.77
= {Bé MySql (192.168.9.X) 64 B 8122111 18  Multiple NULL Character in Header Name from *|
i % 66 | 8122111 36 Multiple NULL Character in Method from 192.16/
[ Hitp (192.168.9.X) 7 o i 8122111 2 Unauthorized Access to Service ftp on port 21
1 <O 57 [i]  8r2n11 11 Untraceable Database User
Lﬁ 8 Oracke (152.168.9X) 54 o || 82241 2  Multiple violations from 192.168.9.9
[ % Db2 (192.168.9.X) 52 e I 812211 38 Multiple violations from 192.168.9.9
A % 51 e I 8/22/11 17  Distributed Unauthorized Access to Service: pc
MsSQL (192.168.9.X) s0 o [§ s2211 41 Multiple violations from 192.168.9.9
[ By Application 49 e l 8/22/11 38 Distributed Unauthorized Access to Service: pc |
-8 = B Aug 21, 2011 (6)
O Default Oracle Application (0 _ 43 o [ |821/11 17 | Multiple violations from 192.168.9.9
S 47 e 8121111 41 Distributed Unauthorized Access to Service: pc
[ { Apply ][ ‘Bsﬂve J[ ?(Cle&r J 4R (-} l Ri%4144 29 Multinle vinlatinne fram 4072 1RRQ Q i s
% Advanced || ¢ m | » < | (1]} | »

> Monitor > Alerts User: admin | Vers 8.0.0.8265 Release Enterprise Edition | © 2010 Imperva Inc.
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@iIVMIPERW

SPHERE

f—_‘“ Basic Filter |
J? By Severity
: [# By Immediate Action
[ By Alert Type

By Alert Flag

By Alert Number
By Server Group

[ By Service

[z By Application
By Share Group

By Source IP
By URL

Session ID

y Event ID

By Remedy Incident ID

By G
enerated by ThreatRadar

By File Folder

Operation: | Equals -
Value:

[Z] By File Parent Path

Operation: | Equals hd
Value:

[=] ' By File Name

Operation: | Equals v
Value

[Z] | By File Extension
Operation: | Equals | >

Value

7 Apply (_#Clear__]

% Advanced »

euaa
-] R

o0 @

3 Multiple viclations from 192.168.8.9
Unautho 1o

to Service

Actions: Immediate Block

Policy: E

s

Alert aggregated by:

-/

Main

Admin

Alert 2001: Multiple violations from 192.168.9.9

Statistical Information:

Aggregated from 8/23/11 (3 hour(s), 37 minute(s)), 31 alerts (last updated 02:22:47)... &

- s Distinct value for: Value Key
Policy Details
Policy name: Firewall Policy
Policy Rules ” Apply To (Read Only)
Inbound: - Outbound: -

) Permit ) Permit
@ Block @ Block

VPrortocoI' }%«‘ )5 Source - 7; Protocol %&‘ )( LDestin.;tlzon

bgp Any [+] bgp Any [+]
chargen Any E] chargen Any B o
citrix Any E citrix Any IZ 1
compag-diag Any E compag-diag Any E]
cpg-wbem Any E cpg-wbem Any E] 3
cvspserver Any E] cvspserver Any E]
daytime Any B daytime Any E]
dhcp-client Any E] dhcp-client Any E]
dhcp-server Any E] dhcp-server Any E]
discard Any E‘ discard Any E]

dns Any El dns Any E]
dns-zone-transfers Any El dns-zone-transfers Any El
echo Any El echo Any E
finger Any E finger Any E
font-service Any E font-service Any E

ftp Any IZ ftp Any E
fw1-securemote Any B fw 1-securemote Any [__!]
gopher Any B gopher Any E]

hitp Any [Z] hitp Any E]
http-alt Any =] http-alt Any = ~
a L_| RI71111 A1 A e

ag

B}
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YyTouky 3aberaa Bnepéa XxoTum o6paTmTh Balle BHUMMaHME HA BO3MOKHOCTb
BbIMO/IHEHMSA ayAUTA HE TONIbKO AN1A COOCTBEHHbIX CNELUaINCTOB, HO U ANA
aTTectaummn no Tpedbyemomy ypoBHIO, HaNnpPMUMep — BbIMOJHMB NOACTbIO Ball
ayauT B CUCTEME Bbl CPa3y MOKeTe COMOCTaBUTb HAaCKO/IbKO OH COOTBETCTBYET
TpeboBaHMAM TOrO UM MHOTO CTaHAAPTa, CMUCOK CTaHAAPTOB Ha CEAYHOLEM
cnange B BUAE CKPMHLWIOTA MHTepdenca TeCTMpyeMon CUCTEMDbI

[lanee Mmbl pacCMOTPUM BO3MOKHOCTU CUCTEMbI NO NMYHKTaM, CBA3bIBAA UX C
TecTaMu 1 3a0CTPAA BHUMAHME Ha KNHOYEBbIX MOMEHTaX

Y4yuTbiBaa TOT GaKT, YTO MOJUTUKU, Mbl NPUMEHANN, PaKTUUYECKKN Bblan
NOJIMTUKAM MO YMO/IYaHUIO, TO NOTEHLMAN CUCTEMbI HA CAMOM A€e/1€ HAMHOTO
6onblue Yem Ha yanocb NOKasaTb B AaHHOM nNpe3eHTaumm
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Main

Admin | Preferences | Tasks | % Logout [ ? Help

i )

Risk Management
Vulnerability Management

Assessment Results

Filter

Views

== Assessment Results

Ii. Summary View

@ Results Analysis

Servers Success Rate

Tests Success Rate

Common Test Error Messages
Database Server Connectivity Errors
0S Connectivity Errors

Common OS connectivity Errors
Common Database Connectivity Errors

/~| Comparison View
Filter: Resutlt is [Fail

Select Policy

Select Scan

Select Baseline Scan
Run

Select Target Scan Run

CIS - Security Configuration Benchmark For MySQL 5.0

DISA (STIG) - Database Checklist and Procedures for Sybase
HIPAA - Password Policy related Tests - MS-SQL
HIPAA - Password Policy related Tests - Oracle
HIPAA - Password Policy related Tests - Sybase
Infermix Known Vulnerabilities
Missing Security Patches for Informix
Missing Security Patches for MS-SQL
Missing Security Patches for MySQL
issing Security Patches for Oracle
Missing Security Patches for Sybase
MsSqgl Known Vulnerabilties
MySQL Known Vulnerabilities
Oracle Known Vulnerabilties
PCI-DSS Compliance - DB2
PCI-DSS Compliance - MS-SQL
PCI-DSS Compliance - Oracle
PCIDSS Compliance - Sybase
Sybase Known Vulnerabilties
User and Login Information for MS-SQL
User and Login Information for Sybase

m

Main > Risk Management > Risk Console

User: admin | Versio

0.8265 Release Enterprise Edition | © 2010 Imperva Inc.
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Main  Admin | Preferences | Tasks | X Logout | ? Help

@IMPERWA
SECURESPHERE (DiscoenaciassiicaionfaSeiupaler

Risk Console | DB Assessment Policies | Custom Assessment Tests | Web Scanner Integration

Risk Details
(oo 00

Scope Selection

Risk Management

Vulnerability Management

D Choose Data Type Risk Level View

Assessment Results
v Filter

%% Natwork View

Filter

[ Data View

Views
Ak Risk Explorer
I, Summary

/N N N N

Showing all 16 items

User: admin | Version: 8.0.0.8265 Release Enterprise Edition | © 2010 Imperva Inc

Main > Risk Management > Risk Console
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Main Admin | Preferences | Tasks | X Logout | ? Help
Scope Selection Risk Details.
Risk Management Sinich, Al Mottt SR sl
E} Vulnerability Management .ﬁ 192.168.9.9 Risk Levi
}E Assessment Results

Main > Risk Management > Risk Console

el View ( hf
L. Up ' Filter
Views,
li. Summary

25 Network View

B Data View

332333330

' Risk Level

D Medium
W Low

Showing all 5 items

User: admin | Version: 8.0.0.8265 Release Enterprise Edition | © 2010 Imperva Inc.
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Main  Admin | Preferences | Tasks | X Logout | 2 Help

i e W

Scope Selection /-1 E| Risk Details.

Risk Management .

@ risk data is updated to 8123/11 5:00:00 AM

#| Vulnerability Management
[E Assessment Results Sites - Risk scoring and trends
fSite Name |Risk Score [Daily Trend
Default Site 0 No change

Distribution Graphs

Services at Risk Breakdown by Risk level and Location

10
8
6
4
> 5
0 . .
192.168...
I Services at Risk Breakdown by Risk level and Operating System Services at Risk Breakdown by Risk level and Database Type
10 1.5
i 8 1.2
6 0.9
4 9:5 1 1 1 1 1
2 2 0.3
0 2 3 0kt . . | -
Windows db2 web oracle
Data Types - Risk scoring and protection coverage
FData Type |Risk Level :Number Of Services % protected
FP;yment ﬁard Plﬁ AL'cw kO) ) 0 ; 6,0 ;/;o
Payment Card Low (0) 0 0.0%
Account Number Low (0) 0 0.0%
Payment Card Magnetic Stripe Information Low (0) 0 0.0%
Person Name Low (0) 0 0.0%
Address Low (0) 0 0.0%
Email Address Low (0) 0 0.0%
National ID Low (0) 0 0.0%
Drug Name Low (0) 0 0.0%
Payment Card CVV Low (0) 0 0.0%

Main > Risk Management > Risk Console 5 I I 0.0.8265 Release Enterprise Edition | © 2010 Imperva Inc.
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@iIMIPERWA

| Discovery & Classification | Setup. | Profile. | Risk Management | Palicies | Audit

SPHERE

Report: Daily Report for Outbound Credit Card Numbers Visibility - Data Leakage

General Details H ata

General Information

sjie1ag

Name Daily Report for Outbound Credit Card Numbers Visibility - Data Leakage
d Credit Card Numbers v

0011254 and p

User Defined Ke:

Description

= = =
[Z] | Data Source recu\a ions
Alerts
ta Type Ale
7] 0B Audit Data Type Alerts
File Audit Followed Action o

System Events

Tasks Enable Report

Risk

Active Medules

Y| Save Result on Run Now

Report Format

User Rights mant DBA Accounts csv ©) PDF
t HIPAA - Password management

Non DBA account

File User Rights Overview
) Configuration

© Portrait

+1-{_J Vulnerabil

+-[_| Assessment

+-{ ] Profile 01
+- ) Disc
] Active Module T =]
Defined By
: | )

[ Run Date

[ Scheduling >
0 fault Users

y Default Users

ess to card numb
ess to cardholder (

Eclansc connection log
Failed PHI access attemp:
- Failed connection atter
Weekly access summary
ss to DB by unknown Web application u:
access to cardhold mation (CSV
Failed login attempts (CS
Failed users and privil

cce

management operations (CSV Download Report (182 KB)

Login and Logout actions (CSV

fodification of system-level objects (CSV
reated objects under system schema (
s and privileges management operation

t er information (CSV

tn‘n_am n Infori

CreHepupoBaHHbIN OTYET aocTyneH B popmarte pdf
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@iIVIPERVA Main _ Admin | Preferences | Tasks | X Logout | ? Help

SECURESPHERE Discovery & Classification | Setup | Profile
Data Enrichment | System Events | Action Sets

A I I

Audit Policy Filters Audit Policies. 3=l Policy: DDL commands Vi
By Al 442D Match Criteria ” Apply to " Settings ” Archiving " External Logger l &
» [=1-[ By ADC Keywords Poli 2T .U te g
2 SAP Oy < heYPe pdate. | Policy Command Groups is at least one of [General Object Ma..]  Full ‘e
T E DB Audit Service Configuration: Description %
PCI DDL commands DB Audit Service 7811
I e e D Aud Service 741 Msich Ciiteri
PeopleSoft . = L
S Defautt Rule - All Events DB Audit Service 82211 ¥ Command Groups
HIPAA - Access to PHI DB Audit Service 7811 Available Match Criteria
SoX New Databases DB Audit Service 75611 + Affected Rows
1S0 27001 New Users Account DB Audit Service 7811 Application User
Privacy PCI - Access to cardholder information DB Audit Service 758111 2 Opp =—
ik PCI - Audit of newly created objects under system schema DB Audit Service 7611 + Authentication Result
SR PCI - Login and logout audit DB Audit Service 718111 4+ Columns
ase PCI - Login audit DB Audit Service 7/6111 4+ Command Groups
B+ By Type PCI - Modification audit of system-level objects DB Audit Service 78111 + Data Set Attribute Lookup
File Audit Application PCI - Privileged operations on users and privileges management DB Audit Service 78111 Data Tvpe
DB Audit Application PCI - Unknown Web application user audit DB Audit Service 76011 * Gk P 0 &
’ : Privilege Operations DB Audit Service 76011 + 4+ Database User Groups
DB Audit Service
B By S a Privilege manipulation DB Audit Service 756111 4+ Database User Names
MDY SeIver.Sroup, SOX - Changes to Financial Data DB Audit Service 78111 + Database and Schema
rfa 192.168.9.X SOX - Database code changes DB Audit Service 76111 4+ Destination Tables
=-( By Service - Database configuration changes Audit Service 1 S
2 By Setw S0X ;0 L ! D > s Enrichment Data
%DM (192.168.9.X) SOX - Database object changes DB Audit Service 76111 * EvertT
; SOX - New objects DB Audit Service 78011 + 4+ tventlype
& Hitp (192.168.9.X A
%H ‘;QL R ; X SOX - New users DB Audit Service 7611 4+ Generic Dictionary Search
[ b (192. -9.X) i SOX - Privilege changes over financial data DB Audit Service 76011 5 4+ Lookup Data Set Search q
3R MySql (192.168.9.X) il SOX - Table related commands DB Audit Service 756111 H @4+ OSHostNames £
%Oracle (192.168.9.X) i SOX - Users and Privileges Management Commands DB Audit Service 716111 5 + 0S User Names
E-{Z By Application Table related commands DB Audit Service 7811
g Default DB2 Appiication (O Users and Privileges Management Commands DB Audit Service 76111 4+ Occurrence
8 Defauk Mssql Appication [ S-F1e Audit Application + Operations
% pp Default File Audit Rule - All Events File Audit Application  7/6/11 4 Originated in Agent
B Defautt MySaql Application = =
S 4+ Originated in Log Collectors
a Default Oracle Application| T 2
& Default Web Application (H L FLLCEE R EIER
e " + Proxy IP Addresses
= By ¢ 4+ Query Response Size
4 Query Response Time
4+ SQL Exception Strings
4+ SQL Exceptions
+ Sensitive Data Access
4+ Sensitive Dictionary Search
4 Signatures
4+ Source Applications
4+ Source IP Addresses
4+ Source URL
4+ Stored Procedure
4+ Subject (User) of Privileged Operation
+ Table Groups
4+ Ticket Assigned
4+ Time of Day
< m » 4+ Unanalyzed Objects X

admin | Version: 8.0.0. 8265 Release Enter, n | © 2010 Imperva Inc.
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RESPHERE

Applications | Global

EC

Jl1aHHble OT areHToB

Main  Admin | Preferences | Tasks [ X Log 0Ll!| ? Help

Discovery & Classification [ESEU]) Risk Management | Policies | Audit
ts | Signatures | Gateways | Agents | Settings | Active Modules

I R R

Views -] El|Agents [ X0
Is: Summary Filter: Empty
Workbench
g O Status Analysis P - ) ) . ) ) ) ) .
i General Status Agent Name« | Statusw | Platform | Data Interface IP~ | Host Hamew | Operating System v |Gateway~ | Agent Version | Data Interface Service Typesw | Last Packetw | Throughput (Kl
L Load Analysis JPKS 9 x86 192.168.9.9 security-note  Microsoft Windows XP Professional impervact 8.5.0.1022 None Never 0
Network Activity
Inactive Agents
(@ Lite cycle
New Agents
New Data Interfaces
Agent Configuration Types =
S < " »
&) pistribution in the -
Environment Agent Name: JPK9 . (ASave
Agent Versions General Details ” Settings H Data Interfaces ” Permissions ” Activity Log ]
Database Servers
Database Types General Information Gateways
Services And Server Groups Data 5 3 Manual Settings [ |pata [ Data
Gateways T Interface IP St e Activation Cateweay DL Interface IP Sorey Boypted Protocol
[ 8123111 i 443
JPKS 192.168.9.9 11:44:52 P Off impervact Yes 192.168.10.77 (449) Yes TCP
ey g
Hogs CPU Usage (%) [=] Statistics CSV Status :
. 5 General Status | Start Time |Active Gateway Lastiatua
] Update
i 4 8/23/11 11:46:25 8724111 12:21:37
- PM mpervact AM
= Configuration Status Last Update Time
Configured 8/24/11 12:19:48 AM
1
Throughput |Connections |Hits Per | 7
0 Last Packet CPU%
11:00 PM 12:00 A |(KB) |Per Sec. | Sec. |
Never 0 0 0 0
Properties

Kernel Patch

Service Pack 3 (build 2600)

Operating Sy

Hostname security-note
Platform .x86
Agérﬁ Version 18.5.0.1022
ng Microsoft Wi XP Professional

8.0.0.8265 Release

User: admin | Versi
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Starting ImpervaCli init

Starting target directory init

Starting collection table init

Collection table init ended successfuly

NI
[SIENIRNI NI LY

Starting types table init

Types table init ended successfuly

Starting types table init
ImpervaCli init ended successfully

i
a|ln|N|N

backup of bootstrap.xml was saved in bootstrap.xml.backup22
47 [NOTIFICATION]PcapProxy.cpp:63 Using WinPcap version 4.1.2
Attempt to connect to 192.168.

23/08/2011 : : Client connected to socket: 18

SSL socket connect: 188

w
~
| o
[
~
N

SSL socket disconnect soc

closing socket: 188

Attempt to connect to

Client connected to socket

SSL socket connect:

SSL socket disco

PR N[N N

not connected socket disconnect socket 4294967295 (192.

backup of bootstrap.xml was saved in bootstrap.xml.backup23

Attempt to connect to 192.168

Client conne d to socket:

[SIESIESTENINSY o Y

SSL socket connect:

SSL socket disconnec

closing socket: 188

Attempt to connect to

Client co
SSL socket
SSL socket

not connected socket disconnect socket 4294967295 (1

backup of bootstrap.xml was saved in bootstrap.xml.backup24

Attempt to connect to 192.16

Client connected to socket:

SS5L socket connect: 188

ISTENIENTENAERAENY > EN IR I ENIENY RN AN

9
SS5L socket disconnect socketl
&

closing socket: 188 (192.1

MoO»KHO 3arpy3unTb Yepes Beb-nHTepdenc
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PERW
_URESPHERE

File Audit Data

Management Sta

Discovery & Classification | Setup | Profile | Risk Management | Policies [T

Main _Admin | Preferences | Tasks | X Logout | ? Help

A )

Filter

Scope
Policy:
Default Rule - All Events (3,509 Events) [

Time Frame:

[=] custom...

Please Select

Views
== Data
~/ Statistics
O Server Analysis
Monitored Servers
Monitored Databases
DB Server Performance

fj Source Analysis
Shared DB Users
DB Users
Source Applications
Source Hosts
0S Users
Source IPs
User Groups
Application Users (UUT)
Login Analysis
Performance by Source

Data Access Patterns
Top Queries
Query Type Analysis
Sensitive Query Overview
Query Records
Data Modifications Analysis
@ Privileged Operations
Privileged Query Overview
Table Drops/Truncates
Stored Procedure Changes
Changes to DB/Schemas
DCL Commands
DDL Commands
Native Auditing Changes
Newly Created Users
) additional Views
Failed Logins
SQL Errors
Unmonitored (Encrypted) Logins
© Time Based Analysis
Daily
Day of the Week
Hour of the Day

_i | /| /-| 5| pefault Rule - All Events - Summary.
Reported Period: 08/17/2011, 21:00- 08/22/2011, 19:00 (4 Days,22 hrs)

Filter: Empty
| Hits [ Logins [users [ Monitored Servers [Hosts

59 56 12 1 0

Hits Breakdown by Day:

—
33
3

y - - P
Day Hits I Logins Users Monitored Servers | Hosts
August 17, 2011 3 2 1 1 0
August 19, 2011 23 23 S 1 0
August 22, 2011 33 A 1 1 0

Hits Breakdown by Day of the week:

0 0 = o —d4 o
r i _/“d‘._gl

Sunday Monday Tuesday Wednesday Thursday Saturday
i[}ai){ | Hits :nglns |Users Monitored Servers [Hosts
Monday 33 A 1" 1 0
Wednesday 3 2 1 1 0
Friday 23 23 5 1 0

Hits Breakdown by Hour:

Hour Hits
02:00 21
04:00 2
19:00 33
21:00 3

Logins
21

2

A

2

Users

| Monitored Servers
1

1
1
1

m

> Audit > DB Audit Data

User: admin | Versi

8.0.0.8265 Release Enterprise Editi
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iVIPERWA Main _Admin | Preferences | Tasks | X Logout | ? Help

ECURESPHERE

DB Audit Data

@
S

Scope _i| .’| /| 5| Default Rule - All Events - DB Users
Policy: Reported Period: 08/17/2011, 00:00- 08/23/2011, 02:00 (6 Days,2 hrs)
Defautt Rule - All Events (3,509 Events) [ || Fiter: Emph
2| Time Frame:
ic Most Active DB Users (Broken by Database)
Please Select E Custom....
= 30
Views 24
l1. Summary 18l [} 3
== Data
~/ Statistics 12
O Server Analysis 6

Monitored Servers 6 Ici] [F' [T] [.—l C-_.

Monitored Databases ; &

DB Server Performance & <
@ Source Analysis C

Shared DB Users

Source Applications 14 4 4 » »l| Showing records 1-15 out of 15 available
Source Hosts |User » | Server Groupw | Servicew | Database » | Hits Sum» | # Logins (% of Total)»
0S Users Connected user 192.168.9.X | M | [ 12 12 (21.43%)
Source Ps # 192.168.9.X MySal v{'0-EwszAl<=Uoin 7 7 (12.5%)
User Groups = 192.168.9.X 1) | 5 5 (8.93%)
Application Users (UUT) nme 192.168.9.X MySal 5 S (3.93%)
Login Analysis 8 6%, 192.168.9.X MySal s 5(8.93%)
Performance by Source i | Connected user 192.168.9.X MySal @ 4 4(7.14%)
= 8  Connected user 192.168.9.X MySal 4 4 (7.14%)
Data Access Patterns root 192.168.9.X MySal 3 2 (3.57%)
Top Queries connectionless tds 192.168. MySal 3 1(1.79%)
Query Type Analysis michai 192.168.9.X MySal 2 2(3.57%)
Sensitive Query Overview S, y s _‘ 192.168.9.X MySal 2 2 (3.57%)
Query Records ##7%o)cpe#E ci#shiEE “#e(F 7E%. . #0ce 192.168.9.X MySal 2 2 (3.57%)
Data Modifications Analysis nformix -pbarbapapa 9.280 rds#r000000 -p -fieeem 192.168.9.X MySal 2 2(3.57%)
- a 192.168.9.X MySal A 2 2 (3.57%)
0 Privileged Operations Connected user 192.168.9.X MySal 1 1(1.79%)

Privileged Query Overview
Table Drops/Truncates
Stored Procedure Changes
Changes to DB/Schemas
DCL Commands

DDL Commands

Native Auditing Changes
Newly Created Users

(D Additional Views

Failed Logins

SQL Errors

Unmonitored (Encrypted) Logins
@ Time Based Analysis

Daily

Day of the Week

Hour of the Day
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Summary
Gateways

Policies
Management Server

Main _Admin | Preferences | Tasks | X Logout | ? Help
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Z-| 5| summanry

Status Overview

.Disk Quota .Policy Quota “Col!ection Rate
Last 24 Hours (&) i (2] i (&) o
5 | = ok =~ OK <~ oK
Last7 Days @ ® .« @ . < ok
Overview
Since System Creation Currently collected on All Gateways
Number of Audited Events 3509 3509
Number of Logged Events (Syslog) (0 0
Since System Creation Currently on All Gateways
|Audited Events Size 2MB 2MB
Responses Size 3MB 3MB =
Index Size 436 KB 436 KB
Total 6 MB 6 MB
Top 5 Gateways by Disk Utilization {in MB) Top 5 Gateways by Collection Rate (L ast 24 Hours Average)
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Main > Audit > Audit Management Statistics
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3aK/1royeHue

OCHOBHble apryMeHTbl B NONb3Yy AaHHOMN CUCTEMDI:

- cnocobHa cpasy nocne yCTaHOBKM M HAaCTPOMKM CeTEBbIX MapamMeTpoB C
MNO/IMTUKAMM MO YMOJTYAHUIO «NPUCTYNUTbY» K 3alMTE BALLEro BHYTPEHHErO
nepumeTpa

- LWKO3 MOXKHO YCTaHaB/NBATb B PEXMME NPO3PaYHOro MOCTa, YTO HUKAK He
NOB/INAET Ha TEKYLLYIO KOHPUTypaL Mo Ballen ceTu

- bnarogapAa NOCTOAHHbLIM aBTOMAaTUYECKMM OOHOBNEHUSIM CUFHATYpP U
KOMMNIEKCYy «padap yrpos3» Bam He HyXHo byaeT 6ecnokontca o 06HOBEHUM
Bawwmnx CYB/[ n Be6-cepBUCOB UCKIIOYNTENIBHO M3 COOBpakeHMn 6e3onacHoCTH
- bnarogapAa BCTPOEHHbIM CPeACcTBaM U NONUTUKAM Bbl MOXKETE NOAAEPHKMBATD
CBOO CMCTEMY B COOTBETCTBMU C TPEOyeMbIM CTaHAAPTOM 6€30MacHOCTH

- Bbl NO/Iy4aeTe BENIMKOJIEMHYIO CUCTEMY MOHUTOPUHIA U OMNMOBELLEHUSA, Y
BaLLMX CNeunanmcToB Bcerga byaeT akTyasibHas MHGopmauusa



Baluy Bonpochbl

Enaro,a,apMN\ 3a BHUMaHue!



