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MNMpaxkTuuecknint npumep HacTpoukm IPSec

VPN mexay mapuwpytmusaropom Cisco
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B paHHOW cTaTbe A NpuBeay npakTnyecknin npumMep Hactpoinku IPSec VPN mexxay ABymMs

ycTponcTBamu: MapLu pytunsatopom Cisco2821 n Juniper SRX100.

Jlornueckas cxema Ana JaHHOTro npuMepa |/|306pa>KeHa Ha pUCyHKe.
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Mapu pytusatop Cisco2821 ncnonbsyet caegyrolliee nporpammMmHoe obecrnedverune Cisco IOS.
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Juniper SRX100 nmeet DSL-nogkntoueHune Kk cetn IHTepHET ¢ UCMONb30BaHNEM MNPOTOKONa

PPPOE, B cBA3M C 3TUM ero BHeL HUM MHTepdericom aBaseTca normveckunin nHTepdenc pp0.0.

(obo3HaueH Ha nornyeckor cxeme). Mapuu pytnsatop Cisco2821 nogkntoyeH k cetn HTepHeT

¢ nomoLy bto rpynnbl Ethernet-nHtepdeiicos, ero BHeW HUM UHTEPPENCOM ABASETCA

norunyecknin nHtepdeiic BVI2 (0603HaueH Ha N10rMYecKkon cxeme).

www.marfitsin.ru/index.php/articles/11-vpn/12-ciscojunipervpn
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Mpuctynum Kk HacTpoike. CHayana HacTpomm RL.

Monwntnkn IKE.

R1

Rl (config) #fcrypto isakmp policy 10

Rl (config-isakmp) #authentication pre-share
Rl (config-isakmp) #encryption des

Rl (config-isakmp) #group 2

RI1( )

config-isakmp) #hash sha

R1

Rl (config) #crypto isakmp key password address 212.67.27.153

R1

R1

Rl (config) #crypto ipsec profile VTI
Rl (ipsec-profile) #set transform-set DES SHA

HacTpavaemsbiii IPSec VPN 6yzeT NOCTPOEH C UCMOAb30BaHNEM BUPTYas bHbIX TYHHENbHbIX
nHTepdencos. JaHHbIl cnocob yaobeH Tem, UTO TyHHenmpyeTcs 1 Wwmnd pyetcs atobon IP-
Tpad 1K, HanpaBAseMblli B UHTEPD EC TyHHeN .

BupTyanbHbI TYHHENbHbIN MHTepdeic.

R1

Rl (config) #interface TunnellO

Rl (config-if)#ip address 10.0.0.1 255.255.255.252
Rl (config-if) #tunnel source BVI2

Rl (config-if) #tunnel destination 212.67.27.153

Rl (config-if) #tunnel mode ipsec ipv4

R1 ( )

config-if) #tunnel protection ipsec profile VTI

HacTtpoika R1 okoHueHa, HacTpanBaem R2.

Monwntmkn IKE.

1 R2
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root@R2# set security ike policy IKEl mode main
root@R2# set security ike policy IKEl proposal-set compatible
root@R2# set security ike policy IKEl pre-shared-key ascii-text

password

R2

root@R2# set security ike gateway Rl address 91.194.192.167

root@R2# set security ike gateway Rl external-interface ppO

root@R2# set security ike gateway Rl ike-policy IKE1 E

R2

root@R2# set security ipsec policy IKE2 perfect-forward-secrecy
keys group2

root@R2# set security ipsec policy IKE2 proposal-set compatible

R2

R2

root@R2# set security ipsec vpn R1_R2 bind-interface st0.0

root@R2# set security ipsec vpn R1 R2 ike ipsec-policy IKE2
root@R2# set security ipsec vpn R1 _R2 establish-tunnels

E root@R2# set security ipsec vpn R1 R2 ike gateway R1
E immediately

HacTtpowka IPSec VPN 3aBepLu eHa. Ternepb HEOOXOAMMO ero NpoTecTMpoBaTh. Ybeanmcs B
HaANYMKM COrIacoBaHHbIX MapameTpoB 6e3onacHoOCTM A5 nepsoli 1 BTopon dpasbl (IKE SA n
IPSec SA) Ha ycTponcTeax R1 n R2.

PesynbTat komaHabl show crypto isakmp sa detail 415 R1.
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Rl#show crypto 1sakmp sa detail

Codes: C - IKE configuration mode, D - Dead Peer Detection

K - Keepalives, N - NAT-traversal

T - cTCP encapsulation, X - IKE Extended Authentication
psk - Preshared key, rsig - RSA signature
renc - RSA encryption

IPv4 Crypto ISAKMP SA

C-id Local Remote I-VRF Status Encr Has

1043 91.194.192.167 212.67.27.153 ACTIVE des sha
Engine-1d:Conn-1d = SW:43

IPvG Crypto ISAKMP SA

R14

PesynbTat komaHabl show crypto ipsec sa address an1s R1.

Rl#show crypto 1psec sa address
fvrf/address: (none)/18.0.0.1
protocol: ESP

fvrf/address: (none)/91.194.192.167
protocol: ESP
spl: @x27F115603(6701108979)
transform: esp-des esp-sha-hmac ,
in use settings ={Tunnel, }

conn id: 2121, flow id: NETGX:121, sibling_flags 88000
sa timing: remaining key lifetime (k/sec): (4472418/79
IV size: 8 bytes

replay detection support: Y

status: ACTIWVE

fvrf/address: (none)/212.67.27.153
protocol: ESP
spl: @x2E9241D2(781337842)

transform: esp-des esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2122, flow id: NETGX:122, sibling_flags 88000
sa timing: remaining key lifetime (k/sec): (4472418/79
IV size: 8 bytes
replay detection support: Y
status: ACTIWVE

PesynbTat komaHabl show security ike security-associations g1s R2.

root@2= show security 1ke security-associatlons
Index Remote Address State Initiator cookie Responder coo
B8l 91.194.192.167 UP 84ch6f841bB8c796e 907eea38c5eeh

rootER2=
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PesynbTat komaHabl show security ipsec security-associations gnsa R2.

SecUrity 1pse
tunnels: 1

M3 nnctmHros BNAHO, YTO NapaMeTpbl 6e3onacHoOCTH and I'IepBOI‘/‘I n BTOpOI7I q)aSbI
cornacoBaHbl. ﬂponMHryeM y,ﬂ,afleHHbII‘;I KOHeL, TYHHena Ka>XXa0ro yCTpOI‘/‘ICTBa.

Pesynbtat koMaHgp! ping 10.0.0.2 ana R1.

Rl#ping 10.0.0.2

to 10.0.6.2, timeout is

5/5), round-trip min/

@.1 count
B.1): 5

round-trip min/a

Jiuctnrrn noarsepxgatoT, uto IPSec VPN mexay R1 v R2 HacTpoeH 1 @yHKUMOHMpPYyeT
KOPPeKTHO.

YOU ARE HERE: CTATbA BNPTYAJIbHbIE YACTHbBIE CET (VPN) MPAKTUYECKW MPUMEP TOP
HACTPO WKW IPSEC VPN MEX /1Y MAPLLIPYTV3ATOPOM CISCO CEPUW ISR 1 JUNIPER SRX

© 2012 SkcnepT no ceteBbIM TEXHONOTMAM Ipuropmin Mapd nunH. Bce npasa 3awmiLeHbl.
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