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Display ﬁ-.e| 15 'l most frequently-audited | Network-Applications
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Messages from McAfee:
o Lisensing: Expires in 23 days ~| |No messages are available
o Interfaces: 2 of 10 enabled
Admins logged in: 2 administrators
Application sessions: 10
VPN Definitions: 0 (0 idle)
Blackholed IPs: 0
Uptime: & days
Global Threat - =
User partition: T =% = [Name 4 |Version Last checkad u
0.3 of 1.0 GB used ANV signatures 5707 10/08/12 12:01PM
DI - s RO ] g2 20174
; J Geo-Location 200802120000,1 09/14/12 12:30 PM
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[5] Passport
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I Firewalls

Y McAfee

‘ Firewall Enterprise

Copyright @ 1985.2012 McAdee, Inc. All rights reserued.

Monitor Overview

configured here.

Use the Audit Viewing area to view and filter audit output. Audits can be viewed for a set period of time or in real time and can be filtered using standard or customized filters.,

Use the ePaolicy Orchestrator area to configure a connection to a McAfea ePO server.

The Eirewall Policy Raport provides a comprehensive view of your firewall's policy configuration. The report is displayed using your default web browser.

Use the Profiler area to send audit data to a McAfee Profiler server for analysis of policy and network traffic.
Use the SNMP Agent area to configure SNMP agent properties.

Use the Audit Management area to configure audit log exporting, roling, SSL signing, and other options. Audit logs can be exported in multiple formats via FTP and SCP. McAfee Firewall Reporter and syslog servers may be

Use the Attack Responses and System Events Responses to monitor your network for abnormal and potentially threatening activities, ranging from an attempted attack to an audit overflow. The Response Wizard allows you to
create responses based on the audit event or attack, how frequently the audit occurs, and how the firewal wil respond.
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859 25 @ Server: Fk@  Area: Audit Viewing
B Firewalls T =4 |
Sl & = Columns-
EE‘, jPk@ Dashboard w ﬂ b E E j[. I
| Audit Viewing it Date Time Syslog Type Application Source TP Source Zone DestIP Dest Zone Info |
@) Audit Management 2012-10-15 11:01:46 -0400 Debugaing (7) geninfo Health Monitor data followsuptime_util: & days 23:03load_ava: 0,0:...!
sPolicy Orchestrator 2012-10-15 11:01:46 0400 | Debuaging {7) lem |
System All
VPN
—| Custom
| Acress Control Rules
551 Rules
Rule Elements
Applications ACL Deny
Network Objects Application Defense Viol
Time Periods - Application Defense Viol
%] Authenticators -~ Attack Severe
NIA Buffer Overflow Attack
: [ Passport Denied Authentication
[#-f¢ Application Defenses - pos All
'é Metwork Defenses D08 Severe
IPSk Error
B 5“:0;& o General Attack Al
e 2 - General Attack Severe
@ Zone Configuration s
“7 VPN Configuration it :
DN - Hardware Software Fail
@ Quality of Service Host License Exceeded
@ DHCP Relay - IPFilter Deny
| Routing IPsec Errar
[+ Maintenance Keyword Filter Failure
- License Expiration
Log Owerflow
- Metwork Probe
-~ Metwork Traffic
Mot Config Change
~Policy Violation all
Policy Violation Severs
Power Failure
- Profiler Update Faiure
Protocol Violation Al
- Protocol Violation Seven
- Proxy Flood
Signature IPS Intrusion Overview |gm | Filter Builder | 1P Tools | Policy Tools |
- Signature IPS Intrusion g
Date: Time: Syslog: Facility:
Signature IPS Intrusion by
Spam Source: Dest:
- 5pam Severe Infa:
Syslog e
- Gystem Critical
- System Critical and Sewe
TCP SYN Attack
- Type Enfor t :
: ype cemen’ LI;I m‘ﬁ
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"+ Manitor
IP Address: I _i_l

u | Audit Viewing
irevall Policy Report Part: !3444 Restore default |
Attack Responses

= | Audit Management
,;M System Responses

+| Profiler User name: |
LG sNMP Agent
Palicy
|'-| Access Control Rules Passwird; I
| ] s5L Rules
Rule Elements Confirm password: |
Applications
| Network Objects
Time Periods Cert autharity: I Select one - ;_l Retrieve ePC root cert

Passport

14 Application Defenzes
8l Network Defenses
el

{4 Network

- Interfaces

“-{@ Zone Configuration
4 {1 VPN Configuration
@ DNS

@ Quality of Service
(@ DHCP Relay

%[ Routing

[ Maintenance
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U McAfee

Pol

icy Report from 000c2921f8ab_fwlocal.com

Name Value

Configuration Source 000c2921f3ab_fwlocal.com
Creation Time Mon Oct 15 11:09:35 2012
System Type Standalane

System Version 8.3.0

Patches 8.3.0

Policy Version 2-1349712076

Policy

Access Control Rules

Destination Application
Name Enabled Action Applications Source Zones _Source Zones Destination Defense
Internet Services @ allow Internet internal all va external all vd minimal proxy
Services

exclude_capability=; audit=standard; authenticator=none; authgroups=none; expire_time=; ipsresponse=none; nat_addr=|ocalhost; nat_mode=normal; redir=none;
redir_port=0; sign_category_grp=none; start_time=; timeperiod=all; ts_enable=no; ts_reputation=medium_unverified_threshold; ports=Default ports;

Diescription: Allow Default Internet Services access from zone internal to zone external
Last Changed By: system on Mon Oct 8 12:00:32 2012

VolP O allow SIP, H.323 internal all va external all v4 minimal proxy
exclude_capability=; audit=standard; authenticator=none; authgroups=none; expire_time=; ipsresponse=none; nat_addr=Ilocalhost; nat_mode=normal; redir=none;
redir_port=0; sign_category_grp=none; start_time=; timeperiod=all; ts_enable=no; ts_reputation=medium_unverified_threshold; ports=Default ports;

Drescription: Allow WolP access via SIP and H.323 from zone internal to zone external

Last Changed By: system on Mon Oct 8 12:00:32 2012

DNS @&

Drescription: DNS resclver rules
Last Changed By: system on Mon Oct 8 12:00:32 2012

dnsp internal resolvers to &
external

exclude_capability=; audit=standard; authenticator=none; authgroups=none; expire_time=; ipsresponse=none; nat_addr=Iocalhost; nat_mode=normal; redir=none;
redir_port=0; sign_category_grp=none; start_time=; timeperiod=all; ts_enable=no; t=_reputation=medium_unverified_threshold; ports=Default ports;

Description: Allow internal zone resolvers through to the external zone
Last Changed By: system on Mon Oct 8 12:00:32 2012

internal primary

allow DNS internal DNS resolver

external all w4 defaultgroup

internal primary

dnsp all to internal resolvers & allow CNS all all va internal R g s

defaultgroup

[T T T il [ Conpate Tromscindwodks o
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File Tools Help

Bde 20 @
B Firewalls
= [E #Pk@ Dashboard
(=" Monitor

= | Audit Viewing

3] Audit Management
ePolicy Orchestrator
" Firewall Policy Report
Atta es

| System Responses
Prafiler
"é SMMP Agent
=)kl Policy
|| Access Control Rules
|| ssLRules
[=[£7) Rule Elements
| applications
[i2] Network Objects
[i2]] Time Periods
[i] Authenticators
[ NIa
i Passport
[#] %4 Application Defenses
(gl Network Defenses
&5 1ps
=] Metwork
(@ Interfaces
@ Zone Configuration
[ VPN Configuration
@ DS
@ Quality of Service
(3 DHCP Relay
[ ] Routing
(][5 Maintenance

Server: Pk@  Area: Attack Responses

IR

] Network Probe
Pﬂ Proxy Flood
Sigrature TIPS Intrusiom All

Signature PS5 Intrugsion Blackholed

| Signature IPS Intrusion Deny

Spam Filter Falure
1 TCP SYN Attack
] Type Enforcement

Virus Filter Failure

|

Denied Authentication
IPFilter Deny

Attack Severe

Keyword Filter Failure
Network Probe

Proxy Flood

Slgnature IPS Intrusion All
Signature IPS Intrusion Bla
Signature IPS Intrusion Deny
Spam Severs

TCP SYN Attack

Type Enfarcement

Virus

20 in 60 seconds
Every time

510 30 seconds
50 in 30 seconds
5in 10 seconds

EVErY Oind

Every time

Every time
E\re!‘v time:

5in 30 seconds

E-mail
E-mall
E-mail
E-mail
E-mail
E-mall, Blackhole
E-mail
E-mail, Blackhole
E-mail
E-mall
E-mail
E-mail

E-rmail

New | Modify | Delete | Disable
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Fie Tools Help
RE® 20 @

Server; Pk@  Area: System Responses

=ls]x

TEJ Firewalls
E-[& Pk@ Dashboard

=+~ Monitor

e Audit Viewing
| Audit Management
- J@ ePolicy Orchestrator
[y Firewal Policy Repart
|- Attack Responses

| Profiler
SNMP Agent

Palicy

| Access Control Rules
| s5L Rules

Rule Elements

[it]] Applications
Metwork Objects
Time Periods
Authenticators
MNIA

i Passport

¢ Application Defenses
[+l Network Defenses

. LEE ps

Bl Metwerk

i A Interfaces

(@ Zone Configuration
Bl ] VPN Configuration
@ onis

@ Quality of Service
DHCP Relay

| ,I Routing

[ Maintenance

[ﬁ HA Failover | HA Failover Every time E-mail
g[‘] Hardware Software Failure Hardware Software Failure | Every time E-mail, SHMP
5E| Host License Exceeded Host License Exceeded Every time E-mail
Wi r — 0 in E-mal
g’fJ License Expiration License Expiration Every time E-mail
55l Log Overfiow Log Overfiow Every tme [ Emai
AL - ; T =
er Failure .! Failure .E‘.'l':l y-time E-mail
gﬂ Profiler Update Failure Profiler Update Failure E\rery time I—;-mail, SMMP
;,H UPs Sys;em_shutdown .UPS Syst;m Shutdown I E\na;I time T E—mail_
1 | ]
New | wmodify | Delete | Disable e
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© McAfee Firewall Enterprise Admin Console = |EI)_(J
File Tools Help

B E Y 2T @ Server:Pk@  Area: SNMP Agent
B Firewalls
=-[E jPk@ Dashboard Location: | SNMP 3 psere:
Monitor = S 2 e X
3 Audit Viewing contact: | User # - |Minimum security level | Auth Type  |Privacy Protocol
Audit Management
@ ePalicy Orchestrator
3 Firewall Policy Report Enable authentication failure trap:  Yes % No
Attack Responses
| System Responses
L) Profiler
& |5 agen]
Access Control Rules
[ s5L Rules
=) Rule Elements
| Applications
[ Network Objects
| Time Periods
|| Authenticators
| MIA
Passport
Application Defenses
| Metwork Defenses .
é e  Allowed Protocols J o
1 Network ¥ sumP w1
(@ Interfaces [ Ma—— Hews | Madify | “Dielete |
@ Zone Configuration i
¥ YPN Configuration ¥ shme v Trap version: Ich YI W3 settings |
Allowed get communities: Trap destinations:
Community i Host /| community
| Maintenance public

< | EE | B

Tew | fadify Delete New | [Edify: Delete
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© McAfee Firewall Enterprise Admin Console
File Tools Help

H &Y 20 @

Server: jPk@  Area: Palicy

TIET

= Firewals

=

[El Pk @ Dashboard
=t

udit Management
@ ePolicy Orchestrator
Firewall Policy Report
&7 Attack Responses
_gﬂ System Responses
| Profiler

| Access Control Rules
|~ 55L Rules

Rule Elements
Applications
Network Objects
Time Periods
Authenticators
MNIA

Passport

[+-1% 4 Application Defenses
----- T8l Network Defenses
[ 1ps

3 Network

@ Interfaces

@ Zone Configuration
7 VPM Configuration

(W Quality of Service
(@ DHCP Relay

! Routing

¢, Maintenance

WMcAfee | Firewall Enterprise

An Intel Company

Copyright © 1955-2012 McAfee, Inc. All rights feservied.

Policy Overview

Use the Access Control Rules area to manage access control rules which determine what traffic is allowed to pass through the firewall. Rules are the basis of your security policy.

Use the SSL Rules area to manage rules that determine what traffic is decrypted and possibly re-encrypted as it passes through the firawall,

Use the Rule Elements area to manage applications, network objects, authenticators, NIA, passport and time periods. These elements are essential components in access control rules.

Use the Application Defenses area to manage Application Defenses, application defense groups, Geo-Location database source and update settings, and virus scanning updates and advanced properties. These defenses are used
in rules to provide advanced application-level inspection.

Use the Network Defenses area to control the audit output for suspicious lower-level traffic detected by the firewsll when it autormatically prevents that traffic from entering the firewal. Available protocols are TCP, IP, UDP,
ICMP, ARP and IPsec.

Use the IPS area to configure the Intrusion Prevention System (IPS) response mappings and signature groups. These tems are used in rules to inspect traffic for known network-based attacks.

Micket:



cAfee Firewall Enterprise Admin Console

-8 x
File Toos Help
=5 e 20 @ Server: jPk@  Area: Access Control Rules
B Firewalls N e _l—- : |
B8 o Dashboard 5] | 4+ 4 |Fnd: (LFindNow  Clear | Active Rules | Columns |
=14 Monitor | Enabled | Act.., | Application | source zone | Source | Destination 2... | Destination Application Defense | Authertication | Ports Desaription PSS, |
| Audit Viewing

Audit Management

_ allow  Internet Services {Gro internal <Any V4= external <Any V4= |.'J' minimal proxy Allow Default Internet Services access from zone internal to zone external
ePolicy Orchestrator

5 i:awd':l:fo"w i Allow internal <Any V4= external <Any V4= L5 minimial prosy Allow 323 from zone internal to zone external
esponses
) s\rs;?m Responses = l_—? (34) oS « DNS resolver rules
| Profiler -
% SMNMP Agent e ] (3) dsp intern o Allow  DNS internal internal primary Df external <Any V4= <Default group= TU%E{'%? Allow internal zone resclvers through to the external zone
E-[dl Policy : TCP{53 ;
B | (4) dnsp all to § Allows  DMS <Any> <Any V4= internal internal primary D <Default group> UDP/53 Allow dns clients in all zones through to the internal zone resolvers
7] S5L Rules (5-8) Administratic Allow access for firewall administration,
= IeAEIe;ne?s = iJ (5] SmartFiter Bllow  SmartFiter Admin Con: <Any> =Amy Vd> <AV <Any V> <Default group= TCP/9013 Allow connecton to Smar tFilter admin server;
cations e =
N:thurk Objects | (6) Login Const « Allow  Login Console Firewall <Any Y4= Firewall <Any V4= <Default group= Password Allow login from system conscle.,
Time Periads s |J (7) Admin Cong Allow  Admin Console internal <Any V4= internal <Any V4= <Default group= Password TCP 2003 Allow Admin Consale access from the internal zone
] authenticators |E] (8) Secure She Allow  S5H Server internal <Any V4= Internal <Any Y4z <Default group= Password TCP/22 Allow 55H server access from the mternal zone
NIA o |2 ] (9) Deny Al [ Deny  <Any= <Any <Any> <Any> <Any> <Default group=> Deny access from any zone to any zone,

[i77] Passport

[#-i%y Application Defenses
| W Network Defenses
= s

El @ Network

@ Interfaces

@ Zone Configuration
[ VPN Configuration
@ ons

@ Quality of Service
@ DHCP Relay

[ “I Reuting
[ Malntenance

Ticket:



rf' McAfee Firewall Enterprise Admin Console

File Tools Help
Bi® 20 ©

Server: Pk@  Area: S5L Rules

=18]x

El Firewalls

=[] jpk@ Dashboard

Monitor

“I Audit Viewing

=) Audit Management
ePolicy Orchestrator
[ Firewall Policy Report
Attack Responses
“ﬂ System Responses

() Profiler
% SNMP Agent

Paolicy
| Access Control Rules

Applications
Network Objects
Time Periods
Authenticators

Passport
174 Application Defenses
8 Network Defenses

@ Interfaces

& Zone Configuration
T ":J? VPN Configuration

@ oNs

@ Quality of Service

il T = S A Gle.arl(:omml

| Enabled | Action

| Type

| Source zone

Source

| User

Destination ...

Description

(1-1) 55L Policy
,J {1} Exempt all

<

No decryption

<Any>

<Any=

<Any =

<Any>

<Any =

<Any=

[Ticket:



File Tools Help
B a2 E @ Server; jPk@  Area: Rule Elements

iE'J Firewalls

=1-[E] jPk@ Dashboard

+ Monitor

5 Audit Viewing

) Audit Management
@ ePolicy Orchestrator
Firewall Policy Report
=] Attack Responses

- Eﬂ System Responses
~iw=] Profiler

W SNMP Agent "@McA’fee' ‘ Firewall Enterprise
A

4 Rolicy Intel Compa
(|| Access Control Rules st Rl

o] 55L Rules

lements
Applications
MNetwork Objects
Time Periods
Authenticators Copyright @ 1935-2012 MeAfeae, Inc All rights resoreed;
MIA
Passport

' Application Defenses Rule Elements Overview
78 Network Defenses . _ - . _ _ - o _
5 [5 s Use the Applications area to view, create, and group applications. Applications are used in access control rules to identify the netwaork applications associated with connections.
B ghlwg:rh Use the Metwork Objects area to configure domain, Geo-Location, host, IP address, IP range, netmap, and subnet objects. Objects are then used in rules to determine a rule's source and destination.
n CEs
(@ Zone Configuration Use the Passport area to configure interaction with Microsoft Logon Controller (MLC) servers and other aspects of the firewalls signle sign on service,
[ WPN Configuration
- DNS Use the Authenticators area to manage Passport (single sign on), password, LDAP, RADIUS, and Windows authenticators., Authenticators are used in rules to validate a person's identity before he or she is alowed to log into 3
@ Quality of Service network server.
(@ DHCP Relay , . ; ; . s ’ e .y .
me Routing Use the MIA area to configure interaction with the Network Integrity Agents (MIA). NIAs provide per conmection information to the firewall to aid in policy decision-making.
B[, Maintenance Use the Time Periods area to configure continuous and recurring time segments. Time periods are used in rules to determine the days and times that a rule is active.




@ McAfee Firewall Enterprise Admin Console

File Tools Help

Server: jPk@  Area: Applications

B Firewals
[=)-[E] jPk® Dashboard
=145} Monitor

. J Audit Viewing

(25) Audit Management
QY ePolicy Orchestrator
[ Firewall Policy Report
| Attack Responses
| System Responses
| Profiler

Ui SNMP Agent

=[] Policy

|| Access Control Rules
|11] 5L Rules
(= 7 Rule Elements
-] Applications
Metwark Objects
Time Periods
Authenticators
MIA
\fut’| Passpert
[¥-\%4 Application Defenses
g Network Defenses
: J.% PS5

[=1 £ Metwork

(@ Interfaces
@ Zone Configuration
[#]+{ [ VPN Configuration
@ DNS
(@ Quality of Service
(@ DHCP Relay
(] Reuting

¥ 3 Maintenance

Hanage: [T |

Filter by risk:

Filter by categories:

g | ) 99| - ) 1432 Matching Application(s)

Anonymizers/Proxies
Authentication Services
Business Web Applications
Collaboration/Content Management
Commercial Monitoring
Database

Directory Services
ERP/CRM

Email

Email Harvesters

Embedded Web Applications
Feed Readers

File Sharing

Gaming

IT Utilities

Infrastructure Services
Instant Messaging

Mabile Software

Offiine Crawlers

Peer to Peer (P2F)
Photo/Video Sharing
Remote Administration
Remote Desktop,/Terminal Services
Search/Indexing Engine Spiders and Crawler
Sodal Netwarking
Software,System Updates
Storage

Streaming Media
Toolbars/PC Utilities
Turinels

Voice over IP (VoIP)

Web Browsing

Web Conferencing

Web Mall

123spi

o

der

126 Mail

| 1fichier

und 1 Mail

|| 28one

2charinel

)| | 2DPlay

AFileHosting

remotesupport

;lshared

| 51.com
|| acast.net
<Any >

| Peer to Peer (P2P)

Search/Indexing Engine Spiders and Crawlers

Web Mail
Storage

Web Mail
Offiine Crawlers

_Social Networking

Gaming
File Sharing
Remote Admu_-ﬁst-g_'a_on

File Sharing

Gaming,Social Networking, Storage, Streaming Media
Streaming Madia
Infrastructure Services

Name; |100bao

Application discovery (Jast 180 days):

No stats available at this time.,

Associated rules:

Categories:

Description:

Peer to Peer (P2P)

4]

Action . |Name

1 100bao: A peer-to-peer file-sharing application

4

Ports: TCP/80,443,1234 551/443
[McAfes Audit Google Bing

Ticket:
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B Firewalls

(=]
= [E jPk@ Dashboard
=)+ “k Moritor

| Audit Viewing

‘o] Audit Management
@ ePolicy Crchestrator
J Firewall Palicy Report
g_!ﬂ Attack Responses
E;FJ System Responses
i Profiler

g SMP Agent

Policy

|| Access Control Rules
551 Rules

Rule Elements

| applications
Metwork Objects
Time Periods
Authenticators
NIA

i Passpart

B 14 Application Defenses
i Ll Network Defenses

{ =] VPN Configuration
@ DNs
@ Quality of Service

[+, Maintenance

Server; JPk@  Area; Network Objects
- O % 4

Find: I

Groups Object In | |

Type 4 |Name

Value

Description




& Mcafee Firewall Enterprise Admin Console

File Tools Help

B &d9 20 @ Server: Pk@  Area: Time Periods
B Firawalls =
1| Pk @ Dashboard o @42 | |
L Monitor
| Audit Viewing
- _.-_.,'I Audit Management
1 ePalicy Orchestrator :
Firewall Policy Report Weekdays | Mar - Fri, All day
E;j Attack Responses Weekends isat - 5un, All day |
=l System Responses : - :
=| Profiler
) SNMP Agent
=Ll Policy
| Access Control Rules
| s5L Rules
[=[57 Rule Elements
Applications
o] Metwork Objects
5 d -
Authenticators
NIA
Passport
[#] 154 Application Defenses Mame: IBusiness Hours
“ml Network Defenses
5 1ps Description: |
(=140 Network
@ Interfaces - Days and Times
@ Zone Configuration
[ VPN Configuration
@ ons
@ Quality of Service
@ DHCP Relay
] Routing
[+ Maintenance

EIES

Business Hours :r-1ur| - Fri, 8:00 AM - 5:00 PM

Mon = Fri, §:00 AM

4| |
Mew | Modify Delete

fricket:



@ McAfee Firewall Enterprise Admin Console = Iﬁ‘lﬁl
File Tools Help

o &8 2E @ Seryer: k@  Area: Authenticators
| : :
& ,E‘jf;‘;ilg Dashboard ' R |5 | | Finet: | \Users and User Groups | Manage Authentication Failures | |

[=+{=p Monitor
=] Audit Viewing
L Audit Management
TG ePolicy Orchestrator
i) Firewall Policy Report
: g!;',i Attack Responses
“mj| System Responses
] Profiler
g SNMP Agent
1L Policy
|| Access Control Rules
11| 85L Rules
(=[5 Rule Elements 4 I I —’I
| Applications
7] Metwork Objects
7] Time Periods Name: [Password Type: |Password Description; [Static password authenticator

¢ i Properties Description

i Static pass: authenticator

7 NIA General |
"' Passport ;
(%4 Application Defenses Login settings “Password requirements -
gl Network Defenses
82 tps Login prompt: | Username: Minimum Password Lengths [3
= Network P d L | Password:
@ Interfaces asaword prompt: ' ' allow simple passwords (alphahiumeric)
; @@ Zone Configuration Expiration message: | Your password has expired, " Require complex passwords
[+ 1] VPN Configuration 2
@ DNS Password expiration: |90 days Rl | 2 :I af theE oty character Groups (0 every passwrd
@ Quality of Service
@ DHCP Relay F A et e | j S B e S
([ 7 Reouting

[+ g, Maintenance

Thefaur characker groups ar

Y s |etters, uppercase etbers, mumbers, and special charactarssuch as 4

Example valid password: abed0123

. ﬁﬁck.et:
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Server: jPk@  Area: NIA

gg' Firewalls
=[] Pk@ Dashboard
"} Moritor
i | Audit Viewing
gl Audit Management
s @J ePolicy Orchestratar
[} Firewall Policy Report
Attack Responses
- _,ﬂ System Responses
-] Profiler
- stmp agent
|| Policy
|| Access Control Rules
|| S5L Rules
=[5 Rule Elements
| Applications
| Network Objects
| Time Periods
Authenticators
«{st:| Passport
[#1%y Application Defenses
| Network Defenses

@ Interfaces
(@ Zone Configuration
“[ VPN Configuration

. Q Quality of Service
(@ DHCP Relay

3 Routing

+]- [ Maintenance

NIA | Hests and Discevery | Advanced Settings |

I Check Certificate Revocation

I Allew Enkrov R

™ Allow Expired Certificate

[ Enable NI&
~NIA Settings
Shared Key: |NIA_redirect_key
Authentication: ™ Enable  Mode: |niz =l
CA Certificate: |- select one - =
FW Certificate: [pefault_ssL_cert =l
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File Tools Help

L=, = j @ Server: jPk@  Area: Passport

5 Firewalls

El@, J'Pl_i@ DE_Sthﬂfd Static Passport authenticator Mariage Passports
=) Monitor

| Audit Viewing
o Audit Management General |Ad‘\ranoed
@ ePolicy Orchestrator
[} Firewall Policy Report ~Establish passport credentials

-Elj Attack Responses
=i System Responses

| Profiler I Passive (M.C)
Eg SNMP Agent
Policy IF address) | STTRCko
| Access Control Rules
| S5L Rules Certifizate; | Select One — j
Rule Elements
Applications
Metwork Objects e
Time Periods
Authenticators
NIA Authentication mode Authenticators used to establish Passport credentials:
gor s A inband | Password
"¢ Application Defenses

i ) Network Defenses =+ Web login

§& Ps " Web login with active session mode

Bl Metwork

@ Interfaces

|:| Q ig:ECCOI;ﬁQUF:hUH Default authenticator: |Password LI
4 onfiguration

@ Dns

@ Quality of Service

@ DHCP Relay

? Routing

¢ Maintenance

Ticket:



File Tools Help

L R (7)) Server: Pk@  Area: Application Defenses
@' Firewalls

(=1-[E1 iPk@ Dashboard

+ Monitor

) Audit Viewing

L} Audit Management
@ ePolicy Orchestrator
1 Firewall Policy Repart
Attack Responses
System Responses

-'WMCAfee ‘ Firewall Enterprise

Access Control Rules AR HEELSONIpERY
| S5L Rules

Rule Elements
Applications
Metwork Objects
Time Periods

Authenticators Copyright ©:1995-2012 McAfse, Inc All rights reserved.

Application Defenses Overview

Use the Defenses area to configure advanced properties for specific applications. These items are used in rules to implement various connection permissions, scanning, and filtering.

a gn%arRh‘iltet;ﬁ Use the Application Defense Groups area to select a defense for each category (for example, HTTPR, FTP, SNMP) to include im an application defense group. These groups are often used in rules that use service groups.
eputation

- Virus Scanning Use the SrmartFiter area to configure the ways in which the firewall interacts with local or remote SmartFiter serivces.
-8l Network Defenses

Use the GTI Reputation area to configure the Global Threat Inteligence threshold. Global Threat Inteligence is 3 reputation service that fitters incoming connections and provides a reputation score.

Use the Virus Scanning area to configure the anti-virus signature file download properties and advanced scanner properties. Virus scanning is an add-on module and must be licensed before the firewall will download the signature
files. Apply spam filtering to rules using the HTTP, Mail {Sendmail), and FTP Application Defenses.

@ Quality of Service
(@ DHCP Relay

|
[ Maintenance

Ticket:



& Mcafee Firewall Enterprise Admin Console I
Fie Tools Help

LS = T @ Server: jPk@  Area: Generic (Required)
B Firewalls
=-[E] jPki@ Dashboard

Monitor

| Audit Viewing
| Audit Management b ety I AR
@ ePolicy Orchestrator
i Firewall Policy Report

&8 | >l

New I Modify Rename Delete Set Expected Connections Usage I Duplicate |
| Access Control Rules
| S5L Rules :
Rule Elements Mame: |COT1I'!EC150N settings Description: |This is a default Application Defense configured to provide connection settings {imeouts].

TCP idle

Applications
Fietiisrie Cijects General | Stateful Inspection | Other IP Filter Settings
Time Periods
Authenticators Timeout values:
& MNIA
..[i7]] Passport Agent Name Timeout value {in secs) e
# Application Defenses Active Passport TCP idle 7200
5 Admin Console TCP idle o
: Change Password Server  TCP idle 1800
I Use TCP proxy Cluster Registration Tchide | 7200
I Use UDP proxy CommandCenter TCP idle 17200
- I™" Use ICMP proxy Commen Access Card TCPidle &0
,:  Selection of the abt::ue values will force applications to run DNS LIDR idle :60
¢ Mail (Sendmail) S e SR b - s ?dle St
%4 Mail (SMTP proxy) Enterprise Relay Server TCPidle | 7200
T4 Orade FTP TCP connect |15
"" FTP TCP idle | 7200
“ H323 UDF idle _60
7 H323 TCP idle 7200
% HTTP TCP connect | 15
HTTP TcPide |80
IcA UoPide &0
Smartfilber ICA TC.P idle 3800
-~ GTIReputation TI0P TcPide 3600
-} Virus Scanning MSSOL TePidle 7200
J’% ;Lestwork Defenses Non-TCP UDF Protocols response 15
Oradle TCP idle 7200
E;t’l‘:;‘r - RealMedia UDP idie 3600
@@ Zone Configuration il 134 |.dle 2 oo
S VPN Conficuration RTSP LIDP idle 3600
@ DNS SIP UDP idle _GU
@ Qualty of Service SmartFilter Admin Conzole | TCP idle 7200
(@ DHCP Relay SmartFilter Redirect Server | TCP idle | 7200
d Routing SMTP TcPide 7200
4 Maintenance SNMP UDP idle &0
— Adyanced SOCKS UDF idle | 30
SOCKS TCP idle 7200
wl Change proxy fransparency settings S5H | 7200




& Mcafee Firewall Enterprise Admin Console

File Tools Help
HEde 2E @
B Firewalls
[5] jPk@ Dashboard
[=]{ “} Menitor
= | Audit Viewing
= Audit Management
B ePolicy Orchestrator
[ Firewall Policy Report
L Attack Responses
i System Responses
= Profiler
§ SNMP Agent
[=]/ 4| Policy
| Access Control Rules
| 550 Rules
[=l[ 7 Rule Elements
| Applications
| Network Objects
| Time Periods
| Authenticators

[=] 1% Application Defenses
[=] -5y Defenses
¢ Citrix
& FTP
4 Generic (Required)
W H323
v
4 1I0P
Mail (Sendmail)
Mail (SMTP proxy)
Oracle
SIP
SNMP
SOCKS
S5H
T120
g Groups
SmartfFilter
T GTI Reputation
4 Virus Scanning
g Network Defenses
&5 ps
[=1 i Metwork
@ Interfaces
@ Zone Configuration
[#+{" VPN Configuration
@ DNS
@ Quality of Service
(@ DHCP Relay
[ Routing
[+ Maintenance

LU

Server: Fk@  Area: HTTP

IS

New | Modify | Renamel Delete I

# Anti-virus Seanning Ei\nh-'\-‘irus Secanning HTTP application defense it:-:xrnbmed iO.ff ECHT |0H‘ iCllent and Server

% minimal proxy | mirimal proxy HTTP application defense |Combined | Off |off |off |off |off |off |off |Cllent and Server | Off

[ Trusted Inbound HTTP fused for trusted inbound HTTP connections that ., I Seryer !On iOn EOn EOn EOfF !On iOFF iOFF iNot Applicable

¢ URL Filtering !URL Filtering HTTP application defense :Cumbmed iO'Ff :Off !Of‘F !Off !Off ioff :On :Client and Server !Off

‘& URL Filtering and Anti-Virus Scanning | URL Filtering and Anti-virus Scanning HTTF applic...,| Combined off |Off |Off | Off |On off |on |Cllent and Server | Off =

4] | _’_|_I
URL Translation Rules I Usage | Duplicate |

Name: [Anti-Virus Scanning Type: |Combined

HTTP dient and server enforcements
[ HTTP URL contral
[ FTP URL control
[~ HTTP request
[ HTTP reply
[V MIMEVirus/Spyware
™ Content contral
™ SmartFilter

;' Deseription: [Anti-Virus Scanning HTTP application defense

Enforcements |H'I'I'P URL control | FTP URL control | HTTP requestl HTTP reply | MIME Mirus/Spyware l Content control I SmartFilter | Connection

[V Relax protocol enforcements: ICIIent aid Server 'I

™ Rewrite Microsoft OWA HTTP

(Applies to HTTPS, Valid only when the 'SSL Rules' rule action is set to ‘Decrypt Only'.)

h’ucket:



& McAfee Firewall Enterprise Admin Console

=3 x]
File Tools Help
B g 20 @ Server: Pk@  Area; SIP
= Firewalls

=] jPk@ Dashboard

"+ Monitor

o) Audit Viewing

! = Audit Management

- I5Y epalicy Orchestrator
1[I Firewall Policy Reeport
b =] Attack Responses

i| System Responses
i) Profiler

L anmp Agent

|| Policy

ool | Access Control Rules
| 85L Rules

Rule Elements

| Applications

| Metwork Objects
| Time Periods

| Authenticators

Application Defenses
f 4 Defenses
gl Citrix

Generic {Required)
H.323
HTTP
II0P
Mail (Sendmail)
Mail (SMTP proxy)
Orade
ShNMP
S0CKS
S5H
g T120
g Groups
SmartFilter
8 GTIReputation
+E} Virus Scanning
{8 Network Defenses

COCUCCUUCCK

(@ Interfaces
(@ Zone Configuration
{7 VPN Configuration
L@ DNS
(@ Quality of Service
(A DHCP Relay
H[ ] Routing
[ @ Maintenance

% minimal proxy

L]

Media Filtering |Media Filters

Irrurumal proxy sip application defense, | Mot Enforced | Audio, Video

New | Modify | Rename |

Name: Imlnlrnal proxy

General | Media Filters |

Description: |minimal proxy sip application defense,

[~ Enfarce Media Filtering

Maximurm Call Duration: I86-100 seconds

~Peer Types

(¥ The SIP peers must be user agents (e.g., phones)
This option is the most restrictive,

" The SIP peers can be routers (mtermediaries that negotiate calls on behalf of user agents)
This option is the least restrictive.

Some routers masquerade as user agents. See the Meafee Firewall

‘1 Enterprise product documentation for more information.




@ McAfee Firewall Enterprise Admin Console

File Tools Help
Bides 28 @
E' Firewalls
(=& jPk@ Dashboard
=14} Monitor
« | Audit Viewing

4] Audit Management
1Y epolicy Orchestrator
il Firewall Policy Report
'] Attack Responses
ml| System Resporises
= | Profiler
Eﬁ SNMP Agent
=1 [l Policy
|| Access Control Rules
| S5L Rules
[=1+[ ) Rule Elements

15 Passport

(=] Application Defenses
=g Defenses

Citrix

FTP

Generic (Required)

H.323

HTTP

TIoP

Mail (Sendmail)

Mail (SMTP proxy)

Oracle

SIP

SMMP

SOCKS

LT

- T120
¥4 Groups
SmartFilter
W GTI Reputation
A Virus Scanning
S Metwork Defenses
5 1ps
=1 43 Netwaork
@ Interfaces
G Zone Configuration
[#]+ 7 WPM Configuration
G ons
& Quality of Service
GA DHEP Relay
[ Routing
[# [, Maintenance

Server: jPk@  Area; S5H

ISETE

Name / |Description

<

# minimal proxy Emmirnal proxy ssh application defense,

| [

MNew I Madify | Renamel Delate

Name: |minimal proxy

[V Allow remote shell execution
[V Allow remote command exacution (includes SCP)
[ Allow %11 forwarding

Allowed SFTP operations
" MNore
Y Any
% Selected from list

S5H Krnown Hosts Usage I Duplicats |

Description: |minimal proxy ssh application defense.

Channels |cllent Authentication I Client Advanced | Server Advanced |

Change attributes of files on the server
Create directories on the server
Create files on the server
Delete directories on the server
Delate files on the server
v Read directories on the server
v| Read files on the server
Rename files on the server
Write files on the server

Port forwarding (tunneling)
[ allow local port forwarding

I allow remote port forwarding

Allowed non-5FTP subsystems
* None
@ Any
(" Spacified in list

= | [elete |

" [ricket

.



Console

‘Server: jPk@ Area: Groups

=IBx]

& McAfee Firewall Enterprise Adm
File Tools Help
4923 ®©
Firewalls
[E ke Dashboard

B

Manitor

| Audit Viewing

__‘_.'I Audit Management
J@J ePolicy Orchestrator
1 Firewall Policy Report
Attack Responses

| System Responses

| Profiler

& SMMP Agent

Policy

—| Access Control Rules
| 55L Rules

7| Rule Elements

[iZ] Applications

- [E] Metwork Objects
- [=] Time Periods
[i2] Authenticators
’.ﬂ MNIA

- [i=] Passport

¢ Application Defenses
‘4 Defenses

Mail (Sendmail)
Mail (SMTP proxy)
Orade

SIP

SHMP

S0CKS

SmartFilter
-9 GTIReputation
-5 Virus Scanning
| Network Defenses
T 1ps5
A Metwork
@ Interfaces
(@ Zone Configuration
' VPN Configuration
@ ons
(@ Quality of Service
- DHCP Relay
&} __-. Routing
[ Maintenance

e

minimal proxy

4 URL Filtering

=None>

mirimal pr..

K

|4 URL Filtering and Anti-Virus Scanning iThis iz a default Application Defense group confie,.

New | Modify Rename

Delete

Set Default

Usage I Duph'mtel

Mame: |Anﬁ%ﬁ.rus Scanning

Description: |This is a default Application Defense group configured to enable Anti-Virus Scanning.

Select the Application Defenses for this group:

T

Application Defense

IName

Generic {Required)
Citrix '
FTP

H.323

HTTP

IIOP

Mail {Sendmail)
Mail (SMTP proxy)
Orade

SIP

SHMP

SOCKS

55H

T120

41

minimal proxy
minimal proxy
Anti-Virus Scanning
minimal proxy )
Ant-Virus Scanning
minimal proxy
'Anti-ll'in.ls Scanning
minimal proxy
' minimal proxy
minimal proxy
minimal proxy
minimal proxy
| il proxy
minimal proxy

Do ERREEEREE

i‘l’lcket;




& McAfee Firewall Enterprise Admin Console

Flle Tools Help

L O IS ) Server: Pk@  Area: SmartFilter

E Firewalls ] .

&[5 ke Dashboard SmartFilter Management | Filter Policies  Custom |ﬂ.udlt |

+ Monitaor
~la ] Audit Viewing
Lzl Audit Management
Y epalicy Orchestrator
5k Firewall Policy Report
| Attack Responses
| System Responses
L) Profiler

SMMP Agent
| Policy

|| Access Control Rules

ol | 5L Rules
[ (] Rule Elements
- [ Applications
[EE] Metwork Objects
[:27] Time Periods
[it] Authenticators
[ A
i.-{iE7] Passport
Bl Application Defenses
| El-i%g Defenses

T Citrix
Y FTP
¢ Generic (Required)
Y Ha23
1T TIOP
T4 Mail (Sendmail)
g Mall (SMTP proxy)
¢ Oracle

4 S5H
:‘- T120
Ly Groups
SmartFilter
% GTIReputation
S Virus Scanning
8l Network Deferses
178 s

(@ Zone Configuration
{ [ VPN Configuration
(@ DNs
(@ Quality of Service
(@ DHCP Relay

=p N
[-[_5 Routing
[, Maintenance

Categories: Custom Web Mail sites:
g | Find: | g | Fin: |
Category Hame Al |ur i

SchoolCheating Informasn
Search Engines

.Sexual Materials
éﬁareware.ﬁ.r.&eware
Software/Hardware

Spam LRLs

Sports
épywarefndwaremeyloggers
Stndc.Tra.ﬂing

S*-cfear-nin_g fwédla

fer:hnical Information
Techrical/Business Forums
TExthpnl-o-en Only

;-robaccn

Travel

I;Benet News

.User_l'.)eﬁned Category 0
.L;er_Deﬁned-CahegoryT
User Defined Category 2
I:Jser Defined Cate_gmryI 3
IJser Deéned_cabe_gory 4
User Defined Category 5
-Us.e} L‘Jeﬁ.ned C-a.t'egory 6

User Defined Category 7

User Defined Category 8
User Defined Category

Violence

Visual Search Engine
\Weapons

Web Ads

4]

Web Phone

M

h’ldeet:




& McAfee Firewall Enterprise Admin Console o =1

File Tools Help

"5 & e BE e Server:jPk@  Area: GTI Reputation
Bl Firewalls
Bl Pk @ Dashboard Global Threat Inteligence Whitelist

Monitor

) Audit Viewing

-] Audit Management
@ ePalicy Orchestrator
--irg Firewall Policy Report

Do not perform GTT on: Do not perform GT1 on these objects:
¥ IF Address objects

[V 1P Range abjetts

Ej Attack Responses W subnet objects
-~ E| System Responses
2| Profiler IV Host abjects

% SMMP Agent
Policy

| Access Control Rules I ;I |

--[=] 55L Rules

™ Zones except the following:

[E-[£7 Rule Elements

Applications

MNetwork Objects

Time Periods it

Authenticators

A ~ Audit

Passport r - §

Application Defenses Audit traffic allowed by GTT
# Defenses
i ~Toals Global Threat Inteligence Filtering
FTP e
Query reputation at trustedsource.org: = 2
Generic {(Required) ™ Perform GTI filtering on inbound mail
.‘, sy i T
HTTP Reptitation threshold: 80
IIop ]
Mail (Sendmail) - Advanced Settings
Mail (SMTP proxy) Adjust reputation boundaries:
Crade ; = o = : - e
ok lowrisk [14 = Unverifed [29 = Medum [# = Hiohrisk
shivp (-255to 14} (150 29) (30 to 49) (50 to 255)
jon i i 3 |30
Groups Default reputation if GTI servers are unavailable

SmartFilter
GTI Reputation
5 Virus Seanning
MNetwork Defenses

@ Interfaces
----- @ Zone Configuration
[ : VPN Configuration

----- @ Quality of Service
(@ DHCP Relay

&[4 Maintenance

Restore Defaults




& Mcafee Firewall Enterprise Admin Console

File Tools Help

LSO L R R @ Server: jPk@  Area: Virus Scanning
B Firewalls

jPk@ Dashboard

Monitor
| Audit Viewing

= Audit Management
i@% ePalicy Orchestrator
Firewall Policy Report
Attack Responses
System Responses
= Profiler
: F‘% SNMP Agent
Policy
| Access Control Rules

Applications
MNetwork Objects
Time Periods
Authenticators
MIA

: Passport

¢ Application Defenses

Scanning Distribution
{Configure the number of scanners to run concurrently for files in‘each size range)
File Size Range Scanners P
Up to 40K 2
.Up to 100K 5"2 i
Up to 1M 1
Unlimited 1

ol

50

Archive Scan Buffer Size (MB);  [128

Maximum Number of Files to Scan in an Archive: [2000

[ Scan Encrypted Files

(Recommended: 50 KB, Maximum: §4KB)

(Recommended: 128 MB, Maximum: 512 ME)

1% Groups
SmartFilter
- %} GTIReputation

8 Metwork Defenses

55 1ps

-8 Metwork

@ Interfaces

@ Zone Configuration
1 VPN Configuration

@@ Dns

@ Quality of Service

Maintenance

h’ldcet:



& Mcafee Firewall Enterprise Admin Console o

SIS
File Tools Help
B H e 25 @ ‘Server: Pk@  Area: Metwork Defenses
Firewalls
[E] jPk@ Dashboard @ Select the attacks and protocol compliarice issues to audit, The McaAfee Firewall Enterprise always defends against all attacks and compliance issues regardiess of the audits you select. Fostore Dotaile |
| Audit Viewing
& Audit Management ; . :
@] ePolicy Crchestrator 4L |1'P I upp I 1cmp I ARP l IPsec I Pvs I
Firewall Policy Report
7| Attack Responses - TCP Audits
&j| System Responses Audit the selected TCP attacks: Audit the selected TCP compliance issues:
) Profiler
SNMP Agent aborted connection attempt " Audit all TCP compliance issues
| Palicy v crafted packet probe " Audit severe and moderate TCP compliance issues
{] Access Control Rules : forngd sxrv.;e address " Audit severe TCP compliance issues
| 55 Rules CHMERDSS ‘e i compliance i
S e et v invalid sequence on SYN-ACK SHTERT LR e
Applicati | LAND DOS attack
|cakon;. out of window RST
Metwork Objects ¥| RST with no data transferred
Time Periods v SYN ficod
| Authenticators v zyn hijack on active connection
+ 5YM with FIN scan
¥ SYN-ACK probe
E J_Applicaﬁon Defenses
[}l 4 Defenses
Citrix
FTP
Generic (Required)
H.323
HTTF
IIOP
Mail {Sendmail}
Mail {SMTP proxy)
Orade
SIP
SNMP
SOCKS
S55H
....I_'# Groups
| SmartFilter
% GT1 Reputation
i Virus Scanning
£
B3 1ps
- Network Select Al Deselect Al
@ Interfaces
@ Zone Configuration
VPN Configuration
@ Dns ~ TCP Audit Frequency
@ GQualty of Service ¢ Limit auditing (recommended)
DHCP Relay
)-8 Routing Audit the first Il occurrencels) every |1 seconds,
[ [ Maintenance
 Always audit

i‘l’lcket:



File Tools Help

Server: Pk@  Area: IPS

5] x]

Bide 2E @
B Firewalls
=& jPk@ Dashboard
=4} Monitar
“ie ] Audit Viewing

L] Audit Management
MY epolicy Qrchestrator
W[y Firewall Policy Report
-] Attack Responses
~l| System Responses

<l Profiler

LY shmP Agent

| Palicy

-] Access Control Rules
1] S5L Rules

[ 77 Rule Elemerits

] applications
i) Network Objects

[=]-\5y Application Defenses
[=]- 154 Defenses
g Citrix

- Ty Generic (Required)

i H323

.G HTTP

.54 HoP

-l Mail (Sendmail)

T Mail (SMTP proxy)

4 Oracle
.4 ste
TSNP
.54 S0CKS
-4 SsH
Tyl T120
\¥4 Groups
SmartFilter
W GTIReputation
S Virus Scanning
8 Network Defenses
55
(= Metwork
@ Interfaces
|-G Zone Configuration
[#{~'] VPN Configuration
@ ons
@ Quality of Service
| G& DHCP Relay
([ Routing
[ Maintenance

Resporise Mappings | Signature Groups | Signature Browser |

G < e Sl

Name /| Description

|

Class Types

Name: |defauit

Description: |Factory provided response mapping

Class Types: Nama

Backdoor Activity
Backdoor Activity
Backdoor Check
Backdoor Check
Compaonent
Component
Confirmed attack
Confirmed attack
Decoy

Decoy

Denial of Service
Denlal of Service
Discovery
Discovery

Exploit Check
Exploit Check

File Identification
File Identification
Mo Data

No Data

Palicy

Palicy

Root Level Exploit
Root Level Exploit
Suspicious
Suspidious

User Level Exploit
User Level Exploit
Worms and Viruses
Worms and Viruses
Backdoor Activity
Backdoor Check

[Tvpe  [Respanse

[
| e

D5 Allaw

PS Drop a
DS Alow
PS Drop ' ]
jink] Allow o
1Ps Drop ]
s Allow 0
PS Drop Eo
jiok] Allow Eo
Ps Drop Mo
D5 Allow o
1Ps Drop
05 Alow
I1Ps Drop
05 Alow
PS Drop 0
ik Allow 0
Ps Drep 0
IDS Allow Eo
|1Ps Drop
jiof] Allow
1Ps Drop Mo
DS Allow
IPS Drop Eo
10s Allow o
IPs Drep 0
DS Allow 0
1PS Drop
/105 Allow Eo
1PS Drop o

POLICY | Allow no Audit [ 0
POLICY | allow no Audit B2 0

Dura_ﬂbf\_(ﬁ} Description

Communication i likely associated with an active backdoor

Communication is likely assodated with an active backdoor
| Communication is designed to check for a backdoor, This can be part of an attack, or attacker is looking for a well known backdoor that might have been part of someone else's attack,
| Communication is designed to check for a backdoor. This can be part of an attack, or attacker is looking for a well known backdoor that might have been part of someone else's attack,
Is part of an attack; but whose purpose is undeterministic, Must notable is shellcode
s part of an attack, but whose purpose is undeterministic, Must notable is shellcode
|Presence of vulnerability and exploit appear in same session,
|Presence of vulnerability and exploit appear in same session,

Mormal activity, Signatures are not to be used for IDS, firewalls or IPS,

Mormal activity, Signatures are not to be used for 105, firewalls or IPS,
| Attacks targeting to disable normal service by consuming too much resources

Attacks targeting to disable normal service by consuming too much resources
| Communications are used to discover systems, services and applications,
| Communications are used to discover systems, services and applications.
'Exnloit checks are attacks that check to see if a system has a given exploit, These attacks by themselves do not explait the system, and require a follow-on attack
|Exploit checks are attacks that check to see if a system has a given exploit, These attacks by themselves do not exploit the system, and require & follow-on attack
This signature identifies a file or file attribute,

This signature identifies a file or file attribute,

Packet had no data, Likely negotiation packet
_Packet had mo data, Likely negotiation packet

Activity is not consistent with good security practices
| Activity is not consistent with good security practices

root level exploit alarm is asseciated with attacks that have the capability of gaining the highest level access of the system
oot level exploit alarm is associated with attacks that have the capability of gaining the highest level access of the system

Activity is normally assoctaed with malicous or policy violations, but has a degree of false positives not meeting Firstlight standards

Activity is normally assoctaed with malicous or palicy vislations, but has & dagrae of false positives not meeting FirstLight standards

|User level exploits allow an attacker to gain minimal level of access (or Increased level) to the system. They do not however grant complete access to the system.
User level exploits allow an attacker to gain minimal level of access (or increased level) to the system, They do not however grant complete access to the system,
These communications are associated directly with worms and viruses

| These communications are associated directly with worms and viruses

Communication is likely associated with an active backdoor

| Communication is desianed to check for a backdoor, This can be part of an attack, or attacker is lookina for a well known backdoor that miaht have been part of somecne else's attack,

|»
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& McAfee Firewall Enterprise Admin Console ISETES

File Tools Help

BiEde g0 @ Server: JPk@  Area: Network

B Firewalls

=)[E] Pk@ Dashboard

=1 ") Manitor
ol ) Audit Viewing
{2 Audit Management

|-Gl ePalicy Orchestrator
([T Firewall Policy Report
(-] Attack Responses
-l System Responses
|l Profiler

':g.iwmm W/McAfee ‘ Firewall Enterprise

[+ | Access Control Rules An Intel Company
|| sSLRules

[=1[ 7] Rule Elements
\fi] Applications

: Network Objects
+[i2] Time Periods

2] Authenticators Copyright © 19952012 Metie, Inc. All rights resorved.
NIA

«{if] Passport
=115 Application Defenses Network Overview
[=] 124 Defenses . .
%4 Citrix Use the Interfaces area to manage the firawall's network interface cards and VLAN-enabled interfacas.
- dia Zone Confiquration : '
% Generic Requred) Use the area to configure the type-anforced network areas that are to be treated the same from a policy perspective.
¥ H323 Use the VPN Configuration area to manage the VPN definitions that provide network-extending secure data transmissions to and through the firewal, and the clent address pools that can provide internal IP addresses to
@ HTTP external VPN clients.
W 1oP
%/ Mal (Sendmail) Use the DNS area to configure DNS files when using firewall-hosted DNS. (You should either edit DNS files using the Admin Console or using a file editor, but not both. Alternating methods may cause your changes ta be
@ Mail (SMTP proxy) overwritten.)
: SI":de Use the Quality of Service area to configure Quality of Service (QoS) profiles. QoS profiles consist of queues with assigned bandwidth and priority.
o SNMP Use the DHCP Relay area to configure DHCP Relay addresses and other configuration properties.
¥ S0CKS
% 55H Use the Routing area to configure static routing and dynamic routing (BGP, OSPF, OSPF IPv6, PIMSM, and RIP).
e T120
\T4 Groups
- SmartFilter

¥ GTI Reputation
SJ} Virus Scanning

i Network Defenses
8% 1ps
=R ]

(A Interfaces
G Zone Configuration

[#1{ 1 VPN Configuration
G ONS
@ Quality of Service
(A DHCP Relay

[ ] Routing

[ # Maintenance

Ticket:



& McAfee Firewall Enterprise Admin Console
File Toolz Help

=HE9 23 @

Servert Pk@  Area: Interfaces

RIS

H Firewalls

=8 jPk@ Dashboard
-+ Monitor
1 Audit Viewing
Audit Management
ePolicy Orchestrator
Firewall Policy Report
"| Attack Responses
-mj| System Responses
i Profiler

j% SHNMP Agent
Puolicy
| Access Control Rules
551 Rules

Applications
Network Objects
Time Periods
Authenticators

i MNIA

..[i]] Passport

# Application Defenses

o Mail (Sendmail)
% Mail (SMTP proxy)

SmartFilter

S} GTI Reputation

5[ Virus Scanning

81 Network Defenses

% 1PS

£ Network

(@ Interfaces

(@ Zone Configuration
'/ VPN Canfiguration

@ Dns

@ Quality of Service

(@ DHCP Relay

i _' Routing

[ Maintenance

Interface Configuration | NIC and NIC Group Configuration |

oo 2| Fnd: | shawsmms”
Hame 4 |NIC Or NIC Group Enabled Zone IP addresses Description

<Notin use: | | . |

<Mot in use> Il em3

<Motinuse= i ems

<MNotinuse s lE em5

<Motin use> |58 ema

<Motin use> s em?

<Motin use:> \id emB

<Notin use:> i ema

é:.i; external_network le# emO v external 192.168.2.250 Default external network interface
e internal_network I em1 o internal 192.168.1.250 Default internal network interface

Additional interface information:

NIC or NIC Group: em2

|‘T‘|dcr.t:



@ McAfee Firewall Enterprise Admin Console

File Tools Help

Server; jPki@  Area; Zone Configuration

Tk

jPk@ Dashboard
+ Monitor
1 Audit Viewing
= Audit Management
@' ePolicy Orchestrator
Firewall Policy Report
Attack Responses
| System Responses
= Profiler
SNMP Agent
Policy
[ =] Access Control Rules
[~ 55L Rules
4 Rule Elements
Applications
Network Objects
Time Periods
Authenticators
MNIA
Passport
Application Defenses
}-ifg Defenses

4 Groups
SmartFilter

" GTI Reputation
4 Virus Scanning
..... 8 Network Defenses
lﬁ Ps
4 Metwork
(@ Interfaces
----- 1#.} 7one Configuration
’ VPN Configuration
Q ONS
@ Quality of Service
(@ DHCP Relay
-]

gy @ | @ Internet Zane: |externa| 'I

HName 4+ |Groups Description

3 internal

4

EANETIEme: Iexrerr.al

Description: | fralahs

[~ Groups

—Connection Options
™ Application diécavery

™ Honor ICMP redirect

T Respond to ICMP echo and timestamp
W Hide port unreachables
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File Tools Help
o Ee 2E 8 Server: Pk@ Area; VPN Configuration

B Firewalls
=1 [E] jPk@ Dashboard
({5 Monitor

(| Audit Viewing
(4] Audit Management
5 erolicy Orchestrator
[} Firewall Policy Report
1| Attack Responses
18] System Responses
(] Profiler

= ;i..-}:gmsymmm @ McAfee ‘ Firewall Enterprise

An Intel Company

1| Access Control Rules
11| 55L Rules
[=1-[ 52 Rule Elements
i Applications
Metwork Objects
Time Periods
Authenticators Copyright o 1995-2012 McAfos, Ine, All rights r_u}.;_wd,
NIA
Passpart
SR IAppllcatian Defenses VPN Configuration Overview
i ‘ ?:Feé::: Use the VPN Definitions area to configure all of the elements of a VPN connection. These elements include the VPN's source and destination, the remote and local authentication methods, what encryption and authentication
|5 FTP algorithms to use, and advanced properties such as IKE and rekey settings.

| :: :’3”:;" {Required) Use the Client Address Pools area to manage IP address pools that can provide internal IP addresses to external VPN clients.

o HTTP Use the [SAKMP Server area to manage configuration for the ISAKMP server.
o ToP
¢ Mail (Sendmail)
¥ Mal (SMTP proxy)
# Crace
o s
T SNMP
¢ SOCKS
T 55H
L. T120
174 Groups
SmartFilter
N} GTIReputation
5% Virus Scanning
‘gl Network Defenses
55 1ps
=@ Metwark
|G Interfaces
@ Zone Configuration
= |. Wfiguration
7 VPN Definitions
(7 Client Address Paols
<l ISAKMP Server
@ Dns
@ Quality of Service
(@ DHCP Relay
&[] Routing
[ Maintenance

Micket:
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File Tools Help
Bad® 235 @
E_U Firewalls
[E1 sk Dashboard
=1+ "h Monitor
= | Audit Viewing

i __?.'I Audit Management
@ ePolicy Orchestrator
5y Firewall Policy Report
i I'-I,,' Attack Responses
“ml| System Responses
Lzl Profiler
By svp Agent
= Li| Policy
|| Access Control Rules
[] 85L Rules
=| 7] Rule Elements
[ Applications
[i£] Network Objects
[:] Time Periods
[i£] Authenticators
i1 naa
[i7] Passport
(=15 Application Defenses
[=] |74 Defenses
| o Citrix
@ FP
4 Generic (Required)
¥ H.323
HTTR
II0P
Mail (Sendmail)
Mail (SMTP proxy)
Oracle
SIP
SNMP
SOCKS
SEH
Ti20
Ly Groups
SmartFilter
W GTI Reputation
i Virus Scanning
0 Network Defenses
&3] 1ps
=14 Metwork
@ Interfaces
@ Zone Configuration
=+ VPN Configuration
+ VPN Definitions
' Client Address Pools

LS N N N W

@ Quality of Service
() DHCP Relay
[ Routing
[#l [ @ Maintenance

Server: jPk@  Area: ISAKMP Server

Configure the Internet Security Assedation and Key Management Protocol (ISAKMP) server, which generates and exchanges keys for VPN sessions,

Audit Level: |Normal x I

-Advanced ISAKMP Server Options
Adjust the connection and retransmission timeouts, limit the number of new connections to the ISAKMP server, or disable certificate negotiation.

Properties |

FALUTH (Extended Authentication) Configuration
Allowed XAUTH Methads: Default XAUTH Method:

Password I ;I

E

Limit the number of active VPNs to one per user or adjust the connection and retransmission timeouts of XAUTH challenges,

Properties

3_.
§ |




Fie Toos Help

w9 2T ©

Server: Pk@  Area; Quality of Service

B Frrewals
=1+ [E) Pk@ Dashboard

=

=Lk Monitor

| Audit Viewing

% Audit Management
ePolicy Crchestrator

Firewall Policy Report

£j| System Responses
| Profiler
SMMP Agent

=} |1 Policy

| ] Access Control Rules

|| s5L Rules
(=57 Rule Elements

] Applications

Network Objects
Time Periods
Authenticators
MNIA
Passpart
El-\%¢ Application Defenses
- Defenses.
4 Citrix
Y FTP
4 Generic (Required)
W H323

g T120
J_'J Groups

L SmartFilter
% GTIReputation
----- <} Virus Scanning
Network Defenses

G Interfaces

@@ Zone Configuration

[l VPN Configuration

u’,.) VPN Definitions
Client Address Pools
ISAKMP Server

@ DHCP Relay
III_ [ Routing

[ Maintenance

W8 W %8 0 ()] Fnd: |

Profile Name 4 |Description

Queue llame 4 |Priority | Alocated Bandwidth Ports

Can Borrow

Mecket:
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File Tools Help
B e 20 @ Server: fPk@  Area: Routing

=181 %

Bl Firewalls
[=-[E] k@ Dashboard
(= Monitor
(= | Audit Viewing
:I Audit Management
@Y ePolicy Orchestrator
[T} Firewall Policy Report
15 Attack Responses
Bl System Responses
{i) Profiler
4 sMMP Agent
=& Policy
|| Access Control Rules
| 85L Rules
[=1 [ Rule Elemants
[ Applications
Metwork Objects
Time Periods
[ Authenticators
| MIA
' [] Passport
[ 154 Application Defenses
[= 14 Defenses
% Citrix
Y FP
4 Generic (Required)
W H3z23
4 HTTP
4 ToP
4 Mall (Sendmal)
Y4 Mall (SMTP proxy)
4 Orade
o s
4SNP
4 SOCKS
% ssH
% T
\ L5 Groups
Srmiar tFilter
N GT1 Reputation
<3 Virus Seanning
g Network Defenses
IPs
=@ Network
@ Interfaces
(@ Zone Configuration
Y YPN Configuration
-7 VPN Definiions
Client Address Pools
(i ISAKMP Server
@ Dns
@ Quality of Service
@“ DHCP Relay
B[4

=]

i Static Routing
[ 1" Dynamic Routing
[+ [ Maintenance

'Y McAfee

An Intel Company

‘ Firewall Enterprise

Copyright © 1995-2012 MeAfes, Inc, All rights reserved,

Routing Overview

lUse the Static Routing area to configure the firawal's default route and any other necessary static routes.

Use the Dynamic Routing area to configure dynamic routing using BGP, OSPF, OSPF IPv6, PIMSM, and RIP. BGP, OSPF, and RIP can also be configured by connecting via Telnet to the protocol's respective server, PIMSM can also
be configured by using the command line tool xorpsh.

Micket:
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@ McAfee Firewall Enterprise Admin Console
File Tools Help

B 20 @ Server; jPk@  Area: BGP

-\l ePolicy Orchestratar ;!

1 Firewall Policy Report Configuration file: Edit |

Attack Responses

‘L] System Responses & The BGP service will be automatically restarted when the configuration file is saved.
=| Profiler
3 suvp Agent
Policy
J: Access Control Rules Compare running configuration to configuration file
| 55L Rules Compare running configuration to starting configuration

Rule Elements

] Applications
Metwork Objects
2| Time Periods
Authenticators
MIA

2| Passport

Show all BGP neighbors

Show all BGP summary neighbors
Show IPv4 BGP routes

Show IPvs BGP routes

Show IPvE BGP summary neighbors
Show running configuration

Application Defenses Show starting configuration 1
> < | »
Citrix z
Refrieve |
FTP
Generic {Required)
H.323 Overwrite configuration file with running configuration:  Overwrite |
HTTP
IIoP

Mail {Sendmail)
Mail {SMTP proxy)
Orade

SIP

SmartFilter
9 GTIReputation
\firus Scanning

@ zone Configuration

VPN Configuration

> PN Definitions
Client Address Pocls
- ISAKMP Server

@ Dns

@ Quality of Service

@ DHCP Relay

| Static Routing
Dynamic Routing

- Maintenance

[«]
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File Tools Help

Server: Pk@  Area: Maintenance

1

EI8, 23 @

¢ Application Defenses _a_.J

Citrix

FTP

Generic (Required)
H.323

HTTP

IIoP

Mail {Sendmail)
Mail (SMTP proxy)
Orade

SIP

SmartFilter

S GTI Reputation

\'.3 Virus Scanning

i Network Defenses

IPS

B Network

@ Interfaces

@ Zone Configuration

! VPN Configuration

- PN Definitions

) Client Address Pools

| 1~ ISAKMP Server
(@ DNs

@ Quality of Service

DHCP Relay

Routing

' Static Routing

' Dynamic Routing

BGP

OSPF

OSPF IPwE

PIMSM

RIP

Administrator Accounts
. Remote Access Managemer
. Certificate/Key Managemer
. Cluster Wizard
. Control Center Registration
. Configuration Backup
. Date and Time
FIPS
. Hardware Acceleration
., License
.. Software Management
* System Shutdown
.. Updates
(. UPs
- File Editor

[ of

@MCA’E&E" ‘ Firewall Enterprise

An Intel Company

Copyright 10 1995-2012 MeAdze, Ine, All rights reserved,

Maintenance Overview
Use the Administrator Accounts area to manage accounts for administrators who have access to this firewal.
Use the Remote Access Management area to configure settings for the Admin Console server and the SSH server on the firewall,

Use the Certificate/Key Management area to manage certificates for remote authentication. You can create, modify, import, and export self-signed certificates, Certificate Authorities, and SSL certificates, as well as configure the
certificate server.

Use the Cluster Wizard to create or join a High Availability cluster.

Use the Control Center Registration area to register this firewall with a Control Center management server.

Use the Configuration Backup area to manage backing up and restoring configuration files, You can back up vour firewal configuration information to a client system (where the Admin Consale is installed), to another firewall, or
to this firewall's hard drive.

Use the Date and Time area to set the firewall's system clock to the correct date and time. You can also configure the use of Network Time Protocol (NTP) servers here.
Use the FIPS area to enforce US Federal Information Processing Standard 140-2.

Use the Hardware Acceleration area to configure cryptographic accelerators.

Use the License area to update your firewall license and to view and delete the hosts that count against the license host imit. You can also enter company contact information.
Use the Software Management area to manage software patches. You can download, install, uninstall, and roll back patches.

Use the System Shutdown area to reboot or power down the firewsall. You can shut down the firewall immediately or schedule a delayed shut down.

Use the Updates area to manage updates for A/V signatures, Application signatures, Geo-Location, IPS signatures, Message board and SmartFiter.

Use the UPS area to configure an uninterruptible power supply.

Use the File Editor to view and edit files located on your firewall.

Micket:
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File' Tools Help .
oom e 2w @ Server: Pk@  Area: Configuration Backup

[l-%4 Application Defenses :I
| [\ Defenses

Configuration Backup | Configuration Restore | Schedule

.04 Citrix .
i FIP ~Backup McAfee Firewal Enterprise Configuration ~Disaster Recovery Backup
o ) )
'( Generic (Required) & Client system
- H.323
i HTIP " Local McAfee Firewall Enterprise
44 TIoP
-4 Mail (Sendmail) (" Remote system (5€P) _ _
-4 Mail (SMTP proxy) . | Create Disaster Recovery Backup
IserrEme:
54 Orade
..': sIp
.4 SuMP Bassword: | i You must connect a USE flash drive to the appliance before initiating this backup. A disaster recovery backup indudes the current
%4 S0CKS configuration and installed patches, This backup can only be restored during the re-imaging process,
- S5H Heistrame: | Park Il:
.4 T120 :
i g Groups o i |
Directaryi |
SmartFilter
@ GTIReputation
T8 Virus Scanning Badkup Now
8 Metwork Defenses
EE 1ps
4 Network ~Manage Mcafee Firewall Enterprise Configuration Backups
@ Interfaces
& t local tion 4
@ Zone Configuration S SLAE et

L2 VPN Definitions |8.3.0 | ccto 2 10: & | ete | |Host: 0
' Client Address Pools )
ISAKMP Server

21f8ab_fwlocal.co stem type: SA, Packages

' Static Routing

Dynamic Routing

BGP

QSPF

QSPF [PvE

PIMSM

RIP

"% Maintenance

_ Administrator Accounts

_ Remote Access Managemer
. Certificate fKey Managemer
. Cluster Wizard

. Control Center Registration
Configuration Backup

. Date and Time

| FIPS

. Hardware Acceleration

_ License

~ Software Management

~ System Shutdown

, Updates Delete | Upload | Download | Compare | Audit | Refresh
UPs

File Editor

4 | 2
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17 Routing

Static Routing

" OSPF IPv6

1" PIMSM
" rip

Maintenance

2 Admiristrator Accounts

i, Remote Access Managemer

., Certificate Key Managemer

. Cluster Wizard

_ Control Center Registration

. Configuration Backup

, Date and Time

, FIPS

Hardware

 License

.. Software Managemeant

. System Shutdown

., Updates
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Server: Pk@  Area: Hardware Acceleration

Hardware Accelerators:
& O

Device Name /| S5L Acceleration Enabled
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H ‘T4 Application Defenses _:J
|--..‘4 Defenses

T Citrix

4 FTP

114 Generic (Required)
g H323

[Ty HTTP

[l TIOP

L Mail (Sendmall)
T Mail (SMTP proxy)
.y Orade

Y 5P

Groups
| SmartFilter

W GTIReputation

1 Virus Scanning

3 Metwork Defenses
B3 ps
£ Metwork
@ Interfaces
(@ Zone Configuration
“ VPN Configuration
7 VPN Definitions
2 Client Address Pools
e ISAKMP Server
@ Dns
G Quality of Service

|| Routing
" static Routing
" Dynamic Routing
' BGP
| OSPF
' OSPF IPvs
' PIMSM
U Rip
Maintenance
, Administrator Accounts
'_ Remote Access Managemer
'_ Certificate/Key Managemer
. Cluster Wizard
. Control Center Registration
" Configuration Backup
| Date and Time
| FIPS
. Hardware Acceleration
. License
'_ Software Management
. System Shutdown
" Updates
©ups

File Editor

| o

WARNING:

Only experienced administrators should attempt to
manually edit configuration files.

Changes made will not be chedued for errors,

Start File Editor




