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ABTOMATU3M poBaHHOE CO34aHNE NONNUTUKH

Analysis Queries Automatic Policy Generator

New job stage 1

Select permissive rule for replacement

From a device policy, select an overly permissive rule that should be replaced
with a set of tighter rules allowing only actual business traffic, and dlick Next.
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L NAT_Host_9.99.95.9 0 (0%)
[CHG1-
1 PREEA) E“"De:gruﬁ Dec 2007 gg:uaous e8Iy AL Net_192.168.1.0 4 (100%) all firewalls 4 (100%) :nv TeP ssh 4 (100%) ?cept g % Any :;.y %g

Unused rules - 4 of 15 back to SMC-Docklands

NO. HITS FIRST HIT LAST HIT NAME SOURCE DESTINATION SERVICE ACTION TRACK INSTALLON TIME COMMENT

2 [ 4L Net_192.168.1.0 5 sMC_Dacklands | % Any| ICE ssh €0 accept |[F] Log| * Any % Any |CHG1-0050112

Tce FW1_ica_pull

4 [ [ Host_192.168.1.120 | [3 SMC_Docklands | % Any| It FW1_lea €D accept Log| % Any % Any
TrD TORT LI

Time on Server: Mon, 29 Dec 2009 22:09

[T T | 3 mkemet 0% -

John Denver (admin)

Hen noJibyemsole
npasuia

Hencnonb3syemsble

06BEKTDI

CraTuctunka no
npasuiam




ABTOMATU3NPOBAHHbIN ayaAUT

tufin_socurocr comes | oo | o JROR o |

Gararal hm“ Bumran DI.-.'\-I--H.; fukinkad Baports 1 | | COKpaLulaeT BpeMﬂ
Resuls Tomplste aypIMTa |D|O
Basechine Settings Compliance Report - 'Baseline Settings Complance Report 17 /02 2008° HeCKO/ZIbKMX YacoB
Ganarated o 10 Mov 2007, X1:00:55 by John Decver
Report Teme: SuA, 17 Fab 2008, 13:13 I‘Ipep'narae-r
Baseling Managemeni: HamsbsrgD MA
peLleHns B cay4ae
Compliance Summany 9
HapyLeHni
Mamagemenl Server Compluand Mol Compliant
SporbeiGoodgiche w
Citycabs v MokeT bbITb
[ P EI.III.!'I n
ayanTopamm uam
COTPYAHMKaMM
MNogneprkka
=nk rewision
.;:ula: achpn [ Tiemsg Cisfe on Device Time on Device Admmistrsbor Instaled On QU Cleet Rl Log Global Policy Ticket 1D PCI DSS 2-0
16 = Save Policy 11 Woev 2007 QL1559 10 Ko 2007 17:40;1% . Hgre 415
Mo YMO/IYaHUIO
‘ -I;‘/ ’Q.%s ABTOMaTUYECKaa NpoBepKa COOTBETCTBMA MO MHOTMM
napameTpam OTHOCAWLMMCA K ceTeBoM 6e3onacHocCTun

.. .~




DCR ana yctpoucts Cisco

’W.ll.m] Rurvess Dwnershy | Kopone Regpatery

CneynanbHoO
pa3paboTaH ans
MapLLpyTU3aTOPOB U
KommyTaTopos Cisco

Loauts Completn

Tufin Device Audit - ' Tufin Device Audit 11/07/2011°

Generated on Thy, 14 M 2011, 11:00:27 by adown
Report Time: Thy, 14 N 2011, 110

Cisco Router - Cisco Router 2801
Policy Package: Standard

CootsetctayeT CIS 1 Revision:

Revmon Adtun Date Time Oate 00 Deviis  Tome 00 Devxie Admanatrater Iataied On GUl Chant Audt Log Molicy Package Gbal Podcy Ticket 10

NSA Router Secu rity & () Anomatic Wed, 08 Jul 2011 13:45:08 Wed, 08 M 2011 134000 Standard
Configuration Guide sk T

L TRO0L Aeduire AAA Bervioe U ¥ aibed

2 TIOO02  Medure AAA Authertication for Loge T ¥ aibed

) TPOOD Magure AAA Authentiwtios B o+ ¥ ailed

[lpoBepKa OCHOBHbIX ' TIO04 Requre AMA Authere B e
3 TPOOS Reawre AAA Authertis et 4l o ratled

. TIOO8 Appure AAA Authestum H.‘aﬁ Faled

HaCTpoeK y TIO07  Repare AAA Authentios ‘ ™ Ae O railed

" TPOO8  Ramure Priviege Lovel | for Lowel Users L Passed

’ TPO0% Ramars BSH Sarver Yersen J m,. Vassnd

6e3onacHoCTH,

10 TIOLO Repare S50 Server Timesa L # wibed
1 TPOLL Regure S50 Sarver Adhertation Ratrus Mas M v ¥l
12 TOL2 Megure VTY Transpen BSH O ¥ il
BHeceHMe 12 TROL) Ragure Temmaut fur Logn Basanins o Aus Lines m“l‘; Passad
14 TIOLA  Ragare Temeout for Logm Sessans on Console Lines T ¥ ailed
15 TROLS  Rogure Temmout for Logm Seseons on TTY Lines | ] ¥ aibed
peKOMer‘yeMbIX is TROLE  Ragure Temeout for Logm Sessons on VTY Lines \"1“’"! ¥ aibed
17 TPOLT Portnd Ausibary Pont 4l 5.} ¥ ailed
v 10 TPOLE  Regure DO Access Control .‘I.‘”'." Fassed
M3MeHeHMM B I8 TTOLY Requre VTY ACL Wk ¥ atled
20 TPO20 Aamare EAPC Darver W 3 roatbesd
n P00 Ragure Logm Bannes il \q Foailed
KOH(I)M rypauuto 33 TROI3 Remare MOTO hanner e P aibed
23 TR0 Reqare Prabie Secre L railed
24 THCI4 Ragare Paseword Eneryplion Servee L eh Fasend

R (edme)l & Glotal Laared o Custornes | Allaotan Aniaind

L Dene

HeHy»KHble
CepBUCDI

AyTeHTUDMKaUNA




Tufin — oo n nocne!




[lonb3oBaTe/In BO BCEM MUpeE

@Bankﬁust;ia Deutsche Bank D‘Eﬂﬂﬂﬂm dunHaHcoBas

Bloomberg WA oTpacnb

DISCCVER JPMorganChase £

FINANMCIAL SERVICES

Banco g =
& Santander ING e

& atat |\/'0riznn Tetefonica S swissc T - -System
= vodafone “f ?i P‘n- TE'“ESDnera Tenekom
- Yy < v/ . |
BT COX 4= Us Cellular belgacom O, i:.j,upc
e, B ADELTA o TpaHcnopt
) D p
AIRFRANCE # ‘(% % AIRBUS & Lufthansa

Marcedes-Benz \Fnlluwugm

ConocoPhillips LUK®IL [m AgipJ Exelon @00 NS

@ D siemens @ Fonro L..AL«L‘ - muwm

BlucShicld 3,£|,pa BOOXpaHeEHne

= 7 P bbott
'4‘1 WELLPOINT. S]éf)glt'ﬂﬂlﬁc e f;{fﬂ ﬁum,s,_. o Lie
UnitedHealth Grougr

el sony Deloitte Ceetsly
intgl. _ —
L @wwmghuuse B N,.@ FedEx



http://images.google.com/imgres?imgurl=http://www.russiablog.org/BarclaysCapitalLogo.jpg&imgrefurl=http://www.russiablog.org/2007/06/russian_ipos_week_24_of_2007_r.php&usg=__oxPZMzzFoRlU-OnqOLyiQz43MAM=&h=300&w=600&sz=60&hl=en&start=1&um=1&tbnid=Muha1QHYBE9sqM:&tbnh=68&tbnw=135&prev=/images?q=barclays+capital+logo&um=1&hl=en&rlz=1T4GGIH_enUS260US260
http://www.discovercard.com/
http://www.google.com/imgres?imgurl=http://www.columbusmuseum.org/learn/monet_education/images/JPMorgan_Chase_color_logo.jpg&imgrefurl=http://www.columbusmuseum.org/learn/monet_education/pages/credits.html&h=98&w=938&sz=48&tbnid=eZL0FGXcagKDWM:&tbnh=15&tbnw=148&prev=/images?q=jpmorgan+chase+logo&usg=__1r83dwicxK6h1NmZdjKdddhAp3s=&ei=t64rSpKyL4WvtwfLjcmlCA&sa=X&oi=image_result&resnum=3&ct=image
http://www.uscellular.com/
http://www.google.com/imgres?imgurl=http://www.pcee.org/images/Newsletter_Images/EE_News_Images/exelon_logo.gif&imgrefurl=http://www.pcee.org/Newsletter/News_EENews_General.asp&h=50&w=171&sz=1&tbnid=tRu9ruYyzAIjhM::&tbnh=29&tbnw=100&prev=/images?q=exelon+logo&usg=__LGM2193bRq4qgIYsuy-q7PtrF0U=&ei=9KfJSZCDH8WEsAbHjuW5Ag&sa=X&oi=image_result&resnum=3&ct=image&cd=1
http://www.wellpoint.com/default.asp
http://www.unitedhealthgroup.com/main/Default.aspx
http://www.bostonscientific.com/home.bsci/,,/navRelId/.1000/seo.serve
http://www.google.com/imgres?imgurl=http://upload.wikimedia.org/wikipedia/commons/thumb/c/ce/Coca-Cola_logo.svg/800px-Coca-Cola_logo.svg.png&imgrefurl=http://commons.wikimedia.org/wiki/File:Coca-Cola_logo.svg&h=262&w=800&sz=51&tbnid=d_R6Ope8NJyv7M::&tbnh=47&tbnw=143&prev=/images?q=coca+cola+logo&usg=__BcOLwZrp2d5wxDN1-kH6HeHNjsg=&sa=X&oi=image_result&resnum=1&ct=image&cd=1
http://www.boozallen.com/

JInueHsnpoBaHue

- OTAENbHO NNLEH3NPYIOTCA
KNacTepbl YCTPOMUCTB
nX
Konmnuectso - K KaXXa0un MMueH3npyemom
poyTepos 1
MapILIPYTM3aTOpOB no3mnunmn gobasnaerca nogaepr<ka

OT BEHA0pPA

nX
KonunyecTtso
W1H0308

OcHOBHOM
cepBep



Bonpocsl

MoXHOo Anctpubyumsa
3anNpocuTb ~ NpPoAyKTa
NO/IHOLEHHYHO OTKpbITas,
TPUaNnbHyO nposoanTcA
. Bepcuto Ha 30 obyuyeHune B
y : ' AHeu Poccuu
www.tufin.com Bbicokoe Bo3moxHa
WWW.rrc.ru KayecCTBO NOKYMKa
paboTbl cepBuca nporpammHo-
noaaepXKKu ot annapaTHoro
BeHA0pa KOMMN/1eKca

Cnacubo 3a BHMMaHue!

) NmeeTca
pkuzeev@rrc.ru BO3MOMKHOCTb

Skype — zerottl NoAAEPMKKN OT

+7 985 9994824 BeHAO0pa Ha
PYCCKOM fi3blKe



mailto:pkuzeev@rrc.ru
mailto:pkuzeev@rrc.ru
http://www.tufin.com/
http://www.rrc.ru/

