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Logged in as: admin
Data Loss ag! admin

incidents | Events
5 =] - - & - =
Incidents &3 All Products @2 Metwork ‘L Endpoint & Datacenter

Use filters to find Incidents and act on them,

ﬁ Save I_f_\‘, Saved Searches ~ 488 L‘; Hssign ;ﬂj Set Severity Eﬁ Set Validity [@Ej Close Lf*il Reopen @ Change Status $§ Delete E Schedule  [%4] Email Report E:i'; Export %27
A [ | Inddent ID Date - Type Severity Status Validity Assignee Sender/User/Owner Protocol/User Action Palicy Policy Action
[F] | 69652 1272017 6:54:20 PM GMT Metwork ! High Open Real Issue admin 172.18.70.245 http Def_jpk audit -
[ | 69651 1272012 6:54:20 PM GMT Metwork & High Cpen Real Issue admin 172,18.71.41 http Def_jpk audit
A it i e it rine E 69650 1272012 6:54:20 PM GMT Metwork 1. High Open Real Issue admin 172,18.71.11 http Def_jpk audit
R s i |__| 69649 1272012 6:53:20 PM GMT Metwork i+ High Open Real Issue admin 172,18.71.11 http Def_jpk audit
28 oarn g [ s9548 1272012 6:52:20 PM GMT Network 1 High Open Real Issue admin 172,18.71.41 http Def jpk audit
A= TG [F] | 69647 12472012 6:52:20 PM GMT Metwork 1 High Open Real Issue admin 172.18.70.225 http Def_jpk audit
7 - 30 davs ago [7] | 69646 1272012 £:51:20 PM GMT Metwork i High Open Real Issue admin 172,18.70.213 http Def jpk audit
30 - 90 days ago [F] | 69645 12/7{2012 6:51: 20 PM GMT Network 1 High Open Real Issue admin 172.18.70.213 http Def_jpk audit
Over 90 days ago [F] | 69644 12472012 6:51: 20 PM GMT Metwork L High Open Real Issue admin 172,18.70.6 http Def_jpk audit
Add Custom Date Range. ., [C] e9s43 12/7/2012 £:51:20 PM GMT Metwork i High Open Real Issue admin 172,18.70.8 http Def_jpk audit
7] | s9642 12/7/2012 6:51: 20 PM GMT Metwork i+ High Open Real Issue admin 172,18.71.22 http Def_jpk audit
~ Incident Type 3 allfricne | 1| sogay 12/7/2012 6:51:20 PM GMT Network + High Open Real Issue admin 172.18.23.54 http Def jpk audit
 Netwark ] 89540 12/7/2012 6:51:20 PM GMT Network 1 High Open Real Issue admin 172.18.23.54 http Def_jpk audit
¥ Endpoint 69639 12472012 6:51;20 PM GMT Metwork i High Open Real Issue admin 172,18.23.54 http Def_jpk audit
TR 59633 12{7/2012 6:50:20 PM GMT Network i Hih Open Real Issue admin 172.18.71.41 http Def jpk audit
§ ) 69637 1272012 6:50:20 PM GMT Metwork i High COpen Real Issue admin 172.18.70.89 http Def_jpk audit
:z::;rtv s vt 7] ss63s 12/7/2012 6:50:20 PM GMT Network i High Open Real Issue admin 172.18.71.91 http DEF_;?pk audit E
69635 12/7/2012 6:50:20 PM GMT Metwork 1 High Open Real Issue admin 172,18.71.41 http Def_jpk audit
j:leg:iwn 69634 1272012 6:50:20 PM GMT Metwork i+ High COpen Real Issue admin 172,18.71.41 http Def_jpk audit
i [F] | 69633 12/7/2012 £:50:20 PM GMT Metwork i High Open Real Issue admin 172.18.70.225 http Def_jpk audit
[F] | 69632 12{7(2012 6:50: 20 PM GMT Metwork i High Cpen Real Issue admin 172,18.70.225 http Def_jpk audit
A intarE b all frione 7] s9831 12(7/2012 6:50:20 PM GMT Metwork: i High Open Real Issue admin 172.18.70.225 http Def_jpk audit
dipen 69630 12/7/2012 6:50:20 PM GMT Metwork i High Open Real Issue admin 172,18.70.225 http Def jpk audit
69629 12/7/2012 6:50;20 PM GMT Netwark 1+ High Open Real Issue admin 172.18.70,225 http Def_jpk audit
Vet Assinen dof 4T 69628 12/7(2012 6:50:20 PM GMT Metwork i High Open Real Issue admin 172.18.70.225 http Def_jpk audit
69627 12/7(2012 6:50:20 PM GMT Metwork i High Open Real Issue admin 172,18.70.225 http Def_jpk audit
~ Policy 69626 1272012 6:50;20 PM GMT Metwork. 1 High Open Real Issue admin 172.18.70.225 http Def jpk audit
69525 12472012 6:50:20 PM GMT Metwork 4 High Open Real Issue admin 172.18.71.22 http Def_jpk audit
+ Content Blade 59524 12/7/2012 6:50:20 PM GMT Metwork 1 High Open Real Issue admin 172.18,70.175 fip Def_jpk audit
69623 124720132 6:50:20 PM GMT Metwork: i High Open Real Issue admin 172.18.70.175 fip Def_jpk audit
¥ Eiatch Comnt 69622 12/7{2017 6:50:20 PM GMT Metwork i High Open Real Issue admin 192.168.1. 106 ftp Def_jpk audit
v Sender[User/Owner 69621 12/7/2012 £:50;20 PM GMT Metwork i High Open Real Issue admin 172.18.70.175 fip Def_ipk audit A
69620 12472012 6:50:20 PM GMT Metwork i High Open Real Issue admin 172.18.70.175 fip Def_jpk audit
69519 1272012 6:49:20 PM GMT Netwark 1 High Open Real Issue admin 172,18.70.225 http Def_jpk audit
|| 69618 12{7(2012 6:49:20 PM GMT Metwork i+ High COpen Real Issue admin 172.18.70.225 http Def_jpk audit
]| 69617 12/7/2012 £:49:20 PM GMT Metwork 1+ High Open Real Issue admin 172.18.70,225 http Def_jpk audit
7] 83618 1272012 6:49: 20 PM GMT Metwork i High Open Real Issue admin 172.18.70.225 http Def_jpk audit
[ | 69615 12/7/2012 6:99:20 PM GMT Metwork i High Open Real Issue admin 172.18.71.41 http Def_jpk audit
[l 89614 12/7/2012 6:49: 20 PM GMT Metwaork 1 High COpen Real Issue admin 172,18.70.211 http Def pk audit
[E] | 69613 12{7/2012 6:49: 20 PM GMT Metwork + High Open Real Issue admin 172.18.70.225 http Def_jpk audit
[ AT ) 1247717 £+48:70 M GMT Nahanrk i Hinh Minan Raal Tamia admin 177 1R 71.41 httn Naf ink andit e
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T Filters 5] Matched Content

Data Loss A = ) Logged in_as: admin
Prevention G | I \I m (iHelp | & Log Dut
Incdents | | Events
Events [ Anproducks | @qnetiork @3 Endpoint G Datacenter
Use fiters or matched content to find Events and act on them,
3 save [Q,L Saved Searches = i E Schedule [ Email Repart E"-; Export 3%
Srreiiin Event ID Date - Type Severity Incident Sender /User/Owner Protocol/User Action Content Blade Filename Policy Policy Action
59504 12/7/2012 6:55: 29 PM GMT Metwork i High 172.18.71.41 http Message.http/HTMLFormD...  Def_jpk audit =
59503 12/7{2012 6:55:21 PM GMT Metwork & High 172,18, 7171 http Message http/HTMLFormD...,  Def jpk audit |
—— o 69502 12/7/2012 6:55:21 PM GMT Metwork i High 172.18.7L.71 http Message.http/HTMLFormD...  Def_jpk audit :
e 59501 12/7/2012 6:55:21 PM GMT Metwork § High 172.18.71.71 http Message http/HTMLFormD...  Def jpk audit :
P 58500 12/7/2012 6:55: 21 PM GMT Network 1 High 172.18.71.71 http Message.http/HTMLFormD...  Def_ipk audit |
Ele 59499 12/7/2012 6:55:21 PM GMT Metwork i High 172.18.71,71 http Message http/HTMLFarmD...  Def jpk audit
7- 30 s ago 59498 12/7/2012 6:55: 21 PM GMT Metwork i High 172.18.71.71 http Message.http/HTMLFormD...  Def jpk audit
30290 days ago 69437 12/7/2012 6:55:21 PM GMT Network 1 High 172,18.71.71 http Message.http/HTMLFormD..  Def_jpk audit |
Over 20 daye ago 59456 12/7/2012 6:55:21 PM GMT Metwork i High 172.18.71.71 http Message. http/HTMLFormD...  Def_ipk audit
Add Custom Date Range. .. 69935 12/7/2012 6:55:21 PM GMT Metwork ¥ High 172.18.71.71 http Message. httpHTMLFormD..,  Def jpk audit :
59494 12/7/2012 6:55:11 PM GMT Metwark 1 High 172.18.71.22 http Message. http/HTMLFarmD...  Def_jpk audit :
# Severity 4 of 4 all frone  goags 12/7/2012 6:55:02 PM GMT Netriork i High 172.18.70.213 http Message httpjmessage.ksh  Def_jpk audit
+ Critical 59435 12/7/2012 6:54:01 PM GMT Network + High 69660 172.18.71.22 http Message http/HTMLFormD...  Def jpk adit '
¥'High 59434 12/7/2012 6:53:48 PM GMT Metwork i High 69652 172.18.70.245 hitp Message.http/message.ksh  Def_jpk audit
jrj:ji“m 59433 12/7/2012 6:53:35 PM GMT Metwork i High 69651 172,18, 71,41 http Message. http/HTMLFarmD...  Def jpk audit
59432 12/7/2012 6:53: 12 PM GMT Network + High 69650 172,18.74.11 http Message. http/HTMLFormD...  Def_jpk audit |3
—— B— 59481 12/7/2012 6:52:35 PM GMT Network + High 69643 172.18.71.11 http Message http/HTMLFarmD...  Def jpk audit :—
69480 12/7/2012 6:51:42 PM GMT Network i High 69543 172.18.71.41 http Message.http/HTMLFormD...  Def_jpk audit
j:::;::t 69479 12/7/2012 6:51:07 PM GMT Metwork i High 69547 172,18.70.225 hitp Message.http/message.rdf  Def_jpk audit [
 Datacenter 69478 12/7/2012 6:50:22 PM GMT Metwork: i1 High 69645 172.18.70.213 http Message . htip/message.xm!  Def_jpk audit
89477 12/7/2012 6:50:22 PM GMT MNetwork i High 69545 172.18.70.213 http Message.httpjresponse.xml  Def_jpk audit
+ Policy 69476 12/7/2012 6:50:17 PM GMT Metwork 1 High 69544 172.18.70.6 http Message.hitpfresponse. xml  Def_jpk audit
63475 12/7{2012 6:50: 17 PM GMT MNetwork 1 High 69643 172.18.70.6 http Message.http/message.xml  Def_jpk audit I
~ Content Blade 59474 12/7/2012 6:50:11 PM GMT Metwork 1 High 69542 172.18.71.22 htip Message. http/HTMLFarmD .. Def_jpk audit |
59473 12/7/2012 6:49:53 PM GMT Metwork i High 69541 172.18.23.54 http Message.http/message.xml  Def_jpk audit
v Match Count 69472 12/7/2012 6:4%:53 PM GMT Network i High 69640 172.18,23.54 http Message.http/message.xml  Def_jpk audit ;
59471 12/7/2012 6:43:53 PM GMT MNetwork i High 69639 172.18.23.59 http Message.http/message.xml  Def_jpk audit [
eeades sl Unien 59463 12/7/2012 6:49:47 FM GMT Network + High 69638 172.18.71.41 http Message. http/HTMLFormD... Def jpk audit
89470 12/7/2012 6:45:44 PM GMT Network 1 High 62637 172.18.70.89 http Message.http/message.ksh  Def_jpk audit
59468 12/7/2012 6:49:37 PM GMT Network ¢ High 59635 172,18, 71,41 http Message http/HTMLFarmD...  Def jpk audit
59467 12/7/2012 6:49:36 PM GMT Netwark { High 69635 172.18.71.41 http Message. http/HTMLFormD...  Def_jpk audit 3
59965 12/7/2012 6:43:31 PM GMT Network i High 60634 172,18.71.41 http Message http/HTMLFarmD...  Def_jpk audit
69456 12/7/2012 6:49: 18 PM GMT Metwork: 1 High 696533 172.18.70.225 http Message.httpfmessage.rdf  Def_jpk audit
63460 12/7{2012 6:49:12 PM GMT Metwork & High 69632 172:18.70.225 http Message.http/body. txt Def_jpk audit
59459 12/7/2012 6:42:12 PM GMT MNetwork i High 69531 172.18.70.225 http Message. http/body. txt Def_ipk audit
63458 12/7/2012 6:4%: 12 PM GMT Network + High 69630 172,18.70.225 http Message.httpfmessage.rdf  Def_jpk audit
59457 12/7/2012 6:49: 12 PM GMT Network 1 High 62629 172,18.70.225 http Message. http/bady. et Def_jpk audit
69454 12/7/2012 6:43: 12 PM GMT Network i High 69628 172,18.70,225 http Message. http/body, txt Def_ipk audit
69455 12/7/2012 6:49:05 PM GMT Network 1 High 69527 172.18.70,225 http Message.http/message.rdf  Def_jpk audit
8945: 12/7{2012 6:49:01 PM GMT Metwork ¥ High 69626 172,18, 70,225 http Message.http/message.rdf  Def_jpk =

audit T
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[# 7 My Favorite Reports (1)
= Incident Summary Reports (6)

[# Incident Remediation Trend

= Incident Management Reports (4)
EAdvepoides
B3 Openincidents

= DLP Datacenter Reports {10)
& DLP Top Offenders - Datacen

(Ml File Count by Machine
B8 Agent ScanReport
ES GridscanReport
ESDLP AsseteatMapReport

EfsharePointScanReport

ESDatebaseScanReport

ES Lotus Notes ScanReport.

= DLP Endpoint Reports (1)
@ DLPTop Offenders -Endooint

= DLP Network Reports (5)
@ DLPTop Offenders -Network

[' Incidents by Host
E' Incidents by Protocol

= Dashboard Reports (1)
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’ File Count by Owner
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Report Manager

& Update Event Data from LDAP. () Event Data Update Status

Update Event Data from LDAP

‘You have requested to update DLP Events with user data from configured LDAP servers
MOW,. Processing can take several minutes and generating reports in the meantime may
result in inaccurate reports,

Also, please note that a background process that automatically updates user data in DLP
events from LDAP at scheduled intervals is built-n and may be running. S S S e S S S S S s S s

,:' Incidents by Status

= Incident Trend Reports (5)
ﬁ Incident Trend - by Organization

R T e e e e e e
[ neidentTrend -byPoley
[ ncdentTrend -by Severity

[ ncident Remediation Trend

= Incident Management Reports (4]
a Mumber of Incidents by Policy, Severity, Content

R Active Policies

[EE Cpen Indidents

[ Quarantined Inddents
= DLP Datacenter Reports {10)
@ DLP Top Offenders - Datacenter

e

BBAgentSaanReport
B8 Grid 5can Repart
ESDLP AssetHeatMapReport
B8 sharePantScanReport e
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= DLP Endpoint Reports (1)
@otPTopOffenders -Endpoint

I= DLP Network Reports (5)
@ DLP Top Offenders - Network

@llngdentsbyHost e
= Dashboard Reports (1)
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Policies » || Content Blades »

Show: @ General ) by Industry ) by Region ) Alpha by Content Blade =
» Regulatory Comr;\llance
j Acceptable Use
| Privacy Protection
" Intellectual Property Protection
w Company Confidential

Policy Template Library

401k and 403b
Identifies documents and transmissions that contain financial information related to employes retirement plans, and specifically to 40 1k and 403b documents used in the United States,

Confidential Documents

Identifies documents and transmissions that contain language in the header, footer or metadata indicating the content is intended only for internal or confidential company use, This policy can be customized to alse look in the
body of documents for the confidential terms and to modify the confidentiality terms being searched,

Contracts
Identifies documents and transmissions that contain legal information such as employment agreements, separation agresments, and non-disclosure agreements (NDAs),

Corporate Financials

Identifies documents and transmissions that contain financial information related to organizational accounting such as balance sheets, cash flow, income statements, key ratios, SEC information, and annual, quarterly, and
transition reports.

Critical Infrastructure Protection

Identifies documents and transmissions related to the preparedness and response to serious incidents that involve the critical infrastructure of a region or nation, Industries that generally fall under the category of critical
infrastructure are financial services, transportation, energy, communications, governmental services, public works and agriculture, Specifically, this pelicy looks for sensitive information in the form of disaster recovery and
incident response plans as well as confident......

Employee Compensation

Captures sensitive employee financial compensation information incuding salaries, commissions, and bonuses,

Employee Financials

Identifies documents and transmissions that contain financial information related to employes compensation, such as offer latters, salaries, compensation, benefits, and stock options,

Internal Project Codenames

Identifies documents and transmissions that contain codenames of an organization's internal projects, This policy requires customization of the Internal Project Codenames content blade,

Invoices and Purchase Orders

Identifies documents and transmissions that contain language indicative of invoices and purchase orders (POs).

Merger and Acquisition Agreements

Identifies documents and transmissions that contain merger and acquisition documentation such as the stock purchase or asset purchase agreements, To monitor for incldents based-on specific organization mergers or
acquisitions, create a custom content blade that requires a match to the organization names, Then, combine the new custom blade with the Merger and Acquisition Agreement expert content blade within this pelicy. Be sure to
use the operator of AND before the custom blade,

Mergers and Acquisitions

Identifies documents and transmissions that contain information about upcoming mergers and acquisitions specific ta the organization, This policy requires customization of the Mergers and Acquisitions Codenames content blade,

Network Diagrams

Identifies documents and transmissions that contain IP addresses and Visio diagrams showing an organization's netwark layout,
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Policies ~ || Content Blades »

Content Blade Advanced Settings

N i
i poices | (EEITNN

[ Edt
. Select which content blades should display exact match counts in inddents and events,
Note: This feature may negatively impact performance, especially if large documents are scanned.
Exact Match Count is: 2 Disablsd
¥ Hide Content Blades
[l Type name
[@] A Group Insurance Numbers
[V] A&  Health Plan Beneficiary Numbers
[7] A&  Medical Record Numbers
| A Patient Identification Numbers
[7] A&  USBarkAccount Numbers
M ABARouting Numbers
M Alabama Drivers License
Mg Alaska Drivers License
£ Alberta Drivers Licence
& American Express Card Mumber
M Arizona Drivers License
& Arkansas Drivers License
Iil . ¥ Australia Bank Account Number
[7] #@  Australia Business Number
[EED

Copvright® 2004 - 2012 EMC Corporation, All riahts reserved.

Logged in as: admin
(@)Help | {3 Log Out



RSA

Polices = | | Content Blades '~

Data Loss

Pverin QTR QTSI QYR oo | TR

Regular Expression Manager

1 New Regular Exprassion:

Custom Regular Expressions.

Expert Regular Expressions

Name

Dollar Amounts

Domain Names

E-mail Addresses

1Pv4 Addresses

IPv6 Addresses

Passwords

LK Drivers License Mumbers

UK Electoral Mumbers

UK Passport Mumbers
US Individual Taxpayer Identification Mumbers (ITIN)
Ué .Naﬁon;al 5rué Codes

US Phane Mumbers

The regular expressions in the library can be induded in Content Blades.

Description

Regular Expression to detect doflar amounts

Regular Expression to detect domain names

Regular expression to detect e-mail addresses

Regular Expression to detect IPv4 Addresses

Regular Expression to detect IPvE Addresses

Regular Expression to detect passwords

Regular Expression to detect UK Drivers License Mumbers
Regular Expression to detect UK Electoral Roll Mumbers
Regular Expression to detect UK Passport Numbers

Regular expression to detect US phone numbers

Copyright® 2004 - 2012 EMC Corporation, Al rights reserved,

Logged in as: admin
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Copyright® 2004 - 2012 EMC Corporation, Al rights reserved.

Dictionary Mana

1ary | Mew Reference Dictionary

(Y New Custom Dict

Polictes

\

Custom /Ref Di

A dictionary is a list of terms that can be induded in Content Blades.

Expert Dictionaries
Hame
Ambiguous Stock Terms

Comman Drug Terms
Diseases and Injuries
Drug Trade Terms

Drugs and Compounds
EAR Countries .

EAR General Terms

EAR Items

EAR Organizations

EAR People

Energy General Dictionary
Eneréy Specif.’lc. Dicﬁsnarv
External Injuries General
External Irjuries Spedfic
Gambllng Games
Gambling GerJeraI
Gambling Specific

General Munitions Terms
General Stodk Terms
.I.nde).t of. Precedures

ITAR Items for EAR

NDC Formulas

Stock Actions Terms.
Stodk Dictionary

Street Drug Terms

Ticker Symbals

US Drivers License Terms.
Violence General
.\ﬁolence Speciﬁ.c
\Weapons

Canada Drivers Licence Terms

Protected Health Information Terms

Type Description

Description
Contains general stock market terminology, incuding but not limited to, Annual Report, Bear Market, Fiscal Year,Index and many others

Contalns English and French wards and phrases 1e|abed to Canadlan dnver’s licences

Contains general drug market terminology, |ndud|ng but not ||m|bed to, Cocaine, Designer Drugs, Cxycontin, PCP and many others
Contains words and phrases for diseases and nature of injury, and the external causes of injury, induding but not limited to, Amyloidosis, Lyme Disease, Neuroris and many others

Contains slang and street terms for the drug trade, such as Bagging, Dope Fiend and Gym Candy

Contalns NOI’dS and phrases for drugs, prescrlphon drugs, and compounds mdudu‘lg but not Ilmlted to Benadryl, Dexamemasone Methotrexate and marny others

Contalns the names of the Export Administration Regulations list of embargoed counmes

Contains general terminology related to items, such as Ammunition or Machine Guns, whose export is restricted or forbidden according to the Export Administration Regulations

Contains spedfic terminology related to the items, such as Acoustic-Optic Signal Processing or df-co2 laser, whose export is restricted or forbidden according to the Export Administration Regulations
Contains the names of organizations that pose a threat to L5, safety as defined by the Export Administration Regulations

Contains the names of known individuals that pose a threat to U5, safety as defined by the Export Administration Regulations

Contains a comprehensive list of general keywords related to the energy industry

Contains a comprehensive list of spedifc keywords related to energy generation and distribution
Contains a list of general keywords for injuries that are the result of blunt or penetrating trauma, such as Shooting, Drowning or Stabbing
Contains a list of spedfic keywords for injuries that are the result of blunt or penetrating trauma, such as Asphyxiation, Hypothermia or Overdose

Contalns the names ofpopular gambling games s..lch as S\ots Texas Hold' em, U’deo Poker and World Serles of Poker

Contains general keywords related to gambling |nd|.|d|ng bethng termmology such as Bank, Betting, Hedge and Scratch
Contains specific keywords related to gambling and gambling jargon such as Moving the line, Point Spread, Sucker bet and Shaving Pointz
Contains terms associated with the artides, services and related technology designated as defense-related in the U.5. International Traffic in Arms regulations

Contains general stock market terminology such as Bear Market, Bull market and DIIA

Contains a list of inpatient procedures

Contains spedfic terminology related to the items covered under the International Traffic in Arms Regulations, such as AMTV or AU-23, whose export is restricted or forbidden according to the Export Administration

Regu\ahons

Contains a list ofachve |ngred|ems from the National Drug Code fnrmulahons data
Contains health information and health insurance information terminology

Contains a simple list of keywords related to investing in the stock market, such as Buy or Hold

Coniams 3 comprehensive list of keywords relabed to |nvestrng in the stock market such as CIearlng House, Control Sbock Daisy Chain or EV/Sales

Contains slang and street terms for the drug trade, such as Batted Out, Dime Bag, Mlght\f White and Shootlng Gallery. Thls is similar to the Drug Trade Te,rms dictionary, but contains many more terms
Contains a dictionary of ticker symbols for the New York Stock Exchange

Contains words and phrases related to U.S. driver?s licenses

Comams a short list of keywords |nber|ded 0 |denhﬁ-' connent referring to \rlolence ar ﬂ'lreats of wolence commanly prohlbmed in the workplace

Conialns an extensive list ofkevwords intended to |denhf\-' content refemng tc violence or ihreats of\no\ence commonly prohibited in the Norkplace

Contains keywords for a wide variety of weapons and ammunition, Induded in this dictionary are terms such as Ammo, Ammunition, Glock and Strizzmaticator

Logged in @s: admin
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New Entity

Entities are self-contained content matching rules that can be incuded in Content Blades,
Custom Entities
Name

Mo erstom endities defined

Expert Entities

Name
| ABA Routing Mumber

Australia Business Number

Australia Company Number

Australia Medicare Card Number

Australia Tax File Number

Canada Social Insurance Number, Formatted
Canada Soclal Insurance Number, Unformatted
Credit Card Number

Credit Card Number - American Express
Credit Card Number - China Unionpay

Credit Card Number - Diners Card

Credit Card Number - Discover

Credit Card Number - 1CB

Credit Card Number - MasterCard

Credit Card Number - Visa

Credit Card Track Data

Debit Card Mumber

Expiration Date

France Drivers License

France National Identification Number, INSEE
German_v Crivers License

Germany National Identification Number

Germany MNational [dentification Number, Machine Readable

Description

A routing transit number (RTN) or ABA number is a bank code, used in the United States, which appears on items such as checks that identifies which financial institution it is drawn upon,
A unique identifying number that businesses use when dealing with other businesses, A company's ABN frequently indudes the Australia Company Number (ACN) as the last nine digits,
A unique 9-digit number issued by the Australian Securities and Investments Commission {4SIC) to every company registerad under the Commonwealth Corporations Act 2001 as an identifier,
An Australia Medicare Card Number is a number used to prove Medicare eligibilty when seeking Medicare-subsidized care from a medical practitioner or hospital,

A Tax File Number (TFN) is a unique 8- or 9-digit number that is issued to a person by the Commissioner of Taxation and is used to verify cient identity and establish income level,

A Social Insurance Number (SIN) is a number issued in Canada to administer various government programs,

A Social Insurance Number (SIN) |s & number issued in Canada to administer various gavernment programs.

A unique credit card number that matches on the Lubn?s Mod 10 checksum and patterns for American Express, China Unionpay, Diner's Club, Discover, JCB, MasterCard and VISA,

A unique credit card number issued by American Express that matches on the Lubn?s Mad 10 chacksum,

A unique credit card number issued by China Unionpay that matches on the Luhn?s Mod 10 checksum,

A unique credit card number issued by Diners Club/Carte Blanche that matches on the Lubn?s Mod 10 checksum,

A unique credit card number issued by Discover that matches on the Luhn?s Mod 10 checksum,

A unique credit card number issued by JCB that matches on the Luhn?s Mad 10 checksum,

A unique credit card number issued by MasterCard that matches on the Luhn?s Mod 10 checksum,

A unique credit card number issued by Visa that matches on the Luhn?s Mod 10 checksum,

Track data is the information encoded and stored on two tracks located within the magnetic stripe on the back of a credit card (debit card, gift card, etc),

Ar EU debit card number is 16 to 19 digits long, The last digit Is the chedk digit and 5 validated using the Luhn's formula, The preliminary digits frequently indicate the issuing bank or company,
Expiration dates {month/year) in US and EU formats for the years 2000-2019,

Aunique 12-digit identifier for French driver's license numbers,

A unique 15-digit identifier for French National Identification numbers (INSEE),

A unique 11 alphanumeric character identifier for German driver's license numbers,

& unique 10 alphanumeric character identifier for German National Identification numbers.,

A unique 36 alphanumeric character identifier for machine readable German National Identification numbers.

Logged in as: admin
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Policies = | Comsudess-

Content Blade Manager
4 New Described Content

Customize this content blade to detect the account number formats unique to your organization, This content blade is included in policies such as GLEA and
Custom Accounts,

Content blades specify the information that the system can look for in enterprise traffic or in files,
Custom Content Blades
Name Description
A = Enabled 3 Delete
Fingerprinted Content Blades
Description
< defined,
Total Fingerprint Size: 0 bytes
Show: @ Al ) by Industry (' by Region ) by Name
Template Content Blades
Name Description
A Analyst Clisnt List Customize to enable the NASD Rule 2711 and NYSE Rules 351 and 472 policy template 3¢ Delete
A Confidential Documents Identifies documents and transmissions that contain language in the header, footer or metadata indicating the content is intended only for internal or 3¢ Delete
confidential company use,
A Custom Accounts

$¢ Delete

Logged in as: admin
(@)Help | i Log Out
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Logged in as: admin
ition Dashboard Incidents r Admin ]

(R)Help | () Log Out
 Status Overview | User &Groups = | Metwork | Endpoint~ | Datacenter » | Partners | Notffications » | Settings » | Support =

{2 Network Status Overview

Device Hame Device Type Status Up Since Up Time Software Version Statistics

192,168,.252,125 Controller . & Up Details Thu Dec 06 2012 13:22:16 1days 5 hours 46 mins 9.5.1000.10109 Mot Supparted Logs

192,168.252. 136 Sensor & Up Details Thu Dec 06 2012 12:21:04 1days & hours 47 mins 9.5.1000.10109 Views Statistics

192,168.252.127 1CAP Server & oon View Statistics

192.168.252.128 Interceptor ®oown Vi i

Al times are in GMT+0400
(& Endpoint Status Overview

({j| Datacenter Status Overview

Enterprise Coordinator: & yp  version; 9.5.1000,10180

Logs
Agent Grou Grid Grou
Site Status = - - e -
Total Agent Deployments in Progress Total Scans in Progress
WIN-SRNTGSKUE20 Site ("] Up 0 0 0 0
Enterprise Manager
= Application Lag

* System Alerts Log
* EventLoader Log

CapyrightE 2004 - 2012 EMC Corporsticn. All rights reserved,



RSA Data Loss Logged in as: admin

Status Overview || User &Groups » || Metwork | Endpointv | Datacenter » | Partners | Notifications v | Settings » | Support »

L, New User 41 New Group New/Edit DLP Group

mﬂy&dmm Grnhu; | [Ljsave  @)cancel

' Group Hame:

Roles that apply to this group:
Roles Description
E Admin Role Can perform all functions in application, This role cannot be deleted,
Select from Directory
Mo LDAP Servers found, (7 Help
[ Browse ]
Save @Caneei

Copyright® 2004 - 2012 EMC Corporation. All rights reserved.




Data Loss Logged in as: admin

Gl v-cvvoa | noents | nepors | porces TR e 1 @i

Status Qverview | User & Groups » l&?{mrk| Endpoint ~ | Datacenter ~ | Partners | Notifications ~ | Settings ~ | Support ~

174 New Network Device « Network Controller
. il e

{3 192.168.252. 125 ${Dskete

v} E 152,168,252, 127 A Network Contraller communicates between Enterprise Manager and netwark devices,
) 57192.168.252, 128

) 53192, 168,252, 128

“ Controller Name or IP: | 192.165.252.125

[pEdt 3¢Dekte

Copyright© 2004 - 2012 EMC Corporation. Al rights reserved.



[R5/ e
Gl 0o | ncients | Repors ] powoes T

Status Overview | User &Groups = | Network | Endpeint= | Datacenter = | Partmers | Notifications = | Settings = | Support =

Agent Man agement
Us fitters to find and manage Agents installed on endpoint machines.

save [o| Saved Searches » %

~ Search Terms

~ Agent Status 3cf2 all / nane
+ Error (1)

+ Operational (0)

+ Shutdown (0}

~ Error Type

~ Date of Last Status 7 of 7 all /nene
+ (has not reparted status) (0)
+ Within last 15 minutes (0}
15 - 60 minutes ago (0)
v’ 1- 12 hours ago (0) Hastname
+ 12 - 24 hours ago (0)
+1- 15 days ago (0)
' Over 15 days ago (1)
Add Custom Date Range. ..

* Endpoint Coordinator
 Endpoint Group

~ Installation/Upgrade Date 27 all [ none
v (installation date unkaown) (0)
 Within last 24 hours (0)
+ 1-7 days ago (0)
7 - 15 days ago (1)
15 - 30 days ago (0]
30 - 60 days ago (0]
Over 60 days ago (0}
Add Custom Date Range. ..

“ Operating System
~ Agent Version
~ Policy Revision

 Configuration Revision

Copyright® 2004 - 2012 EMC Corporation. All rights reserved.

Page 1of 1

User MName Status

@ | Page Size: 50 | Updated at 12/7/2012 7:12: 16 PM GMT

(chart not available)

Heartbeat Timestamp «

B No results found.

Endpoint Group

Logged in as: admin
?)Help | & Log Out

Agent status by...
+ Endpoint Group
Date of Last Status
Instalation/Upgrade Date
Operating System
Agent Version
Endpoint Coordinator
§ 1 Policy Revision
Configuration Revision

[l Export &2
Software Version | Operating System Mame

Displaying 0 - 0 of 0
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Status Overview User & Groups ~ | Metwork || Endpeintr. | Datacenter = Partners Motifications = |

Endpoint Coordinators

Reute stetus messsges and cther agent information up fo Enterprise Manager.

B add... Bre

e Endpoint Co

Statuz | Mame

Updated at 12/7/2012 7:12:52 PM GMT

Settings =

Support ~

cPy RAM | Disk Events Queusd

Initialize Root Endpoint Coordinator

Before you can see the status of your Endpoint Coordinators (EPC), you must first
initialize the Root Endpoint Coordinator in Enterprise Manager. If you have not done
so already, please install the Root Endpoint Coordinator software on your designated
server. Installation help is available.

Once the Root Endpoint Coordinator is instaled, you wil need the folowing
information before proceeding with initialization:

+ Hostname of the Root Endpoint Coordinator

« Thumbprint generated on instzliation of the Root Endpoint Coordinator
+ Passcode defined during instaliztion of the Root Endpoint Coordinator

Next =>

Mumber of Agents

Endpoint Coordinator Details

Logged in as: admin
\‘?; Help | g Log Out
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Status Overview | User &Groups > | Network | Endpeintv | Datacenter ~ | Partners | Notifications ~ | Settings = | I Warning
= | I The Root Endpoint Coordinator is not configured.
Endpoint Groups

Enables grouping of relsted Endpoint agents, Drag and drop the Endpoint groups to order then, 1f the Endpoint agent matches muitiple grog Please navigate to the Endpoint Coordinator screen to register the Root Endpoint

Coordinator so that changes made to Endpoint Groups will be deployed to Agents.

MNew Group te Group | Sayve Group Order

Default
The Endpoint agent is assigned to the Default group if no other groups are defined or if the Endpoint agent does not match any group. You cannot delete, rename, or reorder the Default group.

Copynght® 2004 - 2012 EMC Corn ghis ressrved,

Logoed in as: admin
iHelp | g Log Qut
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RSA Prevention

Dashboard Policies

=N

Status Overview | LUser B Groups » | Network | Endpointw. | Datacenter » | Partrers | Notifications » | Settings | Support =

Endpoint Group Temporary Password Generation

Temporary Password Generation for Support

Support Code: |
valid for: 1 hours {1-256)
Type: @) policy Override ' Disable Endpoint

Generate Password | | Clear |

Copyright® 2004 - 2012 EMC Corperation. All rights reserved,

Logged in as: admin
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Logged in as: admin
il o-ors | oints | _revors | roroes  JTT

Help | & Log Qut
Status Overview | User &Groups = | Network || Endpoint= || Datacenter » | Partners | Notfications v | Settings = || Warning L

- The Root Endpeint Coordinater is not configured.
Agent Installation i

Creste Agent Authorization keys and geneate Agent installers to get Endpeint Enforce up and running on endpaint machines, Please navigate to the Endpoint Caordinator screen to register the Root Endpoint

| Coordinator so that changes made to Endpoint Groups will be deployed to Agents.
Agent Authorization Keys

Generate at least one key that will authorize the Agent as it is installed on endpoint machines. Select a key to display an example command line argument,
New Key

B Belete ey
Authorization Key Date Gererated ~

Generate a new key to get started authorizng Agent installers.

Agent Installer

After creating at least one key, generate an Agent installer. This installer can use any key from the list above to authorize the Agent during installation.

MName:

Include policy and configuration files:  [7]

Copyright@ 2004 - 2012 EMC Carporation: All rights ressrved,



RSA Data Loss Logged in as: admin

Status Overview | User &Groups ™ | Metwork | Endpoint~ || Datacenter= | Partrers | Notifications = | Settings~ | Support=

Datacenter Scan Dashboard

Gverview of all Scan Groups and lztest Scan Job information

Save' [ Saved Searches + | b sernow = M stop'sean EiExport &
A E | Sean Group Scan Group Type Status {Active GW) - Job Start Time: Job Complete Time | Items Scanned Items Skipped Events Job Type Site Coordinat
e Laordi or E
~ Status
~ Scan Group Name 0cf 1 all / none

(empty scan group name) (0)

Load Top 10 Terms

“ Scan Group Type

 Last Scan Activity 4 of 4 all [none
 (last scan activity /ime unknown) (0)
+ Within last 24 hours (0]
' 1- 14 days ago {0}
v Over 14 days ago (0]
Add Custom Date Range...

A8 No results found.

™ [ | |

Page 1of 1 © @Y | PageSize: 50 | Updated at 12/7/2012 7:15:00 PMGMT | Auto-Update: | 5 Minutes V | Displaying 0 -0 of 0

Copyright® 2004 - 2012 EMC Corporation, All rights resarved.



Data Lnr_ss ) Logged in as: admin
Hoverin QTR QTR QIR QTR i e | Brow

Status Overview | User &Groups = | Network | Endpoint= | Datacenter = | Partners | Notifications = | Settings = | Support =

Datacenter Dashboard
1 Newttem v View status

1 Ent: ise Coordinat
& WINSRNTGSUS208

B @ WIN-SRNTGSKUE20 Sitegy The Enterprise Coordinator coordinates data and agent transfer with the sites, Download Logs
= i) Agent Groups * Controller Name or IP: WIN-SRNTGSKUS20
E- im Grid Groups Description:

= a Repository Groups

B ffy Grid Worker Sets Status |

Agent Grou Grid Grou
Site Status L L

Total Agent Deployments in Progress Total Scans in Progress
WIN-9RNTGSKLIE20 Site ‘ Up a o o [i]

Copyright® 2004 - 2012 EMC Corperation, All rights reserved.
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rovenion QUSROS QTR QTR TN e | e | Bowon

Status Overview | User &Groups » | Metwork | Endpoint» | Datacenber= | Partners | Motifications v | Settings» | Supporte

Generate Agent Installer

| Generate an installation package to use on end-user machines. View status of the generated installers.
i

“Installer file name (msi): |

“Save location (UNC path): |

Username Password

Copyright® 2004 - 2012 EMC Corporation, All rights reserved,



FEY Data Loss Logged in as: admin

Pverion QTR QTR QYIS QETTRRR i g

Status Overview | User &Groups » | Network | Endpoint = | Datacenter v | Parmers | Notifications = | Settings » | Support +

[3) Add Pevice | 3¢ Pecommission Selected Devices

Device Name Vendor Product Version Status Last Reachable

device found.

Copyright® 2004 - 2012 EMC Corporstion. Al rights reserved,
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Status Overview | User &Groups » | Network | Endpoint~ | Datacenter | Partners || Notifications » || Settings + | Support +

Notification and Message Templates

The notification message content can be edited,

int Incident Generation - Mot
int Incident ration - Moti

ici scalation - Noti

i ident Escalation - Noti

FO00FFFE B

7
i

FPEPERD D PR

F &

o]

Notification Name
Endpoint
% E int Incident Generation - Mot
B Endpoint Incddent Generation - Motify User

i

Endpoint Incident Escalation - Notify Assiqnee’s Manager

Description

Sent to the assignee of a Endpointincident upon incident gereration.

Sent to the user who committed the Endpoint action that is in viclation of policy.

Sent to the manager of the user who committed the Endpoint action that is in viclation of policy.

Sent to a policy-defined list of email addresses upon Endpeint incdent generation.

Sent to the assignee of a Endpointinddent upen incident escalation.

Sent to the manager of the assignee of a Endpoint inddent upon incident escalation,

Sent to a policy-defined list of email addresses upon Endpeint incident escalation,

Endpaint Only - Message in the balloon popup that the Endpoint user sees when the policy action is justify’
Endpaint Only - Message in the balloon popup that the Endpoint user sees when the policy action is notify'
Endpairit Only - Message in the balloon popup that the desktop user sees when the palicy action is 'Block’

Customize background images for the Endpoint Agent notification balloon popup

Sent to the assignee of a Datacenter Incident upon incident generation,

Sent to the owner of the file that is in violation of policy.

Sent to the manager of the owner of the file that is in violation of policy,

Sent to & palicy-defined list of emai addresses upon Datacenter incident generation,
Sent to the assignee of a Datacenter incident upon incident escalation,

Sent to the manager of the assignee of a Datacenter incident upon incident escalation,
Sent to & policy-defined list of emai addresses upon Datacenter incident escalation,
Sent to the file owner upon incident escalation,

Sent to the file owner's manager upon inddent escalation,

Sent to the alert recepient when Datacenter scan is completed.

Sent to the assignee of a Network incident upon incdent generation.

Sent to the sender or originator of the transmission that is in violation of palicy,

Logaged in as: admin
Help | £2 Log Out




D!t! Loss Logged in as: admin

Ry oot | o | s ] o TN | B o

Status Overview | User &Groups = | Network | Endpoint» | Datacenter » | Partners | Motificaions = | Settings v | Support =

Mail Server Config
ipedt

Email Server Config

SMTP Host:

SMTP Port:

From Email Address:

Server requires authentication:
Username:

Password:

Copyright® 2004 - 2012 EMC Cerporation. All rights reserved.
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Status Overview | User &Groups = | MNetwork | Endpoint- | Datacenter - | Partners | Notifications - | Settings = | Support =

LDAP [NEW]

LDAP Name: |

Description:

Password: !-uuuu

Port: |

Encrypted: | |
Version: (V3 - |

Root DN: |

Search Filter: | mail

Search Order: |

Filter Attributes: im, ou, uid

DN Suffoc |

Email Suffic: |

Send P 1 to Endpoint Agents: [[]

LDAP Attribute Mapping
Server Type: |_A_£h;'e_D|r_eEhor\r
Email Address: |

Employee ID: |

First Name: |

{Username to connect to LDAF)

({IP address of LDAP server, eg., 10.11.0.22)

(Port number of LDAP server)

{Only attributes specified here will be used)
(Suffix to remove from DNs)

(Suffix to remove from email addresses)

(Attribute that holds the Email Address of a user, e.g. mail.)

Logged in as: admin

()Help | & Log out
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B 0:ctvoord | incdents T weports T potoes  JNEERTINN @ | Brogou

Status Overview | User &Groups » | Network | Endpoint~ | Datacenter » | Partners | Notifications || Settings = | Support ~

SIEM Configuration

[cgNew
Configuration of a Security Information and Event Management (SIEM) application
SIEM Application Name:
Description:
Syslog Settings
Syslog Hostname or IP Address: Hostname or IP address on which the syslog server is running.
Note: Events will not be delivered If this is incorrect or if the syslog is not working on the specified machine,
Export Settings
Enable Event Export: Yes
Directory Data to Export: | Department
|| Organization
| |Email Address
| Isend matched content access logs to SIEM
Transport Mechanism:
Export Format:
i Advanced Settings
5z tew

CopynghtE 2004 - 2012 EMC Corporation. All rights reserved,
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Status Overview | User &Groups = | Network | Endpoint » | Datacenter = | Partners | Notifications = || Settings = | Support =

System Alerts Configuration

oure the syslog or the emall server o enable

ts for products oth

Alert for Datacenter Scan Completion
‘Choose the alert method for scan groups,
Agent Scan Group:

Grid Scan Group:

at | (Al product ems

[
[

Syslog
Syslog
- ‘!Syslug

Alerting Method
Choose the alert method and recipient, if applicable, for the products.
Enterprise Manager:
Network:
Datacenter:
Endpoint:

Windows Event Log

sart to thes

| Email
| Email

[ Email

| Email

g Edit

Copyright® 2004 - 2012 EMC Corporation. All rights reserved.,

Logged in as: admin
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BN 0ostvoard | incdents ] Reports | poices  [NEETTINN

Status Overview | User &Groups » | Metwork | Endpoint+ | Datacenter v | Partners | Notifications » || Settings = | Support ~

RMS (Rights Management Services) Server Configuration

[ Edt

Template Distribution Service URL:

License Service URL:

Activation Service URL:
Descripti

Contact emaik:

Templates last updated:

Server Credentials for RMS Template Acquisition

[ it

Copyright® 2004 - 2012 EMC Corporation, All fights reserved,
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RSA Data Loss Logged in as: admin
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Status Overview | User &Groups v | Metwork | Endpoint+ | Datacenter » | Partners | Notifications v | Settings = | Support »

Purge Events & Incidents

Usa this page to purge or permananthy delete either Events or Incidents, Note that this action cannot be undone.You cannct purge quarantined events or incidents,

@ Incidents
() Events

Date Range: Before this date «
mim fddfyyyy hhimm AM/PM

Severity: | [ 1gnqre
[T Low
2] Medium
=] High
[ eritical

Products: | (] paTACENTER
[ neTWORK
[ enoromT

Incident Status: | [ gpen
[Z] 1n Progress
[7] closed

Validity: | [ peal 1ssue
7] non 1ssue
"] False Positive

Policies Matched: | ] pef ok

Content Blades | (1] g1 and 40% |“
[ aBa Routing Numbers -
"] Admittance and Discharge Dates

[:'. | Alabama Drivers Licerse

"] Ataska Drivers License

|__ | Alberts Drivers Licence

"] American Express Card Number
(7] analyst Clent List

"] Arizona Drivers License

[7]. Arkamene Neiiaee | iranea
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Status Overview | User 8Groups - | Metwork | Endpoint~ | Datacenter - | Partners | Notifications - || Settings - | Support -

Crawler Configuration - New/Edit

([jsave @ Cancel

" Crawler Name: |

* Resulting Content Blade Name: |

Description:

Crawler Credentials (nnﬁgllraﬁnn

Specdify the .]Zlat.acemjer Sl.te where the crawler will run and user hfnrmah.m which the crawler should run under. This user should have full read permissions on all directories.
Run As Credential:

* Run as this user: select -

* File Content Match: [Z] il and Partial Text (2] Full Binary

RunatSite:  WIN-SRNTGSKUS20 Site »

falidate User

* Full UNC Path:
" Advanced Options
Directories/Files to Crawl
Specify additional directories or files to crawl or exclude from the crawl,
Type Reg Exp Value

Default Credential

select

Credential
select

Mot Scheduled
Daily

Weekly

) Monthly

Runcranlerat 1 » 00 «

QSave @Canml

Copyright® 2004 - 2012 EMC Corporation, All rights ressrved,
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Status Overview | User &Groups = | Metwork | Endpoint = | Datacenter » | Partners | Notifications = | Settings.» | Support =

Crawler Configuration - New/Edit
[save @cancel

* Crawler Name: | |

' Resulting Content Blade Name: | |
Description: i

Crawler Credentials Configuration

Specify the Datacenter Site where the crawler will run and user information which the crawler should run under, This user should have full read permissions on all directories.
Run As Credential:

Run at Site:  WIN-GRNTGSKUG20 Site w

* Run as this user: select - Validate User

" Database Connection String:

_-_ Use "Run as user” credentials to connect to database
) Select credentials to connect to database

*Credentbal : select - |

validate Connection String

¥ ' SQL Query (or stored procedure) Describing Table and Columns to be Fingerprinted

Table Column Matching
The column entries for content matching purposes must be contained in the same table row,

Option 1: @ All columns described in above query are required
Option 2: ) Some columns are required some columns are optional

) Monthly

Runcrawlerat 1 = 100 « AM -

[]save @) Cancel

Copyright® 2004 - 2012 EMC Corporaticn, All rights reservad,
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Status Overview | User &Groups v | Network | Endpoint+ | Datacenterw | Pariners | MNotifications » | Settings = | Support »

Custom Action Sethings
EE

Upload the script thatis used to define the custom action. This script is executed as a remediation action when an endpoint user violates a policy with an action set to "Custom action & Audit. " After uploading the script, you must also select "Custom action & Audit” on the Endpoint Policy page.

“hHame: |

§ ‘_

“Custom Action Script: | | O8sop_ | (The file size must not exceed 1 MB.)

@Edit

Copyright® 2004 - 2012 EMC Corporation. All rights reserved,
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Status Overview | User &Groups ~ | Metwork | Endpoint~ | Datacenter~ | Pariners | MNotifications ~ | Settings

Support ~

Incident Status

| Eﬂ Save @ Caricel

Set Default Incident Status
DLP contains three default incident statuses, Change the default status to & customized status, if desired,

Default status for a new incident:

Default status for an inddent that is in progress:

Default status for a closed incident: Closed -

| o Add Custom Incident Status

Incident Status List

Incident Status Name

@

Open

The status used for new inddents,

In Progress

&

The status used for incidents that are between new and dosed.

Closed

@

The status used when the incident inviestigation is dosed.

List of the default and customized Inddent statuses, Drag and drop the statuses to put them in your preferred viewing order,

Delete

[-]save (@ cancel

Copyright® 2004 - 2012 EMC Corparation: All rights reserved,

Logged in as: admin
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Status Overview | User &Groups = | Metwork | Endpoint= | Datacenter = | Partners | Motifications = | Settings =
Data Discovery Feeds

Configure integration with the RSA® Archer™ eGRC Platform or RSAE: Security Anahytics by ensbling dsta feeds for sach product,

None Low Medium High Critical

Heat Scale: g -| 100 101 - | 1000 1001 - 3000 2001 - 7000 | = 7001
Basad on match count

RSAE Security Analytics Settings

|| Enable data discovery feed to RSA® Sacurity Analytics

W

Next scheduled date: Not scheduled

'l

Support =

Resat to Default

Logged in as: admin
Iff:Heﬂ) | g Log Qut
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Status Overview | User & Groups = | Metwork | Endpeint = | Datacenter - | Partners | Nofifications = | | Setfings = | Support >

[z Edit

Global Preferences:

Policy Content Detection Settings

Total Fingerprint size limit for Grid groups and Network: |2000 | Megabytes
Total Fingerprint size limit for Endpoint groups: |zq ___| Megabytes
Total Fingerprint size limit for Datecenter Agent groups: IZO ) | Megabytes
{2 Network Preferences:

URL Content Detection Settings

Detect Content in URLs: | {Enabling this feature may degrade your sensor and ICAP performance)
Quarantined Email Settings
Enable Q1 ined Email Self Rel ] {This setting can be changed on a per-policy basis)
Quarantine Expiration: !_IU | days
uarantined blocked email - Notify Sender
Quarantined email - Time Delay
Quarantined emails can generate customizable notifications: notify sender, time delay, uarantined email - Time Delay Administrator
time delay administrator, expiration, selfrelease sender notification, selfrelease time ciacartied el - Exgiatisn
delay, and selfrelease expiration, Quatantned emai - Exoation

Quarantine Self Release Sender Notification
Quarantined email - Time Delay {Self-Release)
Quarantined email - Expiration Self Releass
&ﬁ Datacenter Preferences:
Remediation Settings
Delete File Options Allowed: Shred (more secure - follows DoD standards)
_ Delete (faster)
@1 Bath

5 Username Format Preference:

Username Format: iboma‘ir‘l‘\sA‘Ni.\.\ccounﬂami

i Edit

Copyright® 2004 - 2012 EMC Corporation, All rights reserved,
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Status Overview | User &Groups v | Metwork | Endpoint~ | Datacenter v | Partners | Notifications v | Settings v || Suppert

RSA DLF Documentation

View or download any of the following PDF documents to learn more about RSA Data Loss Prevention.
{Adobe Acrobat Read. lication or plug-in required for viewing.)

RSA DLP Network | RSA DLP Endpoint RSA DLP Datacenter

User Guide User Guide User Guide

Copyright® 2004 - 2012 EMC Corporstion. All rights reserved,
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rverion QUSSR QTS QUTIN, QU i | @) Biaion

Status Overview | User &Groups v | Network | Endpeint v | Datacenter » | Partners | Notifications | Settings » | Support«.
Audit Records

Matched Content Access Audit Log
Download Log

Users Audit Log Change View Users -
Date User Action Id  Entity
Mo Audit records found.

Copyright® 2004 - 2012 EMC Corporation. Al rights reserved,



Logged in as: admin
Rl v-cvoonrs | otz | weports | porces  JETE

@Hep | § Logout
Status Overview | User &Groups » | Network | Endpoint« | Datacenter » | Partners | Notifications » | Settings + || Support»

Upgrade Manager

Allow the Enterprise Coordinator to upgrade downstream components for the following:
[¥] patacenter

Request Upgrade

Upgrade Requests:

Product Upgrade Request Date Requested Upgrade Version
| No upgrade requests found

After performing an upgrade installation of Enterprise Manager, you must update the product configurations, Use the checkboxes below to select the products to update, then click "Publish Configuration”,
[¥] netwark

|_IDatacenter Datacenter must be upgraded first

Update Status:

Device Hame Device Type Status

Update Date
| Mo update status records found

Agent Patch Deployment
To deploy an Endpoint Agent patch or hotfix, copy the file to the directory noted in the Release Motes (in a default installation this is c:\RSA\patches\agent) and click the button below,

Copyright® 2004 - 2012 EMC Cerperation, All rights raserved,
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Logged in as! admin
7 T — =
Bl oo | ncdents | Revors | _poices [T D | oo

Status Overview | User &Groups = | Network | Endpoint~ | Datacenter» | Partners | Notifications = | Settings = || Suppart »

Impork Report

[]save (@) cancel
' Report Name:
= =
" Report Category:  Select Report Category... -
File to Import
" Report Design (.rptdesign): ] OBsop..
SQL Statement
" Statement Name: ' S5QL Statement:
Report Type and Data Filters
Report Type: @ pie () Bar L/ List ) Line/Trend
* Date Range: () Al ~ OR @ " i
Select the filter parameters to display for the imported report:
= Organization | Al -]
] Product | All Products... - |
[} palicy | Al Policies... - |
[} Severity | Al Severities.,, - |
& Incident Status | All Status,.. ~ |
[]save @ cancel

Copyright® 2004 - 2012 EMC Carporaticn, All ights reserved,
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Rl ioonrs Y e | _epors | porces YT o 1 8 oo

Status Overview | User &Groups » | Metwork | Endpoint~ | Datacenter » | Partners | Motifications » | Settings - || Support>.
ERImportZipFile  [LjExportFile @) Cancel

Select the items that you would like to export. & zip file will be created which can be imported later,

R

() Export Policies

() Export Content Blades

() Export Regular Expressions From Library

() Export Dictionaries

Copyright® 2004 - 2012 EMC Corporstion, All rights resarved.
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reverion QTR QTSRO QIR QYRR i |

Status Overview

Copyright;

004 -

2012 EMC Corporation. All rights re

User & Groups ~ | Metwork | Endpoint » | Datacenter ~ Partners Motifications = | Settings ~ | Support«

RSA Data Loss Prevention

Version: 9.5, 1000
EM build number: 10226

¥ System Information

Notice and Trademarks
Copyright®& 2004 -2012 EMC Corporation, All rights reserved. RSA and the RSA logo are registered trademarks of RSA Security Inc, in the United States andjor other countries. For the most up-to-date listing of RSA trademarks, see www.rsasecurity.comflegal/trademarks_list.pdf, EMC is a registered trademark

of EMC Corporation, For the most up-to-date listing of EMC product names, see EMC Corporation Trademarks on EMC.com. All other trademarks used herein are the property of their respective owners.

Disclaimer

RSA believes the information in this publication is accurate as of its publication date. The information is subject to change without notice, THE INFORMATION IN THIS PUBLICATION IS PROVIDED "AS IS, RSA SECURITY, INC. MAKES MO REPRESENTATIONS OR WARRANTIES OF ANY KIND WITH RESPECT TO THE
INFORMATION IM THIS PUBLICATION, AND SPECIFICALLY DISCLAIMS IMPLIED WARRANTIES OF MERCHANTABILITY OR FITMESS FOR A PARTICULAR PURPOSE.

Distribution

Downloading, viewing, copying and printing documents and graphics incorporated in RSA documents and from our Web site is permissible subject to the following conditions: (a) the documents may be used only for personal, informational, non-commerdial purposes; and (b) the documents may not be modified or
altered in any way. Except where such use constitutes fair use under copyright law, users may not otherwise use, download, upload, copy, print, display, perform, reproduce, publish, license, post, transmit or distribute any information from this web site in whole or in part without the express authorization of
RSA,

Third-Party Licenses
This product may include software developed by parties other than RSA, The text of the license agreements applicable to third-party software in this product may be viewed at: Third-Party Licenses,
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File View VM

|

R SA Data Loss Prevention
The Security Division of EMC Network

=xx  WARNING — THIS WILL REFORMAT YOUR HARD DISKE AND CREATE A HEH RSA  sesex
sxx JILP NETHORE SYSTEM. ALL PREUIOUS DATA WILL BE DESTROYED. 333

To install the RSA DLP Network 9.5.1888 System, ftype:
controller to Install a DLP Hetwork Controller
sensor to Install a DLP Hetwork Sensor

interceptor to Install a DLP Network Interceptor
icapserver to Install a DLP Network ICAP Seruver

and then press ENTER.
boot :

Could not find kernel image: mustanswer
boot: _




