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1. NowaroBoe pyKOBOACTBO MO OpPraHM3auMM YAAJIeHHOro AOCTyna Mo NpoTOKoay
SSTP

B HacTosilleM pyKoBOACTBE NpejnaraloTcs NoAPO6HbIE MHCTPYKUMM MO CO3AaHMI0 s1abopaTopum
TECTUPOBaHWSA Ha OCHOBE TPEX KOMMbIOTEPOB, a TaKKe MO HAaCTPOMKE WM TECTMPOBAHMIO YAANEHHOIO
J0CTyna Yepe3 BUMPTyanbHyl YacTHyto ceTb (VPN) nog ynpaBneHnem OC Windows Server® 2008 u
Windows Vista® ¢ naketom 06HoBAeHMS 1 (SP1). 3T MHCTPYKLUMM OMMCHIBAIOT MO3TanHbIM Npouecc
HacTpoMKku SSTP-coeauHeHus.

MNpumeyvaHue

Huxecnepytowme MHCTPYKLUMM NO3BOAAIOT CHOPMMUPOBATL 1a6OPaTOPUI0 TECTUPOBAHMA
C OrPaHMUYEHHbIM YMC/IOM KOMMbIOTEPOB MUHMMAJIbHBIMU YCUAMAMM. YTOGbI COKpaTUTbL
BpemMs HacTPOMKM M YNpOCTUTb 3TOT MpOLECC, C/yX6bl He pacnpegenswrcs Mo
OTAe/IbHbIM KOMMblOTEPaM, YTO MO3BOJIMNIO Gbl MOBLICMTH CTEMEHb 3aluTbl, a
COBMELLAOTCA Ha CeTeBbIX cepBepax. Takad KOHdMrypauua He sABaseTca
pPEeKOMEeHZyeMOM ANA BHeAPEeHMs B AeMCTBylOWEN ceTM. IJTa KOHdUrypaums, He
ucknoyan IP-agpeca M Bce npouMe napameTpbl, NpejHasHauyeHa MCKAYMTeNbHO ANA
paboTbl B M30/IMPOBAHHON CETH JlabOPaTOpPHK TECTUPOBAHMS.

MO Virtual PC uau BupTyanbHbIM cepeep

MO Microsoft Virtual PC u BupTyanbHble cepBepbl nomorawT chopmMMpoBaTb JlabopaTopuio

TECTUPOBaHMs, KOTOPas OMMCHIBAETCA B HACTOAWEM JOKYMEHTE, OrpPaHMYMB  KOJIMYECTBO
YYacTBYIOLMX KOMMbIOTEPOB ABYMA MM Aaxe OAHWMM. HacTpouB BMpTyasibHylo nabopatopuio, Bbl
CMOXeTe NepemelLaTbCs MeXAY TPEMSA BUPTYa/IbHbIMM KOMMbIOTEPaMM OHUM LUETUKOM MbILLK.

2. NpoTtokon SSTP

MpoTtokon SSTP (Secure Socket Tunneling Protocol) - 310 HoBas pa3HoBMAHOCTb VPN-TyHHens,
no3BoJisloLLan nepejaeatb AaHHble Yepes 6paHAMayapbl, KOTopble G6J0KMPYIOT TpadmK NPOTOKOI0B
PPTP 1 L2TP/IPsec. B npotokonie SSTP npeaycMOTpeH MeXaHM3M MHKancynauum Tpaduka PPP yepes
kaHan SSL npoTtokosia HTTPS. MpumeHeHue npoTokona PPP, B cBOO ouepesb, AeNaeT BO3MOXKHOM
noAZep:KKYy MeTOZ0B CTPOroi MpOBEpKU MOAJIMHHOCTM - B YacTHocT, EAP-TLS. Mpotokon HTTPS
nponyckaeT gaHHble Yepe3 nopt TCP 443 - cTaHAapPTHbIM NopT Be6-gocTyna. HakoHew, npotokon SSL
(Secure Sockets Layer) ob6ecneuvBaeT 3alMTy Ha TPaHCMOPTHOM YPOBHE, a TaKXe LMPOKMe
BO3MOXHOCTH COrIacoOBaHUA KOYeH, WKdPOBaHWUA U NPOBEPKM LENOCTHOCTH.

Mpouecc VPN-nopkatoueHna no npotokosny SSTP

Huxe onucbiBaeTcA NOTOK AaHHbIX VPN-nogknoueHMa no npotokony SSTP.

Koraa nonb3oBaTtenb KomnbloTepa, paboTatouero noa ynpaeneHem OC Windows Server 2008 waun
Windows Vista c naketom o6HoBneHus 1 (SP1), uHuummpyet VPN-nogk/ioyeHue no npoToKoy
SSTP, BbINO/HAETCA C/leAyioLas Nocaef0BaTeNbHOCTb ONnepauymi.

1. SSTP-knneHT ycTaHaBnuBaeT TCP-coeguHeHue c SSTP-cepsepoM mexay TCP-
noptom SSTP-KiMeHTa, Ha3Ha4YeHHbIM AMHaMKnyecku, u TCP-nopTtom 443 SSTP-cepsepa.

2. SSTP-knneHT otnpaenset npusetctBue (SSL Client-Hello), o6o3Havas cBoe
HamepeHHe yCcTaHOBUTb ceaHc SSL ¢ SSTP-cepsepoMm.

3. SSTP-cepsep oTtnpasnseT SSTP-KAMEHTY CBOM cepTUhUKAT KoMMbioTepa.

4. SSTP-KNMeHT NpoBOAMT NPOBEPKY cepTudUKaTa KOMMblOTEpPa, onpejenseT MeToj
wudpoBaHUA ANnA npeacToswero ceaHca SSL, reHepupyeT Ky ceaHca SSL m
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OpraHu3auus yaaneHHoro gocTyra no npotokony SSTP
3aWM@poBbIBaET €ro C NOMOLbIO OTKPLITOro Kato4a CepTUPHUKaTa S>> 1 P-cepsepa. Ilocne
3TOro 3aWwundpoBaHHbIM KoY ceaHca SSL otnpasnseTcs SSTP-cepsepy.

5. SSTP-cepBep paclundpoBbiBaeT K4 ceaHca SSL npu NOMOLLM 3aKpbITOro KJuva
cBoero ceptudmMKata KomnbloTepa. Bce nocneaylowme paHHble, KoTopbiMM SSTP-
KAMeHT 6yaeT o6meHuBaTbcs C  SSTP-cepBepom, noanexatr  WudpoBaHMio
COrnacoBaHHbIM METOAOM M C MPUMEHEHMEM KJItoYa ceaHca SSL.

6. SSTP-knmeHT otnpaenseT SSTP-cepBepy 3anpoc no npotokosy HTTP yepes SSL.
7. SSTP-knueHT cornacosbiBaeT ¢ SSTP-cepsepom SSTP-TyHHE b,

8. SSTP-knmeHT cornacosbiBaeT ¢ SSTP-cepBepom PPP-coeguHeHue. B pamkax
COr/1IacoBaHMsl NMPOM3BOAMTCA NPOBEPKA MOAIMHHOCTM YUYETHbIX AaHHbIX N0Jb30BaTENEN
meToZ0oM PPP, a TakKe HacTpauBaloTca napameTpbl Tpadmka no npotokosy IP Bepcuu 4
(IPv4) nnu 6 (IPv6).

9. SSTP-kAMeHT NpucTynaeT K nepegaye Tpaduka IPv4 unm IPvé6 no kaHany PPP.

PucyHok 1. Apxutektypa SSTP Ha ypoBHe NpOTOKO/10B.

IP (wa/vE)
|
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|
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|
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|
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Data Link Layer

3. Co3paHue nabopatopum TecTMpoBaHua VPN-MoAKA4eHHI No npoTokoay SSTP

B pamkax sna6opatopmu TectMpoBaHusi VPN-MOAKNIOUEHHUI CETb COCTOMT M3 TPEX KOMMbIOTEPOB,
KOTOpbIE BbIMOJIHSAIOT HUKEMNEPEUUCIEHHBIE POJIN.

Cepeep DC1, pa6otaiowmit nog ynpaesneHnem OC Windows Server 2008,
MCMOJIHAET PoNn KOHTpoJINepa AomeHa, DNS-cepsepa 1 caitioBoro cepsepa B YacTHOM
ceTu (MHTpaceTH).

CepBep MapLpyTM3auuM 1 yaaneHHoro goctyna noa umeHem VPN1, pa6oTatowymit
noa ynpasnenmem OC Windows Server 2008, geicTsyer B KavectBe VPN-cepsepa.
Kpome Toro, Ha cepBepe VPN1 ycTaHOB/IEHbI C/y6bl cepTudmKaumm Active Directory
n cnyx6bl 1IS. OHM obecneunBaloT BO3MOXKHOCTb NOJAyM 3asBOK Ha cepTudMKaTt
KoMMbloTepa Yepe3 MHTepHeT, YTo Heo6X0AMMO AnA opraHmsauum VPN-noaKueHui
no npotokosy SSTP. HakoHel, Ha cepBepe VPN1 ycTtaHOBNEHO ABa ceTeBbiX ajanTepa.

KnneHTckuit komnbtotep CLIENT1, pa6oTatowmii noa ynpasneHrem OC Windows
Vista ¢ naketom o6HoBneHMs 1 (SP1) u wucnosHswowmi ponb VPN-kiveHTa B
o6LweocTynHou ceti (MHTepHeTe).

KoHdburypaums naopartopumn TectuposaHus VPN-Noak/IoueHMI M306pakeHa Ha ciesytoleit cxeme.

PucyHok 2. KoHdurypauma nabopatopum TeCTMpoBaHMs NOAKJ/IOYEHMI Mo npoToKoay SSTP.

192.163.0.1

131.107.0.3 131.107.0.2
B

WPNL 192.1658.0.2

4. Hactpoiika KomnbtoTepa DC1
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Komnbtotep DC1, pa6oTatowmi nog ynpasnesmem OC Windows Server 2008, ucnonHseT cinegyowme
ponu:

KOHTposinep aomeHa Contoso.com ciyx6bl Katasoros Active Directory®;
DNS-cepsep fomeHa Contoso.com;
carnosbii cepsep.
Npouecc HacTpo¥iku KomnbioTepa DC1 COCTOUT M3 HECKOJIbKMX 3TaroB:
YCTaHOBKa OMepaLMOHHOM CUCTEMBI;
HacTpo#Kka npoTokosia TCP/IP;
ycTaHoBKa cyx6 Active Directory u DNS;

CO34aHWe yYeTHOM 3amnmcK NosIb30BaTENA U MPUCBOEHWE €l NpaB yAaNeHHOro
JocTyna;

co3gaHue obLwer nanku u danna.

B HuKecneayowmx nogpasgenax 3TM onepauum onucaHbl noapo6Hee.
YcTaHoBKa Oﬂean,HOHHOﬁ CHUCTEMDI

YctaHoBka OC Windows Server 2008

1. 3anyctute komnbtoTep DC1 ¢ ycTaHoBoYHOro amcka OC Windows Server 2008.

2. CnepyWte MHCTPYKUMAM Ha 3KpaHe. lpu nosBAeHMM 3anpoca Ha BBOA Napons
BBeauTe P@ssword.

HacTpoiika npotokona TCP/IP

Heo6xo04MMO HacTpouTb Cleayowme cBomcTea npoTtokosa TCP/IP Ha Komnblotepe DC1: IP-agpec
192.168.0.1, MacKy nogceTu 255.255.255.0 1 ocHoBHOM w03 192.168.0.2.

HacTpoiika cBoMcTB npoTokona TCP/IP

1. B cekumn Provide Computer Information (npeaoctaBuTb CBEAEHMSA O KOMMbIOTEPE) OKHA
Initial Configuration Tasks (3ajauM HaYasbHOM HACTPOMKM) Ha KomnbloTepe DC1 wenkHute
ccbiiky Configure networking (HacTpouTb ceTb).

MpuMeyaHue

Ecnn okHo Initial Configuration Tasks He 6bl10 OTKPbITO paHee, OTKpPoMTe ero.
[Ana atoro BblbepuTe Start (nyck), Run (BbINONHWTL), BBEAMTE B TEKCTOBOM NoJie
oobe u HaxxmmTe KHonKy OK.

PucyHok 3. OkHo Initial Configuration Tasks.

T S —— aloix]
= ”
ﬁ Perform the folowing tasks to nitaly configure ths server ' T“ﬁnds.msienrerm
1 R le Cr r Information k‘ Specdyrg comgnter elomaton Tl
St time gona Time Zone
K¢ Cortigre rnetwodong Local Area Connection: [Pvd address sasgred by DHCP
* Provide computer name and Full Computer Name:
" domain Workgrowp:
@ Update This Serves
h‘a Enablle aubomatic updating and Updates Mever
O feecback Feedback:
& Downioad and instal updates Checked for Updates:
Instalied Updates: Fave
£} Customize This Server K| Cuntormamna your server
A A o Roles:
)g Add lnaums Features:
TH Enabde Romote Desidop Remote Desitop: Disabied =
[l Corfigure Wincows Frewal Firewalk o
I Do ot ishow this window ot ingon Close I

2. B okHe Network Connections (ceTeBble MOAKIOYEHWSA) LWEIKHMUTE MPABOM KHOMKOM
Mbiwm 3anmcb Local Area Connection (MoAK/lO4EHKWE MO JIOKA/bHOM CETU) U Bblbepute
NYHKT Properties (cBoicTBa).

3. Bo Bknagke Networking (ceTb) BbibepuTe 3anmcb Internet Protocol Version 4
(TCP/IPv4) (npotokon UHTepHeTa Bepcumn 4 (TCP/IPv4)) 1 HaxxmuTe KHOMKy Properties.

4. YctaHoBMTE nepekniovatenb B nosoxeHne Use the following IP address
(Mcnonb3osatb cneayowmi IP-agpec). Ykaxute IP-agpec 192.168.0.1, Macky noacet
255.255.255.0, ocHOoBHOM w03 192.168.0.2 u npeanoumtaembii DNS-cepsep
192.168.0.1.
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5. MocnepoBatenbHO HaxmuTe KHoMkM OK 1 Close (3aKpbiTb).

YcTaHoBKa c/y»6 Active Directory n DNS

KomnbloTep crefiyeT HasHauTb KOHTpo/iiepoM gAomeHa Contoso.com. OH 6yheT nepsbiM M
€[MHCTBEHHbIM KOHTPOJIJIEPOM JOMEHA B CETH.

HacTpoiika KomnbloTepa DC1 B posi KOHTpo/iiepa foMeHa

1. B cekummn Provide Computer Information okHa Initial Configuration Tasks Ha
KkomnbtoTepe DC1 wenkHute ccbiiky Provide computer name and domain (ykasaTb Mms
KOMMbloTepa U JOMEH).

MpumevaHne

Ecnn okHo Initial Configuration Tasks He 6b170 OTKPbLITO paHee, OTKpoMTe

ero. /lna atoro BbibepuTe Start, Run, BBeaMTe B TEKCTOBOM nosie oobe u

HaxmuTe KHonKy OK.

2. Bo Bknagke Computer Name (MMA KoMnbloTepa) AManoroBoro OKHa System
Properties (CBOMCTBa CUCTEMbI) HaXKMUTE KHOMKY Change (M3MEHMTB).

3. MpwuceouB komnbloTepy MmaA DC1, HaxxmmTe KHonKy OK.

4. Haxmute kHonKy OK B amanoroBoM okHe Computer Name/Domain Changes
(M3MeHeHWe MMEeHU KoMMbloTepa UK JOMEHa).

5. MocnegosatenbHo HaxmuTe KHOMKK Close 1 Restart Now (nepesarpysuTb ceiuac).

6. Tlocne nepesanycka cepBepa LenkHUTe ccbiiky Add roles (po6asuTb posn) B
cekumn Customize This Server (HacTpouTb 3TOT cepBep) okHa Initial Configuration
Tasks.

7. Ha ctpaHuue Before You Begin (nepea Havasiom pa6oTbl) AuanoroBoro okHa Add
Roles Wizard (Mactep Ao6aBnieHus posiei) HaxmuTe KHoMKy Next (ganee).

8. YctaHoBuTe dnaxkok Active Directory Domain Services (JoMeHHble cyx6bl Active
Directory) u HaxkmMuTe KHonKy Next.

9. MNpu nossneHmnn auanoroBoro okHa Active Directory Domain Services HaxmuTe
KHOMKy Next.

10. B ananoroBom okHe Confirm Installation Selections (noaTBepauTe Bbi6GpaHHbIE
3/1IEMEHTbI) HaXkMMTE KHOMKY Install (yctaHOBMTD).

11. B ananorosom okHe Installation Results (pe3y/sbTaTbl YCTaHOBKM) HaXKMMUTE KHOMKY
Close.

12. HaxmuTe KHonky Start u BbibepuTe Run. Beaute komaHay dcpromo B nose Open
(OTKpbITb) M HaxKMKUTE KHOMKy OK.

13. Ha ctpaHunue Welcome to the Active Directory Domain Services Installation Wizard
(MacTep yctaHoBKM Active Directory) HaxxmuTe KHonKy Next.

14. YctaHoeuB napameTp Create a new domain in a new forest (co3gatb HOBbIM JOMEH
B HOBOM JIECY), HaXXMMUTE KHOMKY Next.

15. Beeamte ums contoso.com B nosne FQDN of the forest root domain (nonHoe
[OMEHHOE MMA KOPHEBOIo JOMEHA SIeca) U HaXKMMUTE KHOMKy Next.

16. Bbibpas B crincke Forest functional level (pexum paboTbl neca) nyHKT Windows
Server 2003, HaxXmuTe KHOMKY Next.

17. YT06bl NOATBEPAUTL pexUM paboTbl neca Windows Server 2003, HaxKMMTE KHOMKY
Next.

18. Yto6bl yctaHoBWMTb DNS server (DNS-cepBep) B KayecTBe JOMOJIHUTENbHOMO
CBOMCTBA KOHTpOJIIepa IOMeHa, HalMuTe KHoMKy Next.

19. YcraHoBuTe napameTp Yes, the computer will use a dynamically assigned IP
address (not recommended) (4a, KomnbloTep 6yAeT WMCNOJMb30BaTb JAMHAMMWYECKM
HasHayaeMbli IP-agpec (He pekoMeHayeTcs)).

20. HaxkmuTe KHOMKy Yes (4a) B AMAZIOrOBOM OKHe NMOATBEPKAEHMSA.

21.  Y706bl COrNACUTLCA C MPEANIOKEHHbIM MO YMOJIYAHMIO pasMelieHMeM Manok,
HaXMMTe KHonKy Next.

22. BeauTe naposib B none Directory Services Restore Mode Administrator Password
(naponb agMUHMCTPaTOpa ANA PeXMMa BOCCTAaHOB/IEHUA CNYXO KaTasloroB) U HaXMMUTE
KHOMKy Next.

23. HaxkmmTe KHonky Next.

24. Mactep Active Directory Domain Services Installation Wizard npuctynut K
HacTpoMKe ciyx6bl Active Directory. Mo 3aBeplweHUM HACTPOMKM NOC/eA0BaTE/IbHO
HaxXMMTe KHonku Finish (rotoBo) 1 Restart Now.

Co3faHue y4eTHOM 3anMMucK MoJIb30BaTesis M MNPUCBOEHME el NpaB YAAJIeHHOro
JocTyna

Tenepb HEO6X0AMMO CO34aTb YHETHYIO 3anMCb MOJIb30BaTesIA U MPUCBOMTL €M Mpasa yAaneHHOro
focryna.

Co3aaHue Y4eTHOM 3anMcH noJsib3oBatens B c/vk6e Active Directory u npucsoeHue e npas
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OpraHusauus yganeHHoro ocTyna no npotokony SSTP

1. Ha xomnbiotepe DC1 HaxmuTe KHOMKy Start, a 3atem BbibepuTe Administrative
Tools (agMuHucTpupoBaHue) u Active Directory Users and Computers (Active
Directory - nonb3oBaTenn U KOMMbIOTEPDI).

2. PackpoiTe y3en contoso.com B JepeBe KOHCONM, HAaXOAAWEMCHA B JIEBOM YacTh
OKHa, LWeJIKHMTEe MpaBoM KHOMKOM MbllwK 3anucb Users (nosib3oBatenn), 3aTem
Bbl6epuTe New (co3gatb) 1 User (nonb3oBatesb).

3. Beegute user1 B nonsax Full name (nonHoe mmsA) u User logon name (MMA Bxoaa
nosib3oBatens).

4. HaxmuTe kKHonKy Next.

5. Beegnte P@ssword B nonax Password (naponb) u  Confirm password
(noaTBepxaeHue).

6. CHumute dnaxok User must change password at next logon (Tpe6oBaTb CMeHyY
napons npu caejylolem BxoJe B CUCTEMY), a 3aTeM ycTaHoBuTe daaxkm User cannot
change password (3anpeTMTb CMeHy napons nonb3oBatensmu) M Password never
expires (CPOK AeMCTBMA Napo/s HE OrpaHUYeH).

7. TMNocnepoBaTenbHO HaxMUTE KHOMKKU Next u Finish.

Y106bl NpeaoCTaBuTb NpaBa YAAJEHHOrO AOCTyna MoJib30BaTesilo userl, BbIMNOJHMTE Ceayume
AeNncTBuSA:

1. LenkHuTe y3en Users B ilepeBe KOHCOIM B JIEBOM YacTH OKHa. B 06n1acTi ceeaeHmit
LLle/IKHATE NPaBOM KHOMKOM MbILM 3anmcb userl 1 BbibepuTe NyHKT Properties.

2. B cekumn Network Access Permission (npaBa goctyna K cetu) Bknagku Dial-in
(yAaneHHbIM AocTyn) ycTtaHoBuTe napameTp Allow access (paspelwuTtb AOCTyn)
HaXMuTe KHonky OK.

MpumeyaHne

B paboueit cpefe MOAMTMKM YZaNeHHOTO JOCTyna HacTpauBalTCA M
BBOAATCA B IEMCTBME NOCPELACTBOM CEepBepa ceTeBbIX NoAMTHK (NPS).

3. 3aKkpoiiTe KOHCO/b 0CcHAcTKu Active Directory Users and Computers.
5. HacTtpoiika KomnbtoTepa VPN1

Komnbiotep VPN1, pa6otatowmit nog ynpaesnexvem OC Windows Server 2008, ucnonHset
cnegytoLme posu:

cnyx6bl ceptnduKaummn Active Directory - ueHTp ceptmdukaumm (CA), KoTopbii
BblaeT cepTUdMKAT KOMMbIOTEPA, HEO6XOAUMbIM A1t VPN-MOAKN04EHUSA MO NPOTOKOY
SSTP;

cnyx6a nojaynM 3asBOK B LEHTP cepTUdMKauuM depes MHTepHeT, KoTopas
obecreusMBaeT  BO3MOXHOCTb  MpejoCTaBNeHUsa  ceptuduKaToB  uyepe3  Be6-
o6o3peBarteb;

Be6-cepaep (IIS), yCTaHOB/IEHHBIM B KayecTBe 0653aTesIbHOM CyX6bl poau Ans
CNy6bl NOAAYM 3asIBOK B LEHTP cepTudMKaLmmu Yepes MHTepHeT;

MpuMeyarne

Cnyx6e MapLpyTMsauMm U yAaleHHOro AocTyrna He HyxeH cepsep IS,
NOCKO/IbKY OHa npocnywmsaeT HTTPS-coeanHeHMa HenocpeACTBEHHO Mpu
nomoum apareepa HTTP.SYS. Cepsep IIS B AaHHOM cueHapuu TpebyeTcs
Ans Toro, Yto6bl KomnbioTep CLIENT1 cMor nosyuntb 0T KomnbtoTepa VPN1
cepTUdHUKaT Yepes MHTepHerT.

CNyX6bl MONUTUKM CeTM M JocTyna, obecneuvsawolime noanepxry VPN-
NOAK/OYEHUIM Yepes CNYKBY yaaneHHoro gocTyna.

Mpouecc HacTpoku KomnbloTepa VPN1 COCTOUT M3 HECKO/IbKMX 3TanoB:
YCTaHOBKa OMNepaLuMOHHOM CUCTEMbI;
HacTpoiKka npotokona TCP/IP ans paboTbl B MHTEPHETE M MHTPACETSX;
npucoeanHeHue K gomeHy Contoso.com;

yCTaHOBKa ABYX posiei cepBepa: ciyx6 ceptudmkaumm Active Directory u Be6-
cepsepa (lIS);

CO34aHMe U yCTaHOBKa cepTUdMKaTa NpoBepPKM NOAJMHHOCTH CepBepa;

YCTaHOBKa PO/IM CAYK6 MONMUTUKM CETU M AOCTyna (CNyx6bl MapLipyTM3aLumu m
yAaNeHHOro AocTyna);

HacTpoiKka komnbtotepa VPN1 B Kadectse VPN-cepBsepa.

B HUXXecneaywlmnx nogpasgenax 3atm onepaumm onmncaHbl FIOADO6Hee.
YcTaHoBKa OI'IepaLI,MOHHOﬁ CUCTEMDI

[Ans ycraHoBkn OC Windows Server 2008 Ha Komnblotepe VPN1 BbiNosiHUTE Cneaylowme AencTems:

YcraHoBka OC Windows Server 2008
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1. B cekumn Provide Computer Information okHa Initial Configuration Tasks Ha

komnbtoTepe VP1 wenkHuute ccbinky Configure networking.

MpuMeyaHne

Ecam okHo Initial Configuration Tasks He 6b110 OTKPbLITO paHee, OTKpoMuTe
ero. [lnsa atoro BbibepuTe Start, Run, BBeaMTe B TEKCTOBOM noJsie oobe u
HaxmuTe KHomKy OK.

2. B okHe Network Connections LenKHUTE NMPaBoOM KHOMKOM MbILWM 3aMMCb CETEBOrO

NoJK/04eHMs 1 BblibepuTe NYHKT Properties.

3. Bo Bknaake Networking BbibepuTe 3anuch Internet Protocol Version 4 (TCP/IPv4) n

HaXXMMTe KHonKy Properties.
4. YcTaHoBuTe nepekntoyatesnb B nonoxeHue Use the following IP address.
5. YcTaHoBUTE cneaytolwme 3HaueHua IP-agpeca M Macku noaceTu:

a) ONIA CeTeBOM KapTbl, MOAK/OYEHHOM K O6LEAOCTYNHONM CeTu
(UHTepHeTy) - IP-agpec 131.107.0.2 1 macka nogceTn 255.255.0.0;

6) [4nA ceTeBOM KapTbl, MOAK/IOYEHHOM K YacTHOM ceTn (MHTpaceTH) - IP-
aapec 192.168.0.2, macka noaceti 255.255.255.0, npeanoumtaemblit DNS-
cepsep 192.168.0.1.

6. MocnegoBatenbHo HaxkmuTe KHonku OK u Close.

7. Y106bI nepenMmeHoBaTb CeTeBo€e NOoAK/IYeEHUE, WENKHUTE ero 3anmcb npaBoﬁ

KHOMKOM MbILWM M Bbi6epMTE KOMaHAy Rename (nepevMmeHoBatb).

8. TpucBOMTE CETEBLIM MOAKIOUEHMAM CAEAYIOWME MMEHA:
a) NOAK/IIOYEHUIO K 061LeoCTynHOM ceTn (MHTepHeTy) - Public;
6) MOAK/IOYEHMIO K YaCTHOM CeTU (MHTpaceTw) - Private.

9. 3akpoite okHo Network Connections.

YT06bI YAOCTOBEPUTLCA B HA/IMUMM CBA3M MeXAY KomnbioTepamm VPN1 u DC1, BbinoNHWTE KOMaHAY

ping Ha KomnbtoTepe VPN1.

MpoBepKa ceTeBoro NOAKAIOYEHUA NPU NOMOLLM KOMaHAbl ping

1. Ha komnbiotepe VPN1 HaxxmuTe KHOMKy Start, Bbi6epuTe Run, a 3atem BBeamTe cmd

B nosie Open. Haxxmute kHonKy OK. Beegute ping192.168.0.1 B OKHE KOMaHA.
2. Y6epauTech B TOM, YTO NpoBepKa CBA3M C KomnbloTepom DC1 npowna ycnewHo.
3. 3aKpoKTe OKHO KOMaHA.

MpucoeaunHeHune Kk foMeHy Contoso

Komnbtotep VPN1 cneayeT HaCTpouTb B KadecTBe pAAoBoro cepeepa B goMeHe Contoso.com.

MpucoeaunHenne komnblotepa VPN1 Kk foMeHy Contoso.com

1. B cekumn Provide Computer Information okHa Initial Configuration Tasks Ha

KkomnbioTepe VPN1 wenkHuTe ccbinky Provide computer name and domain.

MpuMeyaHne

Ecaum okHo Initial Configuration Tasks He 6b110 OTKPbITO paHee, OTKpoMuTe
ero. [lnsa storo BbibepuTe Start, Run, BBeaMTe B TEKCTOBOM noJie oobe u
HaxmuTe KHomKy OK.

2. Bo Bknagke Computer Name guanoroeoro okHa System Properties HaXMMTe KHOMKY

Change.

3. BmecTo uMetowerca cTpoku B nosie Computer name Beegute VPNT.

4. Bbibepute 3HauyeHne Domain (JomeH) napameTpa Member of (BxoAMT B cocTas),

BBEeAMUTE CONtOSO U HaXXMMTE KHonKy OK.

5. YKaxuTe umsa nosb3osatens administrator u naponb P@ssword.

6. [p1 nosBneHUM AnanoroBoro OKHa, OMOBELLAILErO O BXOXAEHWM KOMMbloTEpa B

COCTaB ZloMeHa contoso.com, HaXKMUTE KHOMKY OK.

7. Tpu NOSBAEHMM AMANOrOBOrO OKHA C MPEeAsIoKEHUEM nepesarpy3uTb KOMMbloTep

HaxMmMTe KHonKy OK. MocnepoBatenibHO HaxkmuTe KHOMKK Close 1 Restart Now.

YcTaHoBKa cnyx6 ceptudmKkaumm Active Directory u Be6-cepBepa

Ans noapepxku VPN-nogkntoyeHun no npoTokosy SSTP Heo6xoAMMo B MepByld ouyepeib
YCTaHOBWUTb CNyXk6bl cepTudmMKaummn Active Directory n Be6-cepsep (lIS), KoTopble aenatot

BO3MOXHbIM MOAaYy 3asIBOK Ha CepTUMKAT KOMMbloTepa Yepes MHTepHeT.

YcraHoBKa poneit VPN-cepBepa 1 cnyx6 cepTuduKaumm

1. Bongute B cucteMy VPN1, yKkasaB nma nosb3oBatensa administrator@contoso.com u

naposb P@ssword.

2. LWenkHnte ccoinky Add roles B cekumm Customize This Server okHa Initial

Confiouration Tasks.
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MpuMeyaHue

Ecaun okHo Initial Configuration Tasks He 6b110 OTKPbLITO paHee, OTKpoMnTe
ero. Jlna 3toro Bbi6epuTe Start, Run, BBeauTe B TEKCTOBOM Mosie oobe u
HaxXMmTe KHomnKy OK.

3. Ha ctpaHuue Before You Begin ananorooro okHa Add Roles Wizard HaxkmuTe
KHOMKy Next.

4. YcrtaHoBuTe dnaxok Active Directory Certificate Services (cnyx6bl cepTudmKaumm
Active Directory).

PucyHok 4. OkHo Select Server Roles.

Add Roles Wizard == |

ﬁ‘ Select Server Roles
Before You Begn

‘Select oo or mane roles 1o ingtal on this server,

Descrigtion:
ADCS I Active Derectory Certificate Services
Al
Roke Services L] Actios cbrectory Domain Stndcea e o e
[} Actve Directory Federation Services that alfow yau to issue and manage
Setup Type [ Active Directory Lightweight Drectory Services centificates wsed in a variety of
CAType [ Active Dwectory Rights Management Services applications,
Private Key L] Appbcaton Server
[ DHCP Server
Crypitography [] Db Sarver
CA Name: [ Pax Server
vakdty [ Fde Services
o [ roetvenrc Polley and Actess Services
Certificate Database ] Print Sarviens
Confirmation [} Terminal Sarvices
= L UDDE Services
YOFEIs [ web Server (115)
Resits [ windows Deplsyment Services

coesen [ ] v | _cms

5. /JBaxabl HAXXMUTE KHOMKY Next.

6. B cekuumn Role Services (cnyx6bl ponn) amanoroBoro okHa Select Role Services
(BbIGOp Cnyx6 posei) yctaHosuTe naxkok Certification Authority Web Enrollment
(cny6a nojaum 3asBOK B LLEHTp cepTudUKaumm Yepes MHTepHer).

7. Haxmute kHonky Add Required Role Services (f4o6aBuTb Tpebyemble CyKObl poJin)
B Ananorosom okHe Add Roles Wizard.

PucyHok 5. iuanorosoe okHo Add Roles Wizard.

Add Roles Wizard Il x|

o Add role services and features required for Certification Authority Web
= Enroliment?

You cannot install Cerification Authority Web Ernvoliment unless the required role services and features are also

installed
Role Services: Description:
= Web Server (IS) \web Server (IS} provides a reliable,
] Web Server manageable, and scalable Web application
infrastructure.
Management Tools
= Windows Process Activation Service
Process Madel
Corfiguration APls
NET Environment

| Acd Required Role Services Cancel |

() Wiy are these role senvces and features required? v

8. HaxkmmuTe KHonKy Next.

9. Bbibepute nyHKT Standalone (M301MPOBaHHbIN) M HAXKMMTE KHOMKY Next.

10. BbiGepute nyHKT Root CA (recommended) (KopHeBoM LIC (pekomeHgyeTcs)) u
HaxkMuTE KHOMKy Next.

11. Bbibepute nyHKT Create a new private key (co3AaTb HOBbIM 3aKpbiTbli KAOY) M
HaXMMTe KHonKy Next.

12. Y1o6bl COrNAcUTbCA C MPEA/IOKEHHbIMM MO YMOJYaHWMIO MapameTpamu
KpunTorpadmm, HaxMMUTE KHOMKY Next.

13. YT06bl COrNACUTLCA C MPEeAJIOKEHHBIM MO yMonYaHuio MMeHeM LIC, HaxmuTte
KHonKy Next B guanorosom okHe Configure CA Name (3agaHne umenn LIC).
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PucyHok 6. Ananorosoe okHo Configure CA Name.

Xl
.@5 Configure CA Name
Before You Begin Type in & common name to identify this CA. This name s added bo all cevtificates issued by the CA.
Dissnguished name suff values are pererated
R Common name for this CA:
Roole Services F;:nm-\—xn{a
e T Distrgushed name suffie
CA Typee
Private Key
Crypiogyaphy
IS - o s besrane
vakdity Period CHi=contoso-4PN1-CA
Certificate Datsbase
Wb Server (115}
FRole Services
Confimation
Frogress
Resits

14.  HaxmuTe KHOMKy Next CTO/MbKO pas, CKOJIbKO noTpebyeTcs Ans TOro, 4to6bl
COrIaCMTbCA CO BCEMM MPEAaraeMbIMM M0 YMOJIYaHMIO NapaMmeTpamu.

15. B amanoroBom okHe Confirm Installation Selections HaxmwuTte KHOMKy Install.
YCTaHOBKa MOXET 3aHATb HECKO/IbKO MMHYT.

16. B gnanoroBom okHe Installation Results HaxkmuTe KHonKy Close.

Co3flaHWe M ycTaHOBKa cepTudHKaTa NPOBEPKM NOAJIMHHOCTH cepBepa

CepTudmKaT NpoBEPKMU NOANMHHOCTU CEpBepa HYXeH AnA Toro, YTobbl Komnbtotep CLIENT1 cmor
NpoBEPUTb MOAJ/IMHHOCTL KommbtoTepa VPN1. TMepepa ycTaHoBKoM 3Toro ceptuduKata ciegyet

paspeLumTb ny6amnKaumio cepTidMKaToB B HaCTpOKMKax o6o3pesarens Internet Explorer.

HacTpoiika o6o3peBarens Internet Explorer

1. Ha komnbtotepe VPN1 HakMuTe KHOMKy Start, Le/KHWTE NpaBOM KHOMKOM MbIlUM
3anucb Internet Explorer u BbiGepmTe NyHKT Run as administrator (3anyck ot umexu
aZAMUHUCTpaTopa).

2. B cnyvae BblBoAa onoBelleHUA duabTpa duwmHra BbibepuTe nyHKT Turn off
automatic Phishing Filter (0TKNOUMTL aBTOMATMYECKMIM PUALTP DULLKMHIA) U HAKMMUTE
KHomnKy OK.

3. OrtkpoiTte MeHto Tools (cepsuc) U BoiGepuTe KoMaHay Internet Options (cBoicTBa
o6o3peBatena).

4. OTKpo¥Te BKIAAKy Security (6€30MacHOCTb) AMasoroBoro okHa Internet Options.

5. B o6nactu Select a zone to view or change security settings (BbibepuTe 30HYy Ans
HacTpOMKKM ee napameTpoB 6e30macHOCTH) BbibepuTe NyHKT Local intranet (mecTHas
MHTpaceTb).

6. CHM3bTe ypoBeHb 6e30MacHOCTM B MeCTHOM MHTpacet ¢ Medium-low (Huxke
cpegHero) 4o Low (HU3KuI) M HaxMMUTE KHOMKy OK.

MpuMeyaHne

B pabouelit cpeae BMECTO CHUNKEHMA YPOBHA 6e30MacHOCTH cnegyeT
HacTpOUTb OTAE/bHble NapameTpbl 3/71EMEHTOB ynpaBieHusa ActiveX®,
HarkaB KHomKy Custom level (apyro#).

PucyHok 7. Ainuanorosoe okHo Internet Options.

General Security |Pri\-'a::3-I I Contentl Connections I Programs | Advanced |

Select a zone to view or change security settings.

@ & v O

Internet  Localintranet Trusted sites  Restricted
sites

Local intranet =
. ites |
& This zone is for all websites that are

found on your intranet.

Security level for this zone
Allowed levels for this zone: All

- - lLow

- - - Minimal safeguards and warning prompts are provided

- - -Most content is downloaded and run without prompts
_ - All active content can run

S - Appropriate for sites that you absolutely trust

|¥ Enable Protected Mode (requires restarting Internet Explorer)
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Custom level...

OpraHu3auus yaaneHHoro gocTyra no npotokony SSTP

| Default level | |

Reset all zones to default level |

o]

Cancel | Apply |

Tenepb cnefyeT OTNPaBuTbL 3anpoc Ha MoJlyyeHue cepTudmMKaTa NpoBEpKM MOAMHHOCTU cepBepa

cpefcTBamm obospesatena Internet Explorer.

OTnpaBKa 3anpoca Ha noJsiydeHue cepTudHrKaTa NpoBEpKM NOA/IMHHOCTHU cepBepa

1. B aapecHoi cTpoke o6o3peBatens Internet Explorer Ha komnbtotepe VPN1 BBeaute

agpec http://localhost/certsrv u HaxmuTe

2.
certificate (3anpocutb ceptndmKar).

Knasumwy BBOA.

B o6nactn Select a task (Bbibepute aencteue) BbibepuTe NyHKT Request a

3. B o6nactn Request a Certificate BbiGepute nyHKT advanced certificate request

(PacLMpeHHbIM 3anpoc cepTudmKara).

4. B o6nactn Advanced Certificate Request BbiGepuTe nyHKT Create and submit a
request to this CA (co3aatb 1 BbigaTh 3anpoc 3tomy LIC).

5. Y10o6bl paspelunTb 3neMeHT ynpaBneHusa ActiveX, HaxxmuTe KHOMKy Yes.

PucyHok 8. CtpaHuua Advanced Certificate

Directory Certilicate Services - Windows Internet Explarer

Request.

- e ioix|
—

@ [ http:/focaosticertaryjcertrma.asp R £

WS¢ g Merosoft Actve Drectory Cestificate Services | | Fi - B -t - | rrage = (5 Tock - *

Microsofi Actve Diractory Cenificate 5

Advanced Certificate R

Identifying Information:

Hame: |
E-Mai: [

Company: |
Department: |

City |
State: |

CountryRegian.

Type of Cenificate Needed:

Client Authentication Certificate -i

Key Options:

@ Create new key set 0 Use existing key sat

€SP [Microsch Enhanced RSA and AES Cryptographic
Key Usage:  Exchange  Signatwe & Both

™ Mark keys as exportable

Prowder =

Key Size ,W H“ !e;: Ieeenman kay saes: £33 1024 2040 4090 $142 16984 )

& Automatic key container name " User specified key container name

ey T

4

6.

B none Name (ums) B obnact Identifying Information (MaeHTMdMUMPYIOWME

cBefeHnsa) Beegute vpnil.contoso.com, a B none Country/Region (cTpaHa wau

peruvoH) - seeamte US.

MpuMeyaHue

Moa MMeHeM NojpasymeBaeTcs UM cybbekTa cepTudmkata. OHO AOIKHO

coBnagatb C MHTepHeT-agpecom B

napaMeTpax MNOAKAKYEHMA NO

npoTtokosy SSTP, KOTopble BaM NPeACTOMT HaCTPOMUTb NO3Ke.

7. B o6nactn Type of Certificate Needed (TMn Tpe6yemoro ceptudukarta) BoibepuTe
nyHKT Server Authentication Certificate (cepTMdukaT npoBepkM NOANIMHHOCTM

cepBepa).

8. YctaHoBuTe dnaxok Mark keys
Submit (oTnpaBuThb).

9. HaxmuTe KHOMKy Yes B AMafioroBOM OKHe

as exportable (nomMeTMTb K4 Kak
3KCnopTvpyembii) B obiactn Key Options (mMapameTpbl Kuya) M HaXMMTE KHOMKY

NOATBEPKAEHUSA.

Tenepb cepTMdUKAT NPOBEPKU MOA/IMHHOCTU CepBepa HaxoAWTCS B COCTOSHWM OXuzaHuua. Ans
TOro, YTo6bl CEPTUMDMKAT MOXKHO 6bIJIO YCTAHOBWUTD, OH JOJ/IKEH ObITb BblJaH.

Bblgaya M ycTaHOBKa cepTudHKaTa NpoBEpPKM NOAMHHOCTH cepBepa

1. Ha komnbtotepe VPN1 Hax)kMuTe KHOMKyY Start 1 Bbi6epuTe NyHKT Run.

2. BseguTe kKomaHAy mmc B nosie Open 1 HaxmmTe KHomKy OK.

3.
KkomaHay Add/Remove Snap-in (406aB1Tb UK

4.

YAa/IUTb OCHACTKY).

Authority (ueHTp cepTUdMKaLMK) M HaXXMMUTE KHONKY Add.

Mpu noseneHmn ocHactkmu Console1 oTkpokite meHio File (cbain) u Bbibepute

B cnucke Available snap-ins (BocTynHble ocHacTku) BbibepuTe nyHKT Certification

5. Y106bI COrNacuUTbCA C Npea/IoKEeHHbIM N0 YMO4aHMIo napameTpom Local computer
(NoKanbHbIM KOMMbIOTEP), HAXXMKUTE KHOMKY Finish.
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6. Yto6bl 3aKpbiTb AuanoroBoe okHo Add or Remove Snap-ins (so6aBneHue u
yAaNeHne OCHACTKU), HAXXMUTE KHOMKY OK.

7. B neBoit 061acTM CBEXECO3AaHHOM KOHCOM MMC ABaXAbl LWEJIKHWUTE MYHKT
Certification Authority (Local) (ueHTp cepTudHMKaLmMm (IOKanbHbIN)).

8.  [Baxabl WenkHWUTe 3anncb contoso-VPN1-CA, a 3aTem Bblbepute nyHKT Pending
Requests (3anpocbl B 0XMAaHUM).

PucyHok 9. KoHconb Certification Authority.

: =101
@ Fle Acton Vew Fovortes Window Hep al8lx
e 2im| o= Him
l’_:a'soleﬂm! Jis] Banary R t t Status Code 4 Actions
=i [l Certsfication Authority (Local) Ex2 ~—BEGINNE...  The cperaton comple... Taken Under S | oo ps Beouiests
S gl contoss-VPNI-CA =
Revoked Certficates More Actons L4
Issued Cerbfcates
Perdrsg Requests

Faled Requests

] =l

9. LWWenKHWTe NpaBoM KHOMKOM MbILUKM OXMAAWOLWMI 3anpoc, YKasaHHbIM B cpeaHen
06/1aCTM KOHCOJIM, a 3aTem rnocnejoBaTesibHo Bblbepute KomaHapl All Tasks (Bce
3aja4m) u Issue (BblgaTtb).

10. Ha cTtpanuue Certificate Pending (oxuaaembit ceptudmkat) B o6o3pesatene
Bbl6epuTe NyHKT Home (rnasHas). Ecam 3Ta cTpaHMua He oToGpaxaeTcs, BBeauTe B
agpecHoM cTpoke agpec http://localhost/certsrv.

11. B o6nactu Select a task Boibepute NyHKT View the status of a pending certificate
request (MPOCMOTP COCTOAHMA OXMAAEMOrO 3arnpoca cepTidmKara).

12. B o6nact View the Status of a Pending Certificate Request Bbi6epute
cepTUdMKaT, KOTOPbIN Gbia1 TOJIbKO YTO BblAaH.

13. Y106bI paspelwmnTb 31eMeHT ynpasaeHua ActiveX, HaxKMUTe KHOMKY Yes.

14. B o6nactn Certificate Issued (ceptTrdumKaT BblgaH) HaxmmTe KHoMKy Install this
certificate (yctaHOBUTb cepTUdMKaT).

15. HaxXmMuTe KHOMKy Yes B AManoroBOM OKHe NOATBEPXAEHMUA.

Cnegywoujas 3ajada 3aK/Il04aeTcs B TOM, YTOBbl MEPEMeCTUTb YCTaHOB/IEHHbIM CcepTUdMKaT M3
XPaHM/IULLA, B KOTOPOE OH Gbl/1 MOMELLEH MO YMOIHYaHUIO.

MNepemewexue ceptudmkara

1. B paHee co3aaHHOM KoHCOM MMC Ha Komnbtotepe VPN1 oTkpoiTe menio File u
Bbl6epuTe NyHKT Add/Remove Snap-in.

2. B cnucke Available snap-ins Bbi6epute nyHkT Certificates (ceptudukatbl) u
HaXkMMTe KHomnKy Add.

PucyHok 10. Ananorosoe okHo Certificates snap-in.
x

This snap-n will always manage certificates for:
% My user account

" Service account

£ Computer account

< Back I Finish I Cancel

3 UTnALI FArNAcATLAG 1 ANANNAWAUULIAM NN VAANUALIN nanamaTnni My icar
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account (Moew y4eTHOM 3anucK nosib3oBaTenis), HaxMuTe KHonky Finish.

4. Haxmute kHonky Add, BbiGepute nyHKT Computer account (y4eTHOM 3anucu
KOMMblOTEpA), a 3aTeM HaXMMTe KHomnKy Next.

5. Y106bl COrnacuTbCs C NPeAJsIoKEHHbIM MO YMOYaHUIO NapaMeTpom Local computer,
HaxkmmTe KHomKy Finish B ananorosom okHe Select Computer (Bbi6op KoMnbtoTepa).

6. Y106bI 3aKpbITh AManoroBoe okHo Add or Remove Snap-ins, HaxkmuTe KHonKy OK.

7. [Baxabl wesnkHuTe 3anuch Certificates - Current User (ceptudmKaTbl - TEKyLWMI
nosb3oBaTtesib) B 06/1aCTM JepeBa KOHCO/IM, ABaxAbl LenkHuTe 3anucb Personal

(MuHble), a 3aTem BbibepuTe NyHKT Certificates.

8. B cpeaHel 06nacTv MpPOCMOTPa LWEJIKHUTE MNPaBOM KHOMKOWM MbIWM 3anucb
cepT1dMKaTta vpn1.contoso.com, Mocsie Yero MocnefoBatesibHO BblGepUTe KOMaHAbI

Al Tasks n Export (3kcnopT).

9. Ha ctpaHuue Welcome (npuBeTcTBue) HaxkMMTe KHOMKY Next.

10. Bbi6epuTe NyHKT Yes, export the private key (4a, 3KCNOPTMPOBaTb 3aKPbITbIM K/OY)

M HaXKMMTE KHOMKY Next.

11. YT06bl COrNACcHTLCA C NPEAIOKEHHBIM MO YMONYaHUIO popMaTom darinia, HaxMmuUTe

KHOMKy Next.

12. BeeanTe P@ssword B 060MX TEKCTOBbIX NOJIAX M HAXXMMTE KHOMKY Next.

13. Ha ctpanuue File to Export (MMsa caina 3KCnopTa) HaMMUTE KHOMKY Browse

(0630p).

14. Beeaute CTpoKy vpnicert B TekcTtoBoM nosie File name (Mma daina), a 3atem

HaXXMMTe KHonKy Browse Folders (0630p nanok).

15.  Y106bl COXpaHWTb cepTUdMKAT Ha paboyem cTone, BbibepuTe nyHKT Desktop
(paboumit cton) B obnactm Favorite Links (M36paHHble CCbiJIKM), @ 3aTEM HaxkMmuTe

KHOMKY Save (COXpaHWTb).

16. Ha ctpaHuue File to Export HaxkmuTe KHOMKy Next.

17. Yrobbl 3aKpbiTb MacTep Certificate Export Wizard (mactep 3kcnopta
cepTMduKaToB), HaxkmuTe KHonky Finish. 3atem HaxmuTe KHonKy OK B AManorosom

OKHE NOATBEPKAEHMS.

18. TMocnepoBatenbHo ABaxkapl wesnkHute 3anucu Certificates (Local Computer)

(cepTMdmKaTbl (IOKabHbIM KoMIbloTep)) 1 Personal.

19. Bblbepute M WENKHMTE MPaBOM KHOMKOM MbluM MyHKT Certificates, nocne yero

nocnefo.atesibHO Bbl6epute KomaHabl All Tasks 1 Import (MmnopT).

20. Ha ctpaHuue Welcome HaxmuTe KHOMKy Next.

21. Ha cTpanuue File to Import (MmnopTHpyembii daiin) HaxMMTe KHOMKY Browse.

22. B o6nactn Favorite Links BbiGepute nyHKT Desktop, a 3atem ykaxute tvn danna
Personal Information Exchange (dain o6MeHa AMYHOM  MHDOpMaumet)

PacKpbIBAIOLLEMCA CMIMCKE.

PucyHok 11. Mactep Certificate Import Wizard.

@\MJ —— =T
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=l

=
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m -
S i ks "ﬁiam;nm
B Desktop Publc
8 Computer /8 Computer
I oocments & Network
'E Pictures
B Music
& Recently Changed
B searches

Public

Folders ~

|

File name: | =] [x503Cetficate Ccertet) 7]

e Ir
Ceicate

Cerdificate Revocation List (".cd)
Microsoft Serislized Cerificate Store (* sst)
PKCS H7 Castficates (" spe”pib)
All Files .7}

23. [Baxipl WenKHUTE cepTUdMKaT vpnicert B cpegHeit 061acTi NpocMoTpa.

24. Ha ctpanuue File to Import HaxkMuMTe KHONKy Next.

25. Beegute P@ssword B TekcToBom nosie Password 1 HaxmmuTe KHonky Next.

26.  YT06bl COrNACMTbCA C MPEASIOKEHHBIM XPAHW/MLWEM JIMYHOM MHGOPMaLMK,
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23.09.13 OpraHu3auus yaaneHHoro gocTyra no npotokony SSTP

HaxkmmTe KHOMKY Next Ha cTpaHuue Certificate Store (xpaHunuwe ceptnduKaTos).

27. Y106bl 3aKpbiTb MacTep Import Export Wizard (Mactep umnopTa-3kcnopTta),
HaXMMTe KHonky Finish. 3atem Haxmute KHOMKy OK B JManoroBomM OKHe
NoATBEPKAEHUA.

PucyHok 12. PacnosioxeHue cepTucdmKara NnpoBepKM NoAJIMHHOCTH cepBepa.

P Consclel - [Console Root\Certificates (Local Computer) \Personal\Certificates] £ =10 x|
& P Ao Vew Fovortes Window Hep =180x)
| 2m 0| e=| Him
Issued Certificates =| | TsmiedTo = | 1ssued By Actions
Pending Requests Lalcontoso VPN 1-CA contose VPN I-CA Certificates -
Faded Requests falven Lcontasa.com contess-APNI1-CA
=1 (G Certhiontes - Current User Mare Actons g
= Personal
Certficates
* Trusted Root Certificatic
-] Enterprise Trust

= Intermediate Certificatc
& Actve Drectory User OF
[ Trusted Publishers

# [ Untrusted Certificates

] Third-Party Root Certific
- Trusted Prople
# ] Certificate Erroliment Ry

Z Smart Card Trusted Roo

= [ Certfcates (Local Compuber
Per:

& Trusted Root Certificatic
# Enterprise Trust
L Intermediate Certificatc
- Trusted Publishers
. Untrusted Certificates
1 Trard-Party Root Certific—

* Trusted Peopls -
a [ s [al | |

Personal store contains 2 certficates.

BHuMmaHue!

B cnyyae Heco6noaeHMs NoCaeA0BaTEIbHOCTM NpoLeayp, U3/I0XKEHHbIX B HACTOSLLEM
JOKYMEHTe, He WCK/IYEHO BO3HMKHOBEHME MPOGIEM, CBA3AHHBIX C Ha/JUMuYMEM
yHUBepcanbHOro ceptndukara (contoso-VPN1-CA). Ytobbl ob6ecneunts npusasky SSTP-
npocnylmusatens K cepTudUKaTy npoBepKu NoA/IMHHOCTH cepBepa
(vpn1.contoso.com), yganute cepTudukat contoso-VPN1-CA w3 /JloKasnbHOro
XpaHUAMLLA.

YpaneHue yHMBepcasibHOro cepTudmKara

1. /[ABakabl wenkHute 3anuch Certificates B cpeaHer 061acT NPOCMOTPa, WENKHUTE
NpaBoi KHOMKOM MbllLn 3anmcb contoso-VPN1-CA 1 Bbi6epuTte nyHKT Delete (yaanutb).

2. HaxmuTe KHOMKy Yes B AMafiOrOBOM OKHE MOATBEPXKAEHUA.
YcTaHOBKa C/y6bl MapLIpyTHM3aLuM U yaaieHHOro focTtyna

[lanee HaM cneayeT HacTpouTtb KommbloTep VPN1, OCHalWeHHbIM CAy)60M Maplpytvsaumm
yAaneHHoro Aoctyna, B kadyectse VPN-cepsepa.

YcTaHoBKa posieit VPN-cepeepa 1 cayx6 cepTudmrKaumm

1. Ha komnbtoTepe VPN1 wenkHute ccbinky Add roles B cekummn Customize This Server
okHa Initial Configuration Tasks.

Mpumeyanme Ecim okHo Initial Configuration Tasks He 6b110 OTKpbITO paHee, OTKpouTe ero. Ans
3T10ro BbiGepuTe Start, Run, BBeauTe B TEKCTOBOM noJsie oobe 1 HaxmmTe KHomnKy OK.

2. Ha ctpaHuue Before You Begin auanorosoro okHa Add Roles Wizard HaxmuTe
KHONKY Next.

3. YcraHoBuTe dnaxok Network Policy and Access Services (Cyx6bl NOJIMTUKM CETU U
[0CTyna), a 3aTeM JBax/bl HAXXMMUTE KHOMNKY Next.

4. B cekummn Role Services guanorosoro okHa Select Role Services yctaHoBuTe
dnaxkok Routing and Remote Access Services (cnyx6bl MapLIpyTM3aLUMKU U yaaNeHHOro
JocTyna).

5. Haxmute kHonky Next, a 3aTem - KHonky Install.

6. B ananorosom okHe Installation Results HaxxmuTe KHonKy Close.

HacTpoiika cnyx6bl MaplIpyTHM3aLUum U yaaseHHoro gocTyna
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OpraHusauus yganeHHoro ocTyna no npotokony SSTP

Tenepb cneayet HactpouTb KomnbioTep VPN1 B kadectBe VPN-cepsepa, npegoctasnsiowero

yAaneHHbi goctyn VPN-KkamneHTam B UHTepHeTe.

HacTpoika komnblotepa VPN1 B KauectBe VPN-cepeepa

1. Ha komnblotepe VPN1 HaxmuTe KHOMKy Start, Bbi6epuTe cHavana Administrative
Tools, a 3aTem - Routing and Remote Access (MapLpyTM3auma 1 yaaneHHblM JOCTyn).

2. B pepeBe koHconm Routing and Remote Access WeNKHMUTE NPaBoi KHOMKOM MbILmM
3anuce VPN1 1 Bbi6epute nyHKT Configure and Enable Routing and Remote Access
(HaCTPOUTL M BK/IIOYMTb MAPLUPYTM3ALMIO U yAANEHHBIM AOCTYN).

3. MNpu nossneHmn ctpanHuubl Welcome to the Routing and Remote Access Server
Setup Wizard (MacTep yCTaHOBKM cepBepa MapLlUpyTM3alMu M yAaneHHOro A0CTyna)
HaxmuTe KHomKy Next.

4. YT06bl COrnacuTbCA C NpeAsioeHHbIM MO YMOYaHUI0 NapameTpoM Remote access
(dial-up or VPN) (yaaneHHbit goctyn (VPN uan mogem)) Ha ctpanuue Configuration
(HacTpoiKa), HaxKMMTE KHOMKY Next.

5. Ha cTtpaHuue Remote Access (yaaneHHbii goctyn) Boibepute nyHKT VPN, a 3atem
HaXkMuTE KHoMKy Next.

6. B o6nactn Network interfaces (MHTepdericbl ceti) Ha cTpaHmue VPN Connection
(VPN-nogkntoueHue) Bbi6epute nyHKT Public. MMeHHO 4epes 3ToT umHTepdenc
komnbiloTep VPN1 6yaeT nogkaoyatbca K MHTepHeTy.

7. CHumute dpnaxok Enable security on the selected interface by setting up static
packet filters (6e30macHOCTb C MCNoJib30BaHWEM (UALTPOB CTAaTUYECKMX MAKETOB) M
HaxmuTe KHonKy Next.

MpumeyaHme

B o6wem caydae 3awmty obuwegoctynHoro uHTepdeica caegyet
BKJ/IIOYaTb. JTOT NapameTp OTK/II0YAeTCA UCKNIOYMTENIbHO ANA obecneyeHua
CBAI3M B pacCMaTpUBAEMOM TECTOBOM cpeje.

8. Bblbepute nyHKT From a specified range of addresses (43 3agaHHOro auanasoHa
aZipecoB) U HaXXMuTe KHomnKy Next.

9. Bbl6paB nyHKT New, BBeamte 192.168.0.200 B none Start IP address (Ha4asibHbiM IP-
agpec) n 192.168.0.210 B none End IP address (KoHeuHblit IP-agpec), a 3aTtem
nocnefoBaTtesibHO HaxmuTe KHomku OK 1 Next.

10. HaxmwuTe KHOMKy Next, 4To6bl COrNacUTbCA C MPeAJsIONKEHHBIM MO YMOJHaHUIO
napameTpoMm, KOTOpbl  noapasymeBaeT, 4to KomnbioTep VPN1 He 6yger
B3aMMozelcTBoBatb C RADIUS-cepBepom. B pamKax TaKoro cueHapus cepsep

MapLUpyTM3aLMM M yAANIEHHOrO JoCTyrna 6yAeT MNMPUMEHATb MPOBEPKY MOAJMHHOCTU
Windows.

11. Mpwu nossneHmnn ctpanuubl Completing the Routing and Remote Access Server
Setup Wizard (3aBeplueHue mactepa cepepa MapLpyT13aLMM U yAaleHHOro AoCcTyna)
HaxkmmTe KHomKy Finish.

12. B CNyYae OTKpbITMA AMA/IOFOBOro OKHa, B KOTOPOM c006u.|aeTcn (o] HeO6XOAMMOCTM
BHECTU AaHHbIl‘/II KOMMNbKOTEP B CNMCOK CEPBEPOB YAA/IEHHOIro A40CTyna, HAXXMUTE KHOMKY
OK.

13. B cnyyae OTKpbITMA [MasoOroBOro OKHa, COOOLAWEro O Heo6X0AMMOCTU
HacTpoiku areHTa DHCP-peTpaHcasumm, HaxMuTe KHoMKy OK.

14. 3akpo#nTe ocHacTKy Routing and Remote Access.

6. HacTpoika komnbtotepa CLIENT1

Komnbtotep CLIENT1, pa6oTatowmii nog ynpasneHmem OC Windows Vista ¢ nakeTom 06HOBAEHMS 1

(SP1), 6yaeT ucnonHatb posb VPN-KNMeHTa yaaneHHoro goctyna B gomeHe Contoso.com.
Mpouecc HacTpoiku Komnblotepa CLIENT1 cocTouT U3 ciieayiowmx 3Tanos:

YCTaHOBKa OMepaLuMOHHOM CUCTEMbI;
HacTpoika npotokona TCP/IP.

B HMKeCeayoWwmx nogpasaenax 3T onepaumm onucaHbl nogpobHee.

YcTaHOBKa OnepauuoHHOM CUCTEMBI

Yro6b1 ycTaHoBUTL OC Windows Vista c naketom o6HoBneHusa 1 (SP1) Ha komnbioTepe CLIENT1,

BbINOJIHUTE C/IeAyloWwme AeNCTBUSA:

YcraHoBKka OC Windows Vista ¢ naketom o6HoBneHus 1 (SP1)

1. 3anyctute komnbtotep CLIENT1 ¢ ycTaHOBOYHOro kKoMnakt-aucka OC Windows Vista

C NakeTom 06HoBAEHMA 1 (SP1). CneayiTe MHCTPYKLUMAM Ha 3KpaHe.

2. Korpja Ha 3KpaHe MOSBMTCA 3anMpocC Ha YKasaHWe TWMa YCTaHOBKM, BbiGEpUTE MyHKT

Custom (BbIGOpOYHas).
3. [pu nosBneHuM 3anpoca Ha yKasaHMe MMEeHW NoJib3oBaTtens BBeauTe usert.

4. Tpy nosABNEHMM 3anNpoca Ha yKasaHWe MMeHM KomnbtoTepa BBeaute CLIENTT.
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5. Mpu nossneHMM 3anpoca Ha BbIGOP pasMelleHus KomnbloTepa Beeaute Home
(AOMaLLHMI).

HacTpoika npotokona TCP/IP

Tenepb Ha KomnbtoTepe CLIENT1 cnegyet HacTpouTb cBOMCTBa npoTokona TCP/IP - a MMeHHo,
yKasaTb cTatmyeckuit IP-agpec 131.107.0.3 ans ny6aMuHbIX COeauHEHUM (Yepe3 UHTepHeT).

HacTpoiika cBoicTB npotokona TCP/IP

1. Ha komnbtotepe CLIENT1 HaxmuTe KHOMKy Start u BbibepuTe nyHKT Control Panel
(naHe b ynpasaeHus).

2. MocnepoBatenibHO BbibepuTe NyHKTbI Network and Internet (ceTb 1 noAKkAOYEHMA K
MHTepHety), Network and Sharing Center (ueHTp ynpaBieHMA CETAMM M OOBLMM
Joctynom) u Manage network connections (ynpaeneHue ceTeBbIMU NOAKIOHYEHUAMM).

3. LllenkHyB NpaBoM KHOMKOM MbilmM 3anmcb Local Area Connection (nogkoyeHme no
JIOKaNbHOM ceTn), BbiGepuTe KomaHay Properties. Ecnv Ha 3KpaHe nosBuTCA
[AManoroBoe OKHO C 3arMpoCOM Ha paspelleHus, Heo6XOAMMble AJ/1A BbINOJHEHWUS
[laHHOM onepaumm, HaxMuTe KHomKy Continue (MPOAO/IKMUTL).

4. Bo guanorosom okHe Local Area Connection Properties (CBOMCTBa NOAK/IOYEHMSA MO
JIoKanbHOM ceTu) BbibepuTe 3anmch Internet Protocol Version 4 (TCP/IPv4) 1 HaxmuTe
KHONKy Properties.

5. YcrtaHoBuTe nepekntovatesb B nonoxeHue Use the following IP address. B none IP
address (IP-agpec) Beegute 131.107.0.3, a B nosie Macku noacetM - 255.255.0.0.

6. MMocnegoBatenbHo HaxkmuTe KHomnku OK u Close.

Jlanee Heo6x04MMO BKIOYMTL B dain hosts 3anmcb komnbtotepa VPN1. MMeHHO Tak aenaetcs B
paboumnx cpegax, Korga KopriopatieHblii VPN-cepeep nosyyaeT o6ueaocTynHoe Ms y3na.

HacTpoiika darna hosts

1. Ha komnbtoTepe CLIENT1 Ha)XMuTe KHOMKY , Moc/ie0BaTe/IbHO BblGepUTE MYHKTbI U
(CTaHZapTHble), 3aTeM LLE/IKHMTE MpaBoM KHOMKOM Mblwm NyHKT Command Prompt
(KOMaHAHaA CTPoKa) M BbiGepuTe KOMaHAY .

2. B guanoroeom okHe User Account Control (KOHTPOJIb YYETHbIX 3aMUCEN) HAKMMUTE
kHonky Continue.

3. BBeauTe HMKecCneaywllyld KOMaHAy B KOMaHAHOM CTPOKe, a 3aTeM HakMmuTe
Knasmwy BBO/:

notepad %windir%\system32\drivers\etc\hosts

4. /[lo6aBbTe HOBOM CTPOKOM B KOHEL, JOKYMEHTA C/IeAYIOWMI TEKCT:
131.107.0.2 vpn1.contoso.com

5. CoxpaHuTe u 3aKpoiTe dain hosts.

Y106bl YAOCTOBEPUTLCSA B Ha/IMUMM CBA3W MeXay KomnbioTepamu CLIENT1 mu VPN1, BbinonnHute
KOMaHAy ping Ha komnbtotepe CLIENT1.

MpoBepKa ceTeBOro NOAKAIOYEHUA NPU NOMOLLM KOMaHAbl ping

1. Ha komnblotepe VPN1 HaxmuTe KHOMKy Start, BbibepuTte cHayana Administrative
Tools, a 3atem - Windows Firewall with Advanced Security (6paHamayap Windows B
peXume MoBbILIEHHOM 6e30MacHoCTH).

2. BbibepuTe NyHKT Inbound Rules (npaBmna BxoAAWMX) B AepeBE KOHCO/N.

PucyHok 13. OcHacTka Windows Firewall with Advanced Security.
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14l B | | L]

3. MpokpytnTe o6aactb cBeaeHui Ao 3anmcu File and Printer Sharing (Echo Request -
ICMPv4-In) (06wmi goctyn K cainam M NpuHTEpam (3X0-3ampoc - BXOAAWMN TpaduK
ICMPv4)), cBaizaHHOM ¢ npodunem Public (06wmi), 1 ABaxapbl LenKHUTe eé. Y6eamuTtechb
B TOM, YTO JJaHHOE NpaBu/Io BBEAEHO B AEMCTBUE.

PucyHok 14. [lnanoroeoe okHo File and Printer Sharing (Echo Request - ICMPv4-In).

File and Printer Sharing (Echo Request - ICMPv4- 5[

Users and Computers | Protocols and Ports | Scope Advanced |
General Programs and Services

® This is a predefined rule and some of its properties cannot
=~ be modfied.

Description:

Echo Request messages are sent as ping requests to d
other nodes.

¥ Enabled

— Action

<54 % AMlow the connections

o A
"L € Allow only secure connections
I~ Require encypti
= Gvenide Block miles
" Block the connections

Leam more about these settings
oK | Cancad | ipn |

4, YcrtaHoBuB dnaxok Enabled (BkntoueHo) Bo Bknagke General (06wme), HaMUTE
KHonKy OK.

5. B okHe KomaHz Ha KomnbtoTepe CLIENT1 BBeanTe KomaHay ping vpn1.contoso.com,
a 3aTemM HaxmuTe Knasmwy BBO/.

6. Y6eauTecb B TOM, 4TO NpoOBEpPKa CBA3M C KomnbloTepom VPN1 npoluia ycnewHo.

B pamKax 33ajjay, noCTaB/iEeHHbIX MNepej  paccmatpuBaeMoit  nabopaTtopuent
TECTMPOBaHUsA, [JaHHOE COeJMHEHWE CBMAETENbCTBYET O TOM, YTO YAaNeHHbIM
nosib3oBateslb B COCTOSHMM MNOAKMOUMTECA K VPN-cepBepy opraHusaumu uepes
MHTepHerT.

7. 3aKpowTe OKHO KOMaHA.

7. IM1TaLMA OWIMOKKU NoAKAO4EeHMA no npoTokoay PPTP

Mocne BbINOJIHEHMA BbILWEONMMCAHHbIX Npouesyp MHMPaCTpyKTypy nabopaTopuu TecTMpOBaHWA
MOXHO CuMTaTb 3aBeplUeHHOM. B 3ToMm pasgene onucbiBaeTcs Cnoco6 HaAcTPOMKM nabopatopum
TeCTMPOBaHMA, NpU KOTOpom nonbiTkK VPN-nogkntoyeHmsa no npotokony PPTP 6yayT 3aBepliatbca
oWwn6Kamu. Tak Mbl MMUTUPYEM CLEHApUI, BCTPEYalWMICA B pabouMx cpejax, Korja cepeep
yAaN€HHOrO A0CTyna HaxoAMTCA MoJ 3alMToM 6paHAMayapa, KOTOpbiM 6I0KMpYyeT coeAMHEHUsA No
npoTtokosy PPTP. B Hawem cnyyae B KadecTBe 6paHAMayapa ceTeBOro nepumeTpa 6yaet BbiCTynaTb
6paHamaysp Windows B pexume MOBbiLEHHOM 6e30MacHOCTM, YCTaHOBJ/IEHHBbIM HAa KOMMbloTepe

VPN1.

HacTtporka VPN-noaknoueHnsa no npotokony PPTP
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Co3gaamm noakatoyeHue no npotokosy PPTP.
HacTpoika VPN-nogkntodeHMs no npotokoay PPTP

1. Ha komnbtotepe CLIENT1 HaxkmMTe KHOMKY Start 1 BoibepuTte nyHKT Control Panel.

2. MocneposatenbHo BbibepuTe NyHKTbl Network and Internet, Network and Sharing
Center 1 Set up a connection or network (ycTaHoBKa NOAKNOYEHWUA MU CETH).

PucyHok 15. [jnanoroeoe okHo Set up a connection or network.

o) ¥ Set up a connection or network
Choose a connection option
r‘a Co.nneclt to tlihe Ilnter.ne“t o
.ﬂi Set up a wireless router or access point

Set up a dial-up connection

[

3. Bbibepute nyHKT Connect to a workplace (nogknioueHue K paboyeMy MecTy) M
HaXMMTe KHonKy Next.

4. Bbibepute nyHkT Use my Internet connection (VPN) (ucnonb3oBatb Moe
noakatoyeHue K MutepHety (VPN)).

5. YcrtaHosute napametp Il set up an Internet connection later (0T10XWTb HACTPOMKY
NOAKIIOYEHUA K UHTEPHETY).

6. Beeaute agpec vpni.contoso.com B nose Internet address (agpec B MHTepHeTe) 1
HaXMMTe KHonKy Next.

MpuMeyaHue

MHTEepHET-aApec [JOJ/KeH COBMafZatb C MMEHEM Cy6beKTa, KOTOpbIM
COrNacHO HacTosLeMy PYKOBOACTBY AOJIKEH Obll 6blTb HACTPOEH paHee.
3T0 Heo6X0AMMO ANA opraHm3auumn SSTP-noaklveHMs, peyb 0 KOTOPOM
NoMAET HUXKE.

7. Tpu nosBneHun AuanoroBoro okHa Type your user name and password (BBeguTe
MM$ N0/1b30BATE/IA U NapoJib) BBEAUTE CEAytoLMe AaHHbIE:

a) B nose User name (MmA nonb3osarens) seegmTe usert;
6) B none Password BBegnTte P@ssword;

B) YycTaHoBMTe diaxok Remember this password (coxpaHuTb Nnaposb);
r) B none Domain (aomeH) BBeAMTE contoso.

8. TMocnepoBatenibHO HaxkMMTE KHOMKK Create (co3aatb) u Close.

MpoBepka noakayYeHnAa no npotokony PPTP

Ha paHHOM 23Tane cnegyeT npoBepuTb MNOAKAKYMEHWE Mo npoTokony PPTP Ha npeamer
paboTocnoco6HocTH. VPN-nogknioueHme no npotokony PPTP, HacTpoeHHoe Ha KomnbloTepe
CLIENT1, gokHO o6ecneynBaTbh BO3MOMXKHOCTb YCNELWHOro coeMHEeHUs C KoMmnbtoTepom VPN1.

MpoBepKa nogk/to4eHua no npotokosny PPTP

1. Ha komnbtotepe CLIENT1 oTkpoiite okHo Network and Sharing Center, a
3aTeM BblbepuTe MYHKT Manage network connections.

2. /[saxgpl wenkHyB 3anucb VPN Connection (VPN-NoaKno4eHUE), HAXKMUTE KHOMKY
Connect (NoAKNOUUTL).

PucyHok 16. Aunanorosoe okHo VPN Connection.

Connect VPN Connection (3]

www.sbsi.ru/contenthiew/57/4# Toc199935383 16/21



23.09.13
T
User name: user |
Password: [To change the ssved password, olick here]
Domain: CONTOSO

ICI

Save this user name and password for the following users:

@ Me only

OpraHu3auus yaaneHHoro gocTyra no npotokony SSTP

Connect ][ Cancel ][ Properties ][ Help

3.  Y6eputecb B TOM, 4YTO coefuHeHue 6bla0 YCMewHo ycTaHoBneHo. Ansa 3Toro,
LLE/IKHYB NPaBoM KHOMKOM Mbiwu 3anmcb VPN Connection, BbiGepute MyHKT Status
(coctosHue). B o6nact Media State (cocTosHMe HOCUTENS) AOMKHO 6biTb YKasaHO

cocTtoaHue Connected (NoAKNOYEHO).

4. Haxkmute KHonky Disconnect (oTkntounTb) B AnanoroBom okHe VPN Connection

Status

HacTtpoiika 6paHamayspa Windows B pexxume MnoBbilleHHOM 6e30nacHOCTH

PPTP-Tpadmk coctomT 13 Tpaduka, nepegaBaemoro yepes TCP-nopt 1723 ana noafepku TyHHeNs,
1 vepes IP-nopt 47 no npotokony GRE ana TyHHeNMpoBaHMA AaHHbIX. Halwa 3ajaya COCTOMT B TOM,
4T06bl HAaCTPOMTb 6paHamay3p Windows B pesMMe MOBbIlWEHHOM 6e30MacHOCTM TaK, YTO6bl OH
610KkMpoBan TpadmK no npotokony GRE, noctynaiowmi Ha Komnbiotep VPN1. Tak Mbl CMOXem
CMOJEeNMpoBaTb CLEeHapuii, MpM KOTOPOM CEpBEp YAANIEHHOTO JOCTyna HAaXOAMTCA MoJ 3aliuToMn

(cocToaHue VPN-noakno4eHUs).

6paHamayapa, 6nokupytowero PPTP-noakntoveHus.

Hactpoika 6paHgmayspa Windows B peume MOBbIlWEHHOMW 6e30MacHOCTM Ha 6JI0KMpoBaHue

NoAK/Il0YeHU

1. Ha komnbiotepe VPN1 HaxkmuTe KHOMKy Start, Bbibepute cHavana Administrative

1 no npotokony PPTP

Tools, a 3aTem - Windows Firewall with Advanced Security.

2. Bbibepute NyHKT Inbound Rules B aepeBe KoHCoOM.

3. TpokpyTiTe 061aCTb CBEAEHWM M ABaXAbl LWEKHMTE 3anucbk Routing and Remote
Access (GRE-In) (MapLpyTtm3aums 1 yaaneHHbii goctyn (GRE - Bxoaswmi)).

4. YcTtaHoBWTe Nepekstoyatesib B 061acTi Action (geicteue) B nosnoxenue Block the
connections (6710kMpoBaTh NOAKIOYEHUSA) U HaXKMKUTE KHOMKY OK.

PucyHok 17. inanorosoe okHo Routing and Remote Access (GRE-In) Properties.

Routing and Remote Access (GRE-In) Properties

Users and Computers | Protocols and Ports I Scope I Advanced I

General Programs and Services
o) Thig iz a predefined rule and some of its properties cannot
= be modfied.
—General

i Name:
% IHcl.rting and Remote Access (GRE-In)

Description:

Inbound rule for RRAS to allow Generic Routing A|
Encapsulation Protocol traffic.
vI

[ Enabled

r— Action

“54 {7 Mlow the connections

W Mlow only secure connections

' Block the connections

Leam more about these settings

X

QK I Cancel Apply

MpoBepka noakayYeHnAa no npotokony PPTP

Tenepb HyXHO y6eauTbCA B TOM, YTO MOJAKMOYeHMA K KomnbtoTepy VPN1 no npotokony PPTP

AencTBuTe b

HO 6/10KUpYIOTCA.

MNpoBepKa nogkao4eHna no npotokony PPTP

1.
3aTem

2. [Baxapl wenkHys 3anncb VPN Connection, HaxmuTe KHonKy Connect.

3.  Y6eautecb B TOM, YTO YCTaHOBWTb COEAMHEHME He yAanocb. Ha 3KpaHe AOIKHO
NOABUTLCA AMAIOrOBOE OKHO NDPUGIM3UTENIBHO CNEAVIOLErO COAEDKaHUSA:

www.sbsi.ru/contenthiew/57/4# Toc199935383
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Bbl6epuTe NYHKT Manage network connections.
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OpraHusauus yganeHHoro ocTyna no npotokony SSTP

PucyHok 18. Owmb6ka VPN-noaktoueHna no npotokosy PPTP.

Error Connecting to VPN Connection =35

Disconnected.

-

Emor 806: The VPN connection between your computer and the
WPN server could not be completed. The most common cause for
this failure is that at least one Intemet device for example, a firewall
or a router) between your computer and the VPN serveris not
configured to allow Generic Routing Encapsulation (GRE) protocol
packets. If the problem persists, contact your network administrator
or Intemet Service Provider.

I you continue to receive emor messages. you can enable logging for
analysis.

# [C] Enable logging
For logging options, see diagnostics

Logging options can also be accessed by clicking the Remote Access
Preferences menu item under the Advanced menu of the MNetwork
Connection Folder.

Redial = 58 ] [ Close ] [ Diagnose

4. HaxmuTe kHonky Close.

8. HacTtpoiika SSTP-nogkntoueHus

[Ans opranusaumu SSTP-noakntodeHuin VPN-KAMEHT JO/IKEH YCTAHOBUTb CEPTMGMKAT OT KOPHEBOrO
LIC, BbiaaBluero ceptudmkat komnblotepa VPN-cepBepy. B xoe npoBepku NOA/IMHHOCTM Ha OCHOBE
SSL VPN-KAMEHT npuM NOMOLM CBOEro COGCTBEHHOrO cepTudMKaTta npoBepseT cepTUdMKar
NpoBEpKM NOAJ/IMHHOCTU CcepBepa.

MonyuyeHne cepTudmMKaTa oT AOBEpeHHOro KopHeBoro LIC

KopHeBo#l cepTMdMKAT MOXKHO MOYYMTb METOZOM aBTOMATMYECKOM MoJauM 3asBKWU (€C/M KAMEHT
ABNAETCA y4aCTHUMKOM JomeHa Active Directory) nnun nytem nogaum 3asBku yepes MHTepHeT oT Be6-
canta LC, Bbigatouero ceptuduKatel. B Hawem ciydae komnblotep CLIENT1 Jo/iKeH NonyuuTtb y
KomnbtoTepa VPN1 ceptudumkat ot kopHesoro LIC meTogom nojgaum 3asaBku Yepes MHTepHeT.

MonyyeHune ceptudmkara komnbiotepa 'y VPN1

1. Ha komnblotepe CLIENT1 HaxmuTe KHOMKy Start u BbibepuTe NyHKT Internet

Explorer.

2. Korga otkpoetca o6o3spesatenb Internet Explorer, BBeaute aapec
http://vpn1.contoso.com/certsrv BmecTo Tekywero URL-agpeca v HaxmuTe Knasully
BBOA.

3. B cnyyae BbiBOga onoseljeHMA puabTpa PpumHra Bbibepute nyHKT Turn off
automatic Phishing Filter n HaxxmuTe KHomKy OK.

4. B o6nactu Select a task Ha HauvanbHOM cTpaHuue BbiGepuTe nyHKT Download a CA
certificate, certificate chain, or CRL (3arpyska ceptudukata LC, uvenoyku
ceptudumrartos nam CRL).

5. B cnyvae BbiBOZA ONOBELLEHMA 0 NaHe M MHbOPpMaLMK HaxkMuTe KHorKy Close.
6. Bbibepute nyHKT Download CA certificate (3arpyska ceptudmkara LC).
7. Haxkmute KHonKy Open B amanorosom okHe File Download (3arpyska daiinia).

PucyHok 19. [JunanoroBoe okHo File Download npu 3arpyske ceptudmkara
6e3onacHoOCTH.

File Download - Security Warning ==
Do you want te open or save this file?

MName: certnew.cer
E—'; Type: Security Certificate, 787 bytes
From: vpnl.contoso.com

Cpen ] [ Save ] [ Cancel

While files from the Intemet can be useful, this file type can
L potentially ham your computer. f you do not trust the source, do not
= open or save this software. What's the risk?

8. B anManoroBoM OKHe OMoBeLLEeHMsA CUMCTEMbl 6€30MacHOCTU HaxkMuTe KHomKy Allow
(paspeLwmTb).

9. Click Install Certificate (yctaHoBWUTb cepTMdHUKaT).

PucyHok 20. [inanorosoe okHo Certificate.

www.sbsi.ru/contenthiew/57/4# Toc199935383
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Certificate @

General | Details | Certification Path

E4§y Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: contoso-VPN1-CA

Issued by: contoso-VPN1-CA

Valid from 2/23/2007 to 2/23/2012

Install Certificate. ..

Learn more about certificates

10. Mpu nossneHmn okHa Certificate Import Wizard (Mactep nmnopTta ceptudmkatos)
HaxmuTe KHomKy Next.

11, Y706bl COrnacuTbcA C MPeANOXEHHbIM MO YMOYAHUIO XPaHUIULLEM, HaXMMUTE
KHonky Next B guanorosom okHe Certificate Store.

12. Haxmute KHOMKy Finish.
13. B AManoroBOM OKHe NOATBEPXKAEHMA HaXXMUTE KHOMKY OK.
14. Y7060l 3aKpbITb Ananorosoe okHo Certificate (ceptndukar), HaxxmmTe KHonKy OK.

Tenepb YCTaHOBNEHHbIM CepTUdMKAT KOMMbIOTEPA HEOGXOAMMO NEPEMECTUTb B  HYXHOE
XxpaHunuile. o yMonYaHMIO yCTaHaBAMBaemble CepTUdMKaTbl aBTOMATMYECKM MNOMeLlalTca B
xpaHunme Current User, Intermediate Certification Authority (TeKywui nonb3oBaTtesb,
NMPOMEKYTOUHbIN LEeHTP cepTudUKaumm). TpebyeTca nepeMectutb cepTudUKaT B xpaHuamue Local
Computer, Trusted Root Certification Authority (JloKa/sibHbIl KOMMbIOTEP, AOBEPEHHbIA KOPHEBOM
ueHTp cepTudmKaummn) Ha Komnbtotepe CLIENT1. B nepsylo ouyepesb cnefyet HaCTpOUTb KOHCOJb
MMC c ocHacTkamm cepTMHUKATOB NO/Ib30BaTENA M KOMIMbIOTEPA.

HacTtpo#ka KoHcosim MMC

1. Ha komnbiotepe CLIENT1 HaxmuTe KHOMKy Start, Bbibepute All Programs,
Accessories, a 3aTeM - Run (BbINO/IHAUTD).

2. BepguTte KOMaHay mmc B nosie Open M HaxmuTe KHoMKy OK.

3. B gunanorosom okHe User Account Control HaxxmuTe KHOMKy Continue.

4. Tpu nossneHun ocHactkm Console1 oTkpoiTe meHio File u BbiGepuTe KomaHay
Add/Remove Snap-in.

5. B cnucke Available snap-ins BbiGepuTte nyHKT Certificates 1 HaxxmmTe KHonky Add.

6. Yro6bl COrnacuTbCs C MPEeANoXKeHHbIM MO YMONYaHUI mnapametpom My user
account, HaxkmmTe KHomKy Finish.

7. Haxmute KHonmKy Add, BbibepuTe nyHKT Computer account, a 3aTteM HaxmuTe
KHOMKy Next.

8. YT06bI COrNacuUTLCA C NPEAOKEHHbIM NO YMO4aHUIo napameTpoM Local computer,
HaxMmuTe KHonky Finish B ganorosom okHe Select Computer.

9. Yr06bl 3aKpbITh AManorosoe okHo Add or Remove Snap-ins, HaxkmMuTe KHonky OK.

Cnegylowas 3ajada 3aK/Il04aeTC B TOM, YTOGbl MEPEMeCTUTb YCTaHOB/IEHHbIM cepTudMKaT m3
XpaHu/MWa, B KOTOPOE OH 6bl1 MOMELEH MO0 yMOJYaHWio. Tak Kak ceptudMKar He
npesycMaTpmBaeT MPUBA3KM MO 3aKPbITOMY KJIIOYY, €ro MOXHO MepeHecTM B HOBOE XpaHu/Miie
nyTem KOMMpPoBaHMs U NoC/eAytoLel BCTaBKM.
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MNepemeweHue ceptudmKara

1. B o6nactm pepeBa KoHconm MMC, KoTopas 6blsa TOJIBKO 4TO CO34aHa Ha
komnbloTepe CLIENT1, nocnepoBaTtenbHO ABaxAbl wesnkHUTe 3anucu Certificates -
Current User u Intermediate Certification Authorities (npomeXyTouHble LEHTpbI

cepTMduKaumm), a 3aTemM BbibepuTe NyHKT Certificates.

2. LLlenKHUTE NpaBOM KHOMKOM MbIWKM 3anucb ceptudukata contoso-VPN1-CA B

cpejHelt 061acTM NPOCMOTPa, a 3aTeM BbiGepuTe KomaHay Copy (KonupoBaTb).

3. B o6nact pfepeBa KOHCOMM MOCNEAOBATE/IbHO [JBax/bl LENKHUTE 3anucu
Certificates (Local Computer) u Trusted Root Certification Authorities (zoBepeHHble

KOpHeBble LeHTpbl cepTUdMKaLmmM), a 3aTeM BbibepuTe NyHKT Certificates.

4.  LlenKHMTe NpaBoi KHOMKOM MbIWKM B CpeaHeM 06/1acTi MPOCMOTPa M BbibepuTe

KomaHay Paste (BCTaBMTb).

5.  YT06bl y6eauTbCA B TOM, YTO CEPTU(dMKAT pasMelleH B XpaHWiulie, 06GHOBUTE

3KpaH.

PucyHok 21. HoBoe xpaHumLLe 3arpy>KeHHoro ceptudukara.

ol Copyright (<) 1987 Microsoft C... - Copyright (c] 1997 Mi
Cal Microsoft Autherticode(tm) Ro... Microsoft Authentico
CalMiicroscft Root Authorty Micresoft Root Authe
" Third-Party Roat Certfication Authi ||| & Microsoft Root Cedificate Auth... Microsoft Roct Centif
1 Trusted People Cal NO LIABILITY ACCEPTED, (/97 ... NO LIABILITY ACCEP
Centificate Enrollment Requests ol Thawte Timestamping CA Thawte Timestampin:
Srart Card Trusted Roots
a [ Certificates (Locsl Compater)
| Persomal
- Trusted Root Certification Authoriti
Certificates
Enterprise Trust
Intermediate Certification Authoritis
1 Trusted Publishers
Untrusted Certificates
Thard-Party oot Certification Auth:
Trusted People

Active Directory User Object
Trusted Publishers.
Untrusted Ceificates

Mare Actigns

‘ i 0 . m 0

Trusted Foot Certaficat store contains

@& Consolel - [Consale Root\Certificates (Local Computer)\ Trusted Root Certification Authorities\C ertificates] (= = ]
@ File Action View Favorites Window Help ~iefx
o 20 § LI XD = BED
Trusted Root Certification Autherti # || ksyed To - Tssued By Actions
Enterprize Trust . 2| Class 3 Public Primary Certificat. Class 3 Public Priman | Certificates -
4 1M*Ef:;;!::C;:;::::f_‘:"‘“"“' [l Class 3 Public Primary Centificat... Class 3 Public Primar Mare Actions~ +
| Certificates CAESETEIL LA RN | ComosoVPNICA

HacTpoiika u TectupoBaHue VPN-noakto4eHHMs no npoTokoay SSTP

Tenepb, Korga ceptnduKkat ot kopHesoro LIC, BbigaBlwero ceptidumKaT komnbtotepa VPN-cepBepa,
HaxoAuTCcAa B xpaHuauwe ceptudukatoB Trusted Root Certification Authorities Ha komnbloTepe
CLIENT1, Ham oCTa/jiocb HacTpPoMTb MOJAK/AYEHME no npoTtokony SSTP u npoBepuTb ero

paboToCnoCco6HOCTb.

HacTpoiika 1 TecTUpoBaHHe NOAK/II04YEHUSA Mo NpoToKoy SSTP

1. Ha komnbtotepe CLIENT1 oTtkpowTe okHo Network and Sharing Center, a

3aTeM BblbepuTe MYHKT Manage network connections.
2. [saxgpl wenkHys 3anncb VPN Connection, HaxkmuTe KHOMKy Properties.

3. Otkpo#te BKknagry Networking.

4.  Bbi6epute nyHKT Secure Socket Tunneling Protocol (SSTP) B packpblBatoiemcs

cnucke Type of VPN (tun VPN) 1 HaxxmuTe KHonky OK.

PucyHok 22. inanorosoe okHo VPN Connection Properties.
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é VPN Connection Properties @
| General I Options I Security| Networking | Sharing

Type of WFN:

[Secure Socket Tunneing Protecel (SSTF) -]

IPsec Settings...

This connection uses the following items:

-i- Intemet Protocal Version 6 {TCP/1PvE)

i Intemet Protocol Version 4 (TCP/IPvd)
B File and Printer Sharing for Microsoft Networks
g CioS Packet Scheduler

o% Client for Microsoft Networks

@' Install.... Uninstall

Description

TCP/IP wersion 6. The |atest version of the intemet protocol
that provides communication across diverse interconnected
networks.

[ ok ][ Cancel |

5. Haxkmute kHonKy Connect (noakntounTb) B AuanoroBom okHe Connect VPN
Connection (yctaHoBMTb VPN-nogkoueHme).

Komnbiotep CLIENT1 pgoskeH ycnewHo noAKkMiouMTbcAa K Komnbiotepy VPN1 no
npotokony SSTP. MpoBepbTe, AocTyneH v (ainoBbld CepBep OpraHM3aumMu npu
o6palleHNM K HEMY C YAaneHHoro y3na.

6. HaxmuTe KHOMKy Start, a 3aTem nocnegoBatesibHO BbiGepute nyHKTbI All Programs,
Accessories 1 Run.

7. Bsepute Komanay \\dc1.contoso.com\corpdata B none Open M HaxXMMTE KHOMKY
OK.

8. Otkpotite arn VPNTest ABOMHBIM LWENYKOM MbIlK, J06aBbTE B HEFO HOBbIM TEKCT
U COXpaHUTE.

9. 3akpo#nte dann VPNTest.
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